Bakancus miagmero anaiautuka SOC (Security Operations Center).

MBI - Platformix.

Paboraem Ha poccuiickom UT-peiake ¢ 1992 rona. Ceronns Platformix — ogun u3 KpynHenmmx
CUCTCMHBIX UHTCI'PATOPOB B POCCI/II/I, YCIICHIHO IMOMOTacT NMpCANpUATHAM U3 PA3JIMYHBIX OTpaCHeﬁ
CO371aBaTh HAZEKHYIO IUIaTGOPMY Ul BeleHHUs OHU3Heca.
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OO0s13aHHOCTH:

- PearupoBanue Ha nauuaents! b c ucnons3oBanuem IDR, SIEM, EDR u NTA-cucrem no
CYILIECTBYIOIIUM CLICHAPUSIM;

- Yuactue B paccieoBaHuu nHIuAeHTOB Ub;

- Boisinenue anomanbHo# aktuBHOCTH, Threat Hunting;

- 3y4yeHne HOBBIX TUIIOB UCTOUYHUKOB coObITHii Ub;

- 3y4yeHne HOBBIX BEKTOPOB aTaK M CIIOCOOOB UX ACTEKTHPOBAHUS;

- [Tomomns B pa3paboTke MmIeiHOYKOB IO OTPAOOTKE CIICHAPUCB;

- YuacTtue B pa3paboTKe ClieHapHeB BbIsIBIICHUS UHIMACHTOB Vb 1 onTuMM3auy CymecTByOmuxX
CLICHApHEB;

- [IpoBenenue nccnea0BaHui U IOKUCKA ysI3BUMOCTEN B KomnoHeHTax U 110 kputnyeckoit
UHPPACTPYKTYPHI

- DKCIUTyaTalus 1 TEXHUYECKas MOIIEpIKKa cyliecTByomei nudpactpykrypsl SOC;

- 3yuenue penieHuii, BBIMOIHEHUE CePTUPUKAIIMOHHBIX TpeOoBaHM BEHI0pOB (00yUeHue, ciaya
9K3aMECHOB).

TpeboBanus:

- Boinycknuk BY3a/acnupantypst 2019-2023rr unu CTyAEHT BBITYCKHBIX KYPCOB TEXHHUUECKUX
CHCIHAIIFHOCTEH;

- 3HaHWE ¥ TOHUMaHKUE OCHOB apXUTEKTYPHI COBPEMEHHBIX KOPIIOPATHBHBIX HHPPACTPYKTYD;

- [ToHnMaHue NpUHIMUIOB (PYHKIIMOHUPOBAHUS OCHOBHBIX TEXHOJIOIMIA o0ecriedeHus
uHpopmanmonnou 6e3onacHoctu (WAF, Sandbox, NGFW, VPN(I'OCT), IDS/IPS, DLP, AAA,
NAC, PIM, AV, PKI, PKI u np);

- Hanmume kpyrozopa B cdepe TexHonoruit odecrnedenuss HHPOpMalMmOHHONW 6€30M1acHOCTH;

- 3nanue u nonnmanue ocHoB Ub (B T.u. Cyber Kill Chain, MITRE ATT&CK, TTP) B uactu
BEKTOPOB aTaK ¥ 3alUTHI OT HUX;

- OnbIT paboTHI ¢ TOJCUCTEMAaMH ayuTa B pa3inyHbix cucreMax (OC, C3U, cereBoe
obopynoanue, npukiagaoe [10 u T.1.), yMeHne KOPPEKTHO HHTEPIIPETUPOBATH Pa3IMIHbIC
COOBITHUS U BBIIENATh HanOoJiee BaXXHYIO0 HHPOPMALIUIO;

- BHUMaTEnbHOCTB K JIeTasIM, aHATUTHUECKUI CKITa/l yMa;

- Cnoco6HOCTh 3(pPekTUBHO paboTaTh B KOMaH/E M OBICTPO 00y4aThCsl HOBBIM TEXHOJIOTHSIM;

- 3HaHUE aHTJIMHCKOTO S3bIKa HA TEXHUYECKOM YPOBHE.

byner npenmyiecTBoM:
- OmpIT paboTsl ¢ paznuuabiMu C3U, B vactHoctn ABITO, NGFW, IDS, WAF, NTA, EDR;
- OnbIT pabotel ¢ SIEM-cuctemamu, B T.4. ONBIT pean3alii pa3IndHbIX OM3HEC-KEHCOB ¢
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nmomompio SIEM-cucreMsr;

- [Tonumanue 6a3st MITRE ATT@CK, CWE;

- [lonumanue cranmapra CVSS v3.1,

- OnbIT paccnenoBanust HHIMAEHTOB Mb: mOHMMaHNe THIIOBBIX MJICHOYKOB MO PAaCcCiIeOBAaHUIO U
pearupoBaHHIO B pa3pe3e OCHOBHBIX TUIIOB UHUUIEHTOB Mb;

- [lonnmanue TeXHUK TeCTUPOBaHMs Ha MpoHUKHOBeHHE U Red Team, moBbIIeHNs IPUBUIIETHI U
3akperuieHus B Active Directory;,

- OnbIT ucnonb3oBanus nHCTpyMeHTOB Kali Linux: metasploit, nmap, sqlmap, w3af, hydra,
OpenVAS u T.1.;

- OnbIT porpammupoBanus Ha Python u omHOM u3 ckpunToBbIX s1361K0B Bash, PowerShell, Batch;
- OnbIT paboOTHI ¢ OJJHUM HHCTpyMeHTOM BupTyanusanuu: Docker, VMware, VirtualBox.

MBI npeniaraem:

- Paboty B cTabuiibHOM KOMITaHUH, OCHOBaHHOU B 1992 rony;

- JlocToiiHBIN YPOBEHb OILIATHI TPY/A;

- [TonHOCTBIO GEnyr0 3apaboTHYIO MIIATY;

- PaGoty B npy>xHOi1 KOMaH e PO ECCHOHATIOB;

- BozmoskHOCTH [Tt pa3BUTHS U IPO(PECCHOHATBHOTO 00yUeHUS;
- AMC co cromaTomnoruei



