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1. IEJIM U 3AJAYU OCBOEHMUS JUCHUITIINHBI
1.1 Heab ocBOEHUS TUCHUILIHHBI

HCJIBIO OCBOCHHA JUCHUILIIUHBI SABJIACTCA PA3BUTHUC KOMHCTGHL{I/Iﬁ B oOnactu obOecrieyeHuUs
3al0UThI U LEJIOCTHOCTU AaHHBIX B I/IH(bOpMaI_[I/IOHHBIX CHUCTEMaAX.

1.2 3agauyu ocBOeHMsI TMCHMILTHHBI (MOYJIs1)

Juctunnuna «bezonacHOCT, MHGOPMAIIMOHHBIX TEXHOJOTUI» CIIOCOOCTBYET MOATOTOBKE
CTY/ICHTOB K PELICHHIO CIETYIONUX MPOopECCHOHATBHBIX 3a1au:
1. HUccnenoBanue u aHanus yrpo3 0e30macHOCTH MHPOpPMAIMU U MPOTrpaMMHOr0 obecrie-
YEHMUSL.
2. OOecnedeHure 3alUUThl U [IEIOCTHOCTH IaHHBIX B MTH(GOPMAITMOHHBIX CUCTEMAX
3. IIpumeHeHue MporpaMMHO-AIMAPATHBIX CPEACTB 3ALUTH HH()OpMAIIH

2. MECTO JANCHUITVINHBI B CTPYKTYPE OBPA3OBATEJIbHOM
INPOI'PAMMBI

YyeOHast JTUCIUTIIINHA «bezonacHoCTh UH(pOpPMaAITMOHHBIX TEXHOJIO-
ruiinb1.B./1B.4.2BKiIt0ucHa B IIepeYeHb BAPUATUBHON YaCTH JUCHMIUIMH ((OpMHUpYeMOii ydacTHH-
KaMH 00pa30BaTEIIbHBIX OTHOIICHHIA) TI0 BEIOOPY (3ampocy CTYICHTOB), HAPABICHHBIA Ha Yriyo-
JICHUE YPOBHS OCBOCHHS KOMIIeTeHIMI. JIucuIInHa peain3yeTcsi B COOTBETCTBUU C TpeOOBaHM -
mu ®I'OC, OIT BO u VII, no nanHOMY HaIrpaBie€HUIO TTOJATOTOBKH.

Jucnunnuna 6azupyercs Ha JUCIHUILIMHAX OJOKa 3alUThl MH(pOpMAMKU ITPOrpaMMbl Oaka-
naBpuarano HampasieHuo «MH(DOpMAaMOHHBIE CUCTEMBI UM TEXHOJIOTUWY. [IpeAliecTBYIOIIHMHU
KypcaMmu, Ha KOTOPBIX HEMOCPEACTBEHHO Oazupyercs AucuuiuinHa «besomacHocts nHpopmannoH-
HBIX TEXHOJIOTHI», SBIISIOTCS:

- «OcHOBBI KpUNTOrpaPUUECKUX METOJOBY,
- «be3onacHOCTb CETEBBIX MPOTOKOJIOB.

Juctunnuna «be3omacHOCTh HHPOPMAIIMOHHBIX TEXHOJIOTHI» SBISETCS OCHOBOIIOJIAralo-

el T MPaKTUKU: TIPEAIUTLIIOMHAS.



3. KOMIOETEHIAM OBYYAIOUIETOCSI, ®OPMUAPYEMBIE B PE3VJIBTATE
OCBOEHUS JUCHATITAHBI (MOIYJIST)

JuctumnnuHa «be3ornacHocTh HHPOPMAIIMOHHBIX TeXHOJI0TUui» hopmupyer komneTeHuu [TKC-2 u
[TKC-3 coBMeCTHO ¢ TUCHUIUIMHAMY M IPAKTHKaMHU, YKa3aHHBIMU B Tabnuie 3.1

Juctummnapaas yacte koMreTeHuuu [IKC-2 «CnocobeH mpoekTupoBarh U o0ecrieynBarb QyHK-
[IMOHUPOBaHNE HHPOPMAIIMOHHBIX CHCTEM»: CIOCOOCH MMOHUMATh U MPUMEHSTH Ha MPAKTUKE METO-
b1, oOecreunBarone HHPOPMALMOHHYIO 0€301TacCHOCTh OOBEKTOB.

JuctumumHapHas 9acts komnereHmn [1IKC-3 «Cnocoben obecrieunBaTs 6€30MacHOCTh U LENOCT-
HOCTb JIaHHBIX UH()OPMAIIMOHHBIX CHCTEM»: CIIOCOOEH MIOHUMATh M IPUMEHSTh Ha IPAKTUKE METO-

IIbI, 00eCTIeunBaOIINe OE30MaCHOCTh | I[ETOCTHOCTh JAHHBIX HH(POPMAIIHOHHBIX CHCTEM.

Tabmuma 3.1 - ®opmupoBaHUE KOMITETEHITUN TUCITUTUTHHAM

HanMenoBaHue Cemectpsl, popMHUPOBaHHUS TUCIUTLIHHBI
JHMCLHIUIHH, (GOPMHPYIOLIUX Komnerenuunn 6epyrest u3 Y4eGHOrO IIaHa 10 HalpaBJICHUIO HOATOTOBKU OaKa-
b
KOMITETCHITHIO JIaBpa /CHeHaIncTa/MarucTpay
COBMECTHO 1 ‘ 2 ‘ 3 ‘ 4 ‘ 5 ‘ 6 ‘ 7 ‘ 8

TIKC-2.
Cnocoben npoexmupogams u obecneuusams QyHKYUOHUPOBaHUE UHDOPMAYUOHHBIX CUCTHEM

Qﬂekmpomexnuka U dJj1eK-
MpPOHUKA

3awuma npoepammnozo
obecneyenus

Onepauuonnbze cucnmembl

Hnuempymenmansnule cpeo-
cmea UHGOPMAYUOHHBIX CU-
cmem 3awumol ungopmayuu

bezonacnocmov cemesolix
npomoKoJ106

3awuma ungopmayuonnuvix
npoyeccos 8 KOMNbIOMEPHbIX
cucmemax u cemsx

Teopust u memooono2us un-
dopmayuonnoii bezonacuo-
cmu

besonacnocms ungopmayu-
OHHBIX MEXHONI02ULL

Ipoepammuposanue cue-
HAIbHBIX MUKDONPOUECCOPO8
dupmvl Texac Uncmpymenmce

Ipakmuka no nonyuenuio
npogheccuoHaIbHbIX YMeHUll
u onvima npogheccUoHaIbHOU
desmenbHOCU

IIpedounnomuas npakmuxa

Buvinoanenue u 3auyyuma BKP

ITIKC-3
Cnocoben obecneuusams 6€30NACHOCMb U YETOCMHOCb OAHHBIX UHDOPMAYUOHHBIX CUCEM

OcHogbl Kpunmozpaguue-
CKUX Memo008

3awuma npoepammnozo
obecneuenus

Teopemul{o-lmmoeble OCHO-
6bl KpunmoJocuu




Besonacnocms cemesvix
npontoKojloe

Sawuma ungopmayuonusix
npoyeccos 8 KOMILIOTEPHBIX
cucmemax u cemsx

Teopusi u memooono2us u-
gopmayuonnoii bezonacuo-
cmu

besonacnocmo ungopmayu-
OHHBIX MEXHON02UL

Texnuueckas 3auuma uH-
dopmayuu

HHmeJmeKmyaﬂbele cucme-
Mbl 3AUUNBL qubopMauuu

3awuma ungopmayuu 6 ce-
msix nepedauu OAHHLIX

Ochogbl nocmpoeHust mac-
wmabupyemuix cemeil nepe-
oauu OaHHbIX

Ipaxmuxa no nonyuenuio
npopeccuoOHanbHbIX yMeHU
U onvlma nPopheccuoHaIbHOU
oesmenbHoCcmu

Ilpeoounnomnas npakmuxa

Buinonnenue u 3auyuma BKP




Tabmuua 3.2- IlepeueHs MIaHUPYEMBIX PE3yIbTATOB O0YUEHUS 110 AUCHUILTHHE, COOTHECEHHBIX C IJITAHUPYEMBIMHU pE3yJIbTaTaMU OCBOCHHUS

Koa v HamMeHOBaHUE KOM-

Kox 1 HauMeHOBaHHE HH

OueHoyHbIe cpeCcTBa

- AUKATOPA JOCTHIKEHHUSI ILnanupyemble pe3yabTaThbl 00y4eHHUs 110 JMCHHUILIHHE Texymero IIpomexyTO4HOI
KOMIECTCHIUH KOHTPOJIsSA aTTeCTAlMHA
[IKC-2. Cnocoben npoek- | UTIKC-2.2 O6Gecneun- | 3nams: Ymeme: Bnaoemos: Bemonnenne  ckBo3- | HaGop 9sk3aMeHaru-
THPOBaTh U 00ECIeYnBaTh | BaeT (YHKUHOHMPOBA- | — IIPUHIUIE IIOUC- — aHaJIM3HPOBATH — CpPEACTBAMHU I10- HOT0 MHINUBHIYANBLHO- | OHHBIX OHJIETOB
(YHKUMOHMPOBaHUE  HH- | HUE HHPOPMALMOHHBIX Ka U CpaBHEHHS CylecTRyONHE N p— ;Z 3amanus — pedepa-
(hOpMAIIOHHBIX CHCTEM CUCTEM cpesicTB obectie- petenns pelueHuil B uH- (xeiic 3 10 sazanii)
YCHUSA I/IH(I)OpMa- — OCYLIECCTBIIATH (I)OpMaLII/IOHHBIX

LIMOHHOM 0€e3-

KOPPEKTHOE CpaB-

CETAX U JINTEPA-

OIIaCHOCTHU HEHUE CUCTEM TYPHBIX UCTOYHU-

TEXHOJIOTHH T10- obecrieuenus 6e3- Kax

HCKA Y aHaJin3a OIMACHOCTH JaHHBIX

peleHui
IMIKC-3. Cmocoben obec- | UTIKC-3.2 O6Gecneyun- Ymemo: Bnaoemos: Bomonnenne  ckBo3- | Habop 3x3ameHaru-
MeYnBaTh OE30MACHOCTh W | BaeT 3allUTy W IIe- — aHaJIU3UpPOBaTh — CpeacTBaMu I10- HOTO MHIMBHAYaNbHO- | QHHBIX OHJIETOB
LIEJIOCTHOCTh JAaHHBIX HH- | JIOCTHOCTh JAHHBIX B CyIeCTByOmIHE S —. ;Z 3amanusi — pedepa-
(hopMaIMOHHBIX CHCTEM Z;I((};(;I;/[D;iHI/IOHHLIX petmerHs pemenmii B WH- (keic 113 10 saaruri)

— OCYILECTBIIATH (hopMaIoOHHBIX

KOPPEKTHOE CPaB-
HEHHE CHCTEM
obecnieuenus 0e3-
OITIACHOCTHU JAaHHBIX

CCTAX U JIUTCpa-
TYPHBIX UCTOYHU-
Kax

OcBoeHue AuCHUIUIMHBI pryacTHO K T® B/03.6, B/01.6 (I1C 06.032 «Creranuct mo 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM M CETEH»), perraeTt
3a/1a9y MCCIIe0BaHUS TIPUHIIMIIOB aHAIHM3a yrpo3 0e30MacHOCTH WH(GOPMAIY U MMPUMEHEHHS TTPOTPaMMHO-aIaPAaTHBIX CPEJCTB 3aIIUThI HHPOP-
MaIlHH.



4. CTPYKTYPA U COJAEP KAHUE NUCHUIIJIMHBI
4.1 PacnpenesieHue TPYA0EMKOCTH JUCHUIJIMHBI 10 BUIaM padoTIo ceMecTpam

OO6mmas Tpy10éMKOCTh JUCIUIUIMHBI cocTaBisieT 53au.en. 180 wacoB, pacnpenesieHne 9acoB 1Mo BUAAM pa-
00T ceMecTpaM IpeIcTaBiIeHo B Tabnuie 4.1.

Tabnuua 4.1 - Pactpenenenue TpyA0EMKOCTH TUCHUILIMHBI 110 BUaM paboT 110 ceMecTpam s CTy-
JIEHTOB OYHOT'O O0y4YEHUS

TpyaoéMKocTh B 4ac

Bua yueoHo# pa6oThl Bceero B 1.4. no cemecTtpam
yac. 7 cem
®opmMaT U3yYeHHSs THCHHILUTHHBI C MCIOJIb30BAHUEM 3JIEMEHTOB JIEKTPOHHOTO
00yueHUs
OO0mas Tpy10éMKOCTh JUCIMIUIMHBI 10 yICOHOMY IIJIaHy 180 180
1. KonrakTHas padora: 74 74
1.1 AynutopHasi pa6oTa, B TOM YHCJI€: 68 68
3aHATH JIeKIIMOHHOTo THMa (JI) 34 34
3aHATHs ceMuHapckoro Tumna (I13-ceMuHapsl, mpakT. 3aHATHUS U Ap) 34 34
naboparopHsie padotsl (JIP)
1.2 BHeayauTopHas, B TOM YHCJIe 6 6
KypcoBast padota (npoekt) (KP/KIT) (koHCynbTaIMSI, 3a111Ta)
TEKYUIUI KOHTPOJIb, KOHCYJIFTALlUU 110 AUCLUIIIUHE 4 4
KOHTaKTHas paboTa Ha npoMexxyTouHoM KoHTpoie (KPA) 2 2
2. CamocrosteabHas padora (CPC) 61 61
pedepat/acce (MOATOTOBKA)
pacuértHo-rpaduueckas padora (PI'P) (moaroroska)
KOHTpOJIbHasl paboTa
kypcoBast pabora/mpoekT (KP/KII) (moaroroska)
CaMOCTOSITEIbHOE U3YyUEHHUE Pa3/IesioB, CAMOMOATOTOBKA (MIpopaboTKa U 61 61
MOBTOPEHUE JIEKI[HOHHOTO MaTepuaja u MaTepHuaia y4eOHUKOB U Y4eOHBIX
MOCOOMH, MOArOTOBKA K JIAOOPATOPHBIM U MPAKTHYECKUM 3aHATHSIM, KOJI-
JIOKBHYM H T.1.)
ITonroToBKa K 3k3aMeHY(KOHTPOJIB) 45 45




4.2Conep:kanue TUCHUIIMHBI, CTPYKTYPHMPOBAaHHOE 10 TeMaM

Tabnuna 4.1-Conepxanue TUCHUIUIMHBIL, CTPYKTYPUPOBAHHOE IO TEMaM JJIsl CTYZACHTOB OYHOTO 00y4YeHUS

Buapl yueoHoii padoThl (ac)

IInanupyemsble (KOHTpO- KonTakTHas pa6oTa = s HaumeHnoBanue Peanuzanus B Haumenopauue pas-
JIIpyeMble) pe3yabTaThl g HCI0JIb3YeMBbIX paMKax l:[paK— paGoTammore Dnex-
ocBoenusi:koa YK; HaumenoBanmue pa3jienos, . - g5 58 | Bz CPC AKTHUBHBIX U THYECKOH Mmoa- TDOHHOI0 KVDea
OIIK; IIK u unaukaro- TeM = g é g E E 3 HHTEPAKTHBHBIX TOTOBKH P P
PbI JOCTHIREHHST KOMIIe- E B E_‘% B § g 3 £=Z o0pa3zoBaTeb- (TPy10eMKOCTh (Tpynoemxocts B
. 25 |oaF EE Z |e5 . qacax)
TeH M ST§eT] £ 8 HBIX TEXHOJIOrHii B 4Yacax)
= E é- s [GR-7
Paznen 1. Beenenne

IIKC-2 - UIIKC-2.2 Tema 1.1 Uctopus passu- | 2 2 | IlogroroBka K JIEKIUSIM
IIKC-3 - UTIKC-3.2 THS [6.1.1,6.1.2,6.1.3]

Tema 1.2 Texymuit ypo- 2 2 | IlogrotoBka K JIEKIUSAM

BEHb DPA3BUTUSA WU TCHACH- [6.1.1,6.1.2,6.1.3]

005041

Hroro no 1 pazgeny 4 4

Pa3gen 2. 3akoHoaaTebHbIC M OPraHN3AIMOHHbIE ACHEKThI

IIKC-2 - UTIKC-2.2 Tema 2.1 3akoHOZaTEb- 2 1 2 IlogroToBKka K HEKIHUSIM
[KC-3 - MIIKC-3.2 HbIE aKThl PO [6.1.1,6.1.2,6.1.3]

Tema 2.2 CsoiicTBa HH- 2 2 [onxroroBka k neknusMm | Pazbop KOH-

¢dopmanronHoii  6e3omac- [6.1.1,6.1.2,6.1.3] KpETHBIX CHTYya-

HOCTHU LU

Tema 2.3 Kanans! yreuek u 2 6 8 [onxroroBka k neknusm | Pazbop KOH- 6

CIOCOOBI IPOTHUBOICHCTBUS [6.1.1, 6.1.2, 6.1.3], noa- | KPETHBIX CHTya-

TOTOBKA K IPAKTHUKE UH
HToro no 2 pazneny 6 6 1 12
Pazgen 3. 3amura nHGOpManMOHHBIX ceTel

IIKC-2 - UTIKC-2.2 Tema 3.1Tumel atak u 2 1 2 TToaroroBka K JEKIMSAM
IKC-3 - UTIKC-3.2 NPHUHIMOBI WX OpraHu3a- [6.1.1,6.1.2,6.1.3]

005041

Tema 3.2.Ya3BUMOCTH CO- 2 16 11 | IToaroroBka K JHEKIUSAM 16

BPEMEHHBIX CETEH M MpPO- [6.1.1, 6.1.2, 6.1.3], nox-

TOKOJIOB TOTOBKA K MPAKTHUKE

Tema 3.3.CpenctBa obec- 2 2 IloaroToBka K HEKIHSIM

[eYEeHus 0e30macHoOCTH [6.1.1,6.1.2,6.1.3]

nepeaayn JaHHbBIX




Buabl yue6Hoi paboThl (4ac)

I:1anupyembie (KOHTpO- KonrakTnas pa6ora = s HaumeHoBaHue Peanusauus B HammvenoBane pas-
JMpyeMble) pe3yJibTaThl z £ HCIOJIB3YeMbIX pamKax Elpax- PABOTAHHOTO DeK-
ocBoeHusi:xon YK; HaumeHnoBanue pasneios, . - g5 58 | Bux CPC AKTHBHBIX H TH4YeCKOH 1oj- TDOHHOI0 KVDea
OIIK; IIK u uaaukaro- TeM = & é g E EE3 A HHTEPAKTHBHBIX TOTOBKH P yp
Pbl JOCTHKEHHS KOMIIe- E B E_‘g 3 E o 6 é = o0pasoBaTeb- (TPYA0EMKOCTh (tpynoemxocts B
. 25 |&arF E < 3£ . yacax)
TEHINHN = ~ \g g_; ~ E ; E lg HBIX TEXHOJIOI'MHN B llacax)
= E é- g O &

Tema 3.4.IlocTpoenne 3a- | 2 2

IIUIIEHHBIX CeTel

Hroro no 3 pasneny 8 16 1 17

Pa3nen 4. OcHOBBI KOMIIIOTEPHOI BUPYCOJIOTHH

IKC-2 - UTIKC-2.2 Tema 4.1. 2 1 2 | logrotoBka x nekmusMm | Pa3bop KOH-
IKC-3 - NUIIKC-3.2 Tumel BpeJOHOCHOTO TIPO- [6.1.1,6.1.2,6.1.3] KpPETHBIX CHUTYya-

TPaMMHOT'O 00ECIICYCHUS 0707

Tema 4.2. 2 6 8 | IlomroroBka K JneKUMAM 6

®dailioBble U 3arpy304HbIE [6.1.1, 6.1.2, 6.1.3], nox-

BUPYCHI TOTOBKA K MPAKTUKE

Tema 4.3. 2 2 | IToaroToBka K JICKIUSM

PyTKUTBI ¥ WHCTPYMEHTEHI [6.1.1,6.1.2,6.1.3]

COKPBITHUS

Tema 4.4. 2 2 | IloaroToBka K JICKIUSIM

AHTUBUPYCHBIE CPE/ICTBA U [6.1.1,6.1.2,6.1.3]

HHCTPYMEHTHI

Hroro mo 4 pa3uery 8 6 1 14

Pa3gen S. OcHoBbI Kpunrorpaguu

IIKC-2 - UTIKC-2.2 Tema 5.1. 2 1 2 IToarotoBka k neknusm | Paz6op KOH-
IKC-3 - UIIKC-3.2 [IpUHIUIBI COBPEMEHHOTO [6.1.1,6.1.2,6.1.3] KPETHBIX CHTYya-

npPOBaHUS TaHHBIX 97071

Tema 5.2. 2 2 | TlogroToBka K JIGKIHSIM

AcummerpuyHOoe HIHQpO- [6.1.1,6.1.2,6.1.3]

BaHUE

Tema 5.3. 2 2 | TlogroToBka K JICKIHSIM

Kpurepun oueHku anro- [6.1.1,6.1.2,6.1.3]

PUTMOB MIU(PPOBAHHUS

Tema 5.4. 2 6 8 IloaroToBKka K HEKIHSIM 6

Cpencra M MHCTPYMEHTEHI [6.1.1, 6.1.2, 6.1.3], nox-

pacmupoBKU TaHHBIX TOTOBKA K ITPAKTHUKE

Hroro no 5 pazaeny 8 6 1 14

10




Buabl yue6Hoi paboThl (4ac)
Ilnanupyembie (KOHTPO- HaumeHoBanue Peanuszauus B
py ( p KonrakTHas pa6ora - 1 Hanvenosamue pas-
JIMpyeMble) pe3yabTaThl z e HCII0JIB3YeMBbIX pamkax Ilpak-
2 = . padoTaHHOro0 JJleK-
ocBoenusi:koa YK; HaumenoBanmue pazjienos, — g5 =9 AKTUBHBIX U THYECKOH Mmoj-
& 3 g3 g o Bun CPC TPOHHOI'0 Kypca
OIIK; [IK 1 uaguKkarTo- TeM = S £ S F = = MHTEPAKTHBHBIX TrOTOBKH
SolE8o 22 o |ESE (Tpy10eMKoCTb B
Pbl JOCTHKEHHS KOMIIe- g8 |8 £3 EZ C (887 o0pasoBaTeb- (TPYA0EMKOCTh uacax)
o - o
TeHuii A \§ o g E g = €8 HBIX TeXHOJIOTHii B 4Yacax)
o -] ® *
= E é- g O =
IlogroToBka Kk  dK3aMe- 2 45
HY(KOHTPOJIB)
Hroro 3a cemecTp 34 34 6 61 34
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5. TEKYIIUA KOHTPOJIb YCIIEBAEMOCTH n INPOMEXYTOYHASA
ATTECTALNMUA ITO U'TOI'AM OCBOEHUSA JUCHUIIVIMHBI.

5.1 TunoBble KOHTPOJIbHbIEC 3aJaHUS WJIM HHbIE MATepPHAJibl, HeOOXOAUMbIE VISl OLEHKH
3HAHUI, YMEHMH U HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH
J171s1 BBITIOJTHEHMS TPOLIEAYP OLIEHUBAHUS COCTABJIEH MACIOPT OLEHOYHBIX CPEJICTB.

[Tepeuenp BOpocoOB, BHIHOCHMBIX Ha IIPOMEKYTOYHYIO aTTECTALUIO (9K3aMEH)

1) OnpeneneHne, OCHOBHBIC IOHSATHS M 00I1Iee coliepkanue mpodieMbl HHGOPMALMOHHON
0e30MacHOCTH.

2) HopmaTiBHBIC JOKYMEHTHI 1O 3aIUTE HHPOPMAIIUU

3) Yrpo3sl HHPOPMALIHOHHOM OE301MaCHOCTH

4) Vs3BumocTH nHGOPMAIIMOHHON 0€30MacHOCTH

5) MeTobl 3amuThl HHPOPMALIUK OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA.

6) Metobl MIESHTU(DUKALNY U ayTCHTH(PHUKAIIH.

7) OcHOBBI KpUNITOrpaGUIECKUX METO0B 3aLIUTHI HHPOPMALIUH.

HJ'ISI BBITIOJIHCHUA IPOUCAYP OLUCHUBAHUS COCTABJICH ITACIIOPT OLUCHOYHBIX CPCACTB.

KommiekT OneHOYHBIX cpelncTB sBisieTcss HeoTbemieMmoll yacteio @OC u xpaHuTcs Ha Kadenape
«H(popMaTHKa U CHCTEMBI YIIPABICHUS.

5.2 Onucanme mnokasarejeiddl W KpHUTepHeB KOHTPOJISI YCIeBAeMOCTH, ONMCAHHWE IIKAJ
OLICHUBAHUS

HJ'ISI OLICHKHA 3H8.HI/II71, YMGHHﬁ, HAaBBIKOB U (1)OpMI/IpOBaHI/ISI KOMIICTCHIUHA 110 JUCHUIIIIMHC ITPUMCH 1~
CTCA TpaAuIMOHHAA CUCTEMA KOHTPOJIA U OUCHKH YCIICBACMOCTHU CTYJICHTOB.

HpI/I MPOMCIKYTOUYHOM KOHTPOJIC YCIICBACMOCTb CTYACHTOBOLICHUBACTCA IIO IICTBI}T)GX621.]'[.]'II>HOI‘/'I CHu-
CTEMC OTIUYHO», «XOPOIIO», KYAOBJIICTBOPUTCIIBHO», «HCYAOBJICTBOPUTCIILHO).
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Ta6muma 5.3-Kpurepun orieHuBanus pe3yinbTaTa OOY4EeHHS 0 JUCIUTIINHE | IIIKaTa OIEHUBAHUS

Koa u HauMeHOBaHHE KOMIIETEHIIMU

Kpurtepuu oneHnBaHus pe3yJbTaToB 00y4eHHsI

Ko v HamMeHOBaHUE UHIH
KaTopa 10CTHKeHUsI KOMIIEQ
TEHIHHU

OmneHka
«HEyA0BJIETBOPHTEILHO»
/ «He 3a4TeHO
0-59%

OT max pedTUHIOBO’
OLIGHKU KOHTPOJISL

OreHka
«Y/1OBJIETBOPUTEJIBHOY» / «3a-
YTEHO»

60-74%

OT max PeUTUHTOBON OLIEHKU
KOHTPOJISI

Ouenka
«xopomo» /
«3a4TCHO»
75-89%
0T max peHTUHTIOBOMI
OLICHKH KOHTPOJIS

OrneHka
«OTJHYHOY /
«3aUTCHO»
90-100%
0T max peiTUHroBoi
OIICHKH KOHTPOJIS

INKC-2. CnocobeH MpOeKTHPOBAThH
n obecrieunBarh (GyHKIMOHUPOBaA-
HHE UH(HOPMALMOHHBIX CUCTEM

UIIKC-2.1 Ilpoextupyet
nH}opMalMOHHbIE  CH-
CTEMBI

W3noxxenne yueOHOTO MaTe-

puaia 6CCCI/ICTCMHOG, HC-
IIOJIHOC, HE OCBOEHBI0a30-

BbIC IPUHIHWIIBL 0e30macHo-

CTH ¥ IEIOCTHOCTH HHPOP-
MalliH;

HE BO BCEX CIy4asx mpa-
BUJILHO ONIEPUPYET OCHOB-
HBIMH HOHSTUSIMH UHDOP-
MaI[MOHHOI 0€30IaCHOCTH,

HC OTBCYACT Ha 3aJaBacMBbIC

BOTIPOCHI

®dparMeHTapHble, HOBEPX-
HOCTHBIE 3HaHUS 0a30BbIX
MIPUHIUIEI 0€30MaCHOCTH U
LIETOCTHOCTH HH(OPMAIIHH,
HE BO BCEX CIydasX HAXOAUT
MIPaBUJILHBIC OTBETHI Ha 3a-
JlaBaeMbIe BOIIPOCEHI

3Haer MaTtepuail Ha 10-

CTaTO4HO XOpoIleM
YpOBHE;  TPEICTaBISET
OCHOBHBIC  KOHIICTIITUHI

0€e30IIaCHOCTH U LIEIOCT-
HOCTH UH(DOPMALUH;
MOJTBEPKIAET TEOPETH-
YeCKHE 3HAHUA OTIENb-
HBIMH  TPAKTHYCCKUMHU
MpUMEPaMU 10  3aIlUTE
MAHHBIX B WHGpOpMAIH-
OHHBIX CUCTEMAX,

JlaeT OTBETHLI Ha 3ajaBa-
€MBIC BOIIPOCHI

Nmeet riayOoKHe 3HAHUS
BCEro Marepuana 0Oes3-
OMACHOCTH M IEJIOCTHO-
CTH HHPOPMALINH;

JlaeT pa3BepHyThIe OTBe-
Thl Ha 3aJaBacMble BO-
MPOCHI;

UMeeT  COOCTBEHHBIC
CYXICHUA O PpCIICHUU
TEOPETHYECKHUX U TPaK-
THYECKHMX BOMPOCOB MO
3amuTe nHGopmManuu

TIKC-3. CnocobeH o6ecrneynBaTh
0€30IIaCHOCTh U LIEJIOCTHOCTD JaH-
HBIX UH()OPMAIUOHHBIX CUCTEM

UIIKC-3.2 Obecneuyusa-
€T 3alluTy U UEJIOoCT-
HOCTh JIAaHHBIX B HH(DOP-
MAIMOHHBIX CUCTEMAX

Nznoxxenne yueOHOTO MaTe-

puaia 6€CCI/ICTGMHOC, HC-
IIOJIHOE, HE OCBOCHBIOA30-

BbIC IPUHIHWIIBL 0e301acHo-

CTH ¥ IEJIOCTHOCTH HHPOP-
Maluu;

HE BO BCEX CIydasx mpa-
BUJIBHO OTIEPHUPYET OCHOB-
HBIMU TOHATHAMHU HHDOP-
MaI[MOHHOI 0€30IaCHOCTH,

HC OTBCYACT Ha 3a/1aBaCMbIC

BOTIPOCHI

®parmeHTapHbIE, IOBEPX-
HOCTHBIE 3HaHUS 0a30BBIX
TIPUHIMIBI 0€30MIaCHOCTH U
LIETIOCTHOCTH HH(OPMALIHH;
HE BO BCEX CITydasiX HaAXOJQUT
IIPABUIIbHBIE OTBETHI HA 3a-
JlaBaeMbIe BOIIPOCHI

3HaeT marepual Ha JO-

CTaTO4YHO XopouemM
YPOBHE; MNpeaACTaBJIACT
OCHOBHBIC KOHICIIIUHN

0€30I1aCHOCTH M IIEJIOCT-
HOCTH HH(OPMAIIHH,;
MOJITBEPKIIACT TEOPETHU-
YeCKHEe 3HAHUA OTHENb-
HBIMH  TPaKTHYECKUMU
npuMepaMyd MO 3aIluTe
JIaHHBIX B HH(OpMAIH-
OHHBIX CHUCTEMAX,

JaeT OTBETHI Ha 3ajaBa-
€MbI€ BOIIPOCHI

Nmeer ryOokue 3HaHUS
Bcero Marepuana 0e3-
OITACHOCTH M IEJIOCTHO-
CTH HHPOPMALINH;

JacT pa3BepHYTHIE OTBE-
TBl Ha 3aJaBaeMble BO-
TIPOCHI;

HMeeT COOCTBEHHEBIE
CYXJEHUSI O peIleHuU
TEOPETUYECKUX U TpaK-
TUYECKUX BOIPOCOB TIO
3anuTe HH(pOopMaIu

13




Tabnuua 5.5 - Kputepuu ornieHnBanus

Ouenka Kputepuu oueHuBaHus
Bricokuuil ypoBeHb | OLIEHKY «OTJIMYHO» 3aCly’)KMBaeT CTYACHT, OCBOMBIIMNA 3HAHUS, YMEHHS, KOMIIETCH-
«5» MU W TEOPETHYCCKUIA MaTepuas 0e3 MpoOesioB; BBHIMOJHUBIINI BCE 3aaHUs, IPEIY-
(oTIMaHO) CMOTPCHHBIC YUEOHBIM IUTAHOM Ha BBICOKOM KAadeCTBEHHOM YPOBHE; MPAaKTHIECKHE

HaBBIKH PO(ECCHOHANTBHOTO MPUMEHEHHS OCBOSHHBIX 3HaHUH chopMUpPOBaHBI.
OILIEHKY «XOPOILI0» 3aCITyXHBACT CTYICHT, MPAKTHUECKN OJHOCTHIO OCBOMBINUH 3HA-
HUS, yMEHHS, KOMIETCHINN ¥ TEOPETHUECKUI MaTepual, yaeOHbIC 3a1aHNs HE OICHE-
HBI MAaKCUMaJIbHBIM YHCJIOM OaJIoB, B OCHOBHOM C(hOPMHPOBAI MPAKTHYECKHE HABbI-
KH.
IToporoBelif ypoBEHb | OIEHKY «yAOBJeTBOPUTEIbHO» 3aCIyKUBACT CTYAEHT, YACTHYHO C IpoOeIaMu 0CBO-
«3» (yIOBIETBOPH- | MBIIMH 3HAHMSA, yMEHHS, KOMICTEHINN ¥ TEOPETUUECKUI MaTepHal, MHOTHE yIeOHbIC
TEJBHO) 3a7aHusl MO0 HE BBIMIOJHWI, JIMOO OHM OIIEHEHBI YHCJIOM OAJUIOB OJM3KHUM K MUHH-
MaJIbHOMY, HEKOTOPbIE PAaKTHYECKHE HABBIKH HE COOPMHUPOBAHBI.

CpemHmii ypoBeHB «4»
(xopom10)

y OIICHKY «HEY/OBJIETBOPHTEILHO» 3aCTy)KHBAET CTY/ICHT, HE OCBOMBIIMI 3HAHMUS, yMe-
MHHHMATBHBI ypo- | O o «HEVA P y YICHT, , YM

BEHb «2» (HeyoBIIe-
TBOPHTEJILHO) MPaKTHYECKHE HAaBBIKU HE C(DOPMHUPOBAHEI.

HHUs, KOMIICTCHIIMH H TeOpCTI/I‘-IeCKI/Iﬁ Mmarepual, y‘Ie6HbIe 3aJaHusAd HEC BBIIIOJHUII,

6. YYEBHO-METOJNYECKOE OBECIIEYEHHUE JUCHUITIJIMHbBI

6.1 YueOnas iureparypa

6.1.1. KpakoBckwuii, FO. M. Metoas! 3amuthel nHGOpMaIK : yaeOHOe mocobue s By30B / 0. M.
KpakoBckuii. — 3-e uzn., nepepad. — Cankr-IletepOypr : Jlanb, 2021. — 236 c. — ISBN 978-5-8114-
5632-1. — Tekcr : osnexkTtponHblid // Jlanb : 3nekrpoHHO-OMOMMoTeuHast cucrema. — URL:
https://e.lanbook.com/book/156401. — Pesxxum gocTyma: st aBTOPU3. OJIb30BATEIICH.

6.1.2. Tym6unckas, M. B. 3amura nHpopmManuu Ha npeanpuarud : yaeoHoe nocodue / M. B. Tywm-
ounckas, M. B. IlerpoBckuii. — Cankr-IletepOypr : Jlans, 2020. — 184 c¢. — ISBN 978-5-8114-4291-1.
— Tekcr : omextpoHHsli //  Jlamp : anekTpoHHO-OMOmmorewynas cuctema. —  URL:
https://e.lanbook.com/book/130184. — Pexum mocTymna: iss aBTOPHU3. OJIb30BATEICH

6.2 CnpaBouHo-0u0Horpadguueckas Jureparypa
—  YueOHUKU u yuebHvle nocooust

6.1.3. IIpoxopora, O. B. Uupopmanmonnas 6€30MacHOCTh U 3amuTa HHpopMaIiu : ydeOHUK s
cno / O. B. IIpoxopoBa. — 3-e uzn., crep. — Cankr-IlerepOypr : Jlanb, 2022. — 124 ¢. — ISBN 978-5-
8114-8924-4. — Tekcr : anmekTpoHHBIH // JlaHb : 3JeKTpoHHO-OMONMOTeuHas cucrema. — URL:
https://e.lanbook.com/book/185333. — Pesxxim gocTyma: 1jist aBTOpHU3. MOJIb30BaTEINEH.

6.3MeToaAnYeCcKHe YKA3aHNUSI, pEKOMEHIALMH U IPyrue MaTepuaJibl K 3aHATUIM
DJEeKTPOHHBIE BAPHAHTHI METOJMYECKUXYKA3aHUI 1O BBIMOJHEHUIO MPAKTUIECKUX PadOT O JHC-
umnHe «be3zonacHocTh MHPOPMAITMOHHBIX TEXHOJIOTUH»OTIIPABIIAIOTCS HA AJIEKTPOHHBIE ajipeca rpyml.
6.3.1. be3omacHOCTh MH(DOPMAMOHHBIX TEXHOJIOTHIA [DJIEKTPOHHBIC TEKCTOBBIC NaHHBIC]|: METO.
yKa3aHMs K Ipak. padore no aucuuiuinHe «bezonacHoCTh HH(OPMAIIMOHHBIX TEXHOJIOTHI» IS CTYACHTOB
HarpasieHus: nmoarotoBku OakamaBpa 09.03.02 «MHpOpMalMOHHBIE CUCTEMBI M TEXHOJIOTHW» JTHEBHOU
dopmer o6yuenust / HI'TY; Cocr.: 1. A JIsxmanos.H.Hosropon, 2021.

7. THOOPMALIMNOHHOE OBECIIEYEHUE JUCHUIIJINHBI
VY4eOHbIil mpolecc Mo JUCHUILINHE 0becriedeH He0OXO0IMMbIM KOMILJIEKTOM CBOOOJIHO paclpoCTpaHsieMo-
ro MPOrpaMMHOTO obecreueHus (COCTaB Mo AUCHHUILIINHE onpeneneH B Hactosmei PIIJ] u momiexxut o6-

HOBJICHHUIO ITPH HEOOXOIUMOCTH).

7.1 IlepeyeHb MHGOPMALMOHHBIX CIIPABOYHBIX CHCTEM
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Tabmuua 7.1 -IlepeueHb 37EKTPOHHBIX OMOIMOTEUHBIX CHCTEM

Ne HaumenoBanue 9B5C CcbLika k 9BC
Jlanb https://e.lanbook.com/
2 FOpaiit https://biblio-online.ru/

7.2 IlepeyeHb CBOOOJIHO PACIIPOCTPAHSIEMOT0 IPOrPAMMHOI0 00ecneYeHus

Tabmuma 7.2 — [IporpammHoe oOecriedeHue, UCIoIb3yeMoe CTYICHTaMH OYHOTO O0Y4YCHHS

IIporpammHoe obecnevenne,
HCI0JIb3yeMoe B
YHUBEPCHUTETE HA

JOTOBOPHOM OCHOBE

- Adobe Acrobat Reader (https://acrobat.adobe.com/ru/ru/acrobat/pdf-reader.html)

Linux (https://www.linux.com/)

OpenOffice (FreeWare) https://www.openoffice.org/ru/

JDK 8 u srimre (https://adoptopenjdk.net/)

DpeiimBopk Java Spring 5

(https://spring.io/projects/spring-framework)

Eclipse (https://www.eclipse.org/)

Intellij Idea (https://www.jetbrains.com/ru-ru/idea/)

git (https://git-scm.com/), github (https://github.com/)

Maven (https://maven.apache.org/), Gradle (https://gradle.org/)

Penakrop 6mok-cxem (https://app.diagrams.net/)

IIporpaMmmHoOe oGecnieueHrne CBOOOTHOI0 PacpPOCTPAHEHUS

7.3 TIlepeyeHb CcOBpeMeHHBIX NPO(PecCHOHAIBHBIX 0a3 JaHHBIX W HHGPOPMAIMOHHBIX
CIIPABOYHBIX CHCTEM

B tabnuue7.4ykazan nepedeHb mpodecCHOHAbHBIX 0a3 JTaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX
CHUCTEM, K KOTOPBIM o0ecrieueH A0CTyI (yIalleHHbIH 1ocTyn). JlaHHbBIN TepedeHb MOAJICHKUT OOHOBICHHUIO B
cootBeTcTBUM ¢ TpeboBaHusiMu OI'OC BO.

B nmanHOM pasnene MOryT OBITH NMPHUBEACHBI PECYpChl (CCHUIKM Ha CAlThI), HA KOTOPBIX MOYKHO
HaAWTH MOJE3HYI0 A Kypca HH(pOopMalnio, B T.4. CTATUCTUYECKHE W CIIPABOYHbBIC JaHHbIE, yUEOHbIE Ma-
Tepuabl, OHJIIAWH KypChI U T.[I.

Tabnuua 7.4— IlepeueHb cOBpeMEHHbBIX TPOPECCHOHATBHBIX 0a3 TaHHBIX U MH()OPMAIIMOHHBIX
CIPAaBOYHBIX CUCTEM

No HaunmeHnoBaHnue npogeccHOHAILHON 0a3bl JaAHHBIX, Hoctyn k pecypcey (yaajJeHHBbIH 0CTY ¢ yKa3aHUeM
- an)opMalmomlo-cnpaBmmoﬁ CUCTEMBbI CC])I.]'IKI/I/I[OCTYH M3 JOKAJbHOM ceTH yHnBepcheTa)
1 2 3
1 baza maunbix crangaptos u pernameatoB POCCTAH- https://www.rst.gov.ru/portal/gost/home/standarts
JIAPT
2 [epeuens npodeccrnonanbHBIX 0a3 TaHHBIX U HHPOP- https://cyberpedia.su/21x47c0.html
MAIlMOHHBIX CIIPABOYHBIX CUCTEM
3 Karaor naTTepHOB MPOESKTHPOBAHHS https://refactoring.guru/ru/design-patterns/catalog

8. OBPA30OBATEJIBHBIE PECYPCBHI JIUJIs1 UTHBAJIN/10B U JINL C OB3

B Tabmuie8.1ykazan nepedeHb 00pa30BaTEIbHBIX PECYPCOB, HMEIOMUX (OPMBI, aIallTHPOBAHHBIC
K OTPaHUYCHHSM UX 370POBbS, & TAK)KE CBEICHHS O HATUYMH CICIHATBHBIX TEXHHUYECKUX CPEIICTB 00yUe-
HUSI KOJUIEKTHBHOTO ¥ MHJIMBHIyaJIbHOTO MOJIb30BaHUs. [Ipy 3anoHEeHHH TaOIHIIbI MOXKET OBITh MUCIIOJb-
30BaHa MH(OpMaIHs, pa3MelieHHas B mojpasjene «/locTymHas cpela» CHeNHaln3upOBaHHOTO pasJielia
caiita HI'TY «Cenenus 06 oOpazoBarensHol opranu3anum»https://www.nntu.ru/sveden/accenv/
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Tabmuma 8.1 - ObOpa3zoBaTenbHBIC PECYPCHI 711 MHBATUIO0B U Jinil ¢ OB3

Ne Ilepeuens 00pa3oBaTe/bLHBIX pecypcoB, NpU- CaeleHUS] 0 HAJIUYMHU CTIENUATBHBIX TEXHUYECKHX CPe/ICTB
CIOCOOJIEHHBIX /15 MCMO0JIH30BAHMS HHBAIUAA- | 00y4eHHs KOJJIEKTHBHOIO H MHAMBHUIYAJLHOIO M0JIb30Ba-
mu 1 gunamu ¢ OB3 HUSA
1 OBbC «KoHCyNnbTaHT CTYIEHTa» 03BYYKa KHUT M YBEIUYCHUE MIPUPTA
5 OBC «JIaup» CHeNHATbHOC MOOMIIEHOE MPUIIOKEHUE - CHHTE3aTOP PEUH,
KOTOPBI BOCIIPOU3BOJUT TEKCTHI KHUT U MEHIO HAaBUTAIIUU
3 9BC «Opaiit» Bepcus s CabOBUIAIINX

9. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE, HEOBXO/IUMOE JJIs
OCYHIECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOLHECCA ITO JUCHUIIJIMHE
Jisl KOHTaKTHOM U CaMOCTOSATEIILHOM paboThl 00YJatOLINXCsl BBIICIICHBI TOMEIICHHUSI, OCHAIIEHHBIC
KOMITBIOTEPHOM TEXHUKOM C MOAKIIOYEHUEM K ceTH "MHTepHeT" 1 0OecrieueHreM J0CTyIa B AJICKTPOHHY O
UH(POPMALIMOHHO-00pa30BaTENbHYIO CPEly OpraHU3aIUu:
—  3aJI AJIEKTPOHHO-UH(OPMAITMOHHBIX pecypcoB (aym. 2210 — 11 xommnerotepos, aya. 6119 — 9
KOMITHIOTEPOB);
—  YUTAJIBHBINA 3aJ1 OTKPHITOrO J0CTYyMa (ayn. 6162 — 2 koMIbloTepa);
— ayn. 2303, 2202, o6opynoBantbie Wi-Fi.

[lepeuens MaTepHaTbHO-TEXHUUECKOTO 0OecTeyeH s, HEOOXOUMOr0 ISl pean3aliuy MporpaMMbl
OakanaBpuaTa M MPOBEACHUS NMPAKTUYCCKUX3AHATHH JIJIsl CTYJICHTOB OYHOTO OOY4YEHHs, BKIIOYAeT B ceOs
KOMIIBIOTEPHBIE KIACChI

1. Ayo. 4403 kagpeopor «Hnugpopmamuxa u cucmemul ynpasienusn» - navopamopus Ilpozpam-

muposanus ACOu 'y
KoMIeroTepsl, OCHAIIEHHBIE HEOOXOAMMBIM OO0OPYIOBAHHEM, TEXHHUYCCKHMMH M JJICKTPOHHBIMU
cpeacTBaMu OOy4YeHUS M KOHTPOJISl 3HAHUM CTY/ICHTOB:
— 10 APM (TtepmuHainon);
— MynbTUMenuinbli npoektop Vivitek H 1180,
— okpad HacteHHbI LMP 100109,
— cereBas kynonbHasg PTZ-kamepa AXIS M5014.
[Takets! [1O (MLIeH3MOHHOE):
— Dr.Web (c/m H365-W77K-B5HP-N346 ot 31.05.2021),
— MATLAB R2008a DVD KIT-WIN & UNIX/MAC (Ne nmunienzun 527840, Ne 3akaza 2035235
Softline ot 05.05.2008).
[Takets! 1O (pacnipocTpaHsieMoe 0 CBOOOJHON JUIIEH3HUH ):
— ApacheOpenOffice;
— Eclipse (https://www.eclipse.org/)
— git (https://git-scm.com/)
— Microsoft Visual Studio 2017 Community Edition
(https://visualstudio.microsoft.com/ru/vs/community/)

Taxoke, 1UIsI CaMOCTOATEIBHON PaObOTHI 00YJArONTUXCS BBIJCIICHBI TTOMEIICHHS, OCHAIEHHBIE KOM-
NBIOTEPHON TEXHUKOHN ¢ moakimtodeHneM K cetu "MHTepHeT" u obecriedeHHeM JO0CTyIa B JJIEKTPOHHYIO
nH(HOPMaIIMOHHO-00pa30BaTENbHYIO CPEAY OpraHU3AINH:

Tabmuma 9.1 - OcHaEeHHOCTh ayIUTOPUI M MIOMEIIEHUN JJIsI CaMOCTOSITEIbHON pabOThI CTY/ICH-
TOB 10 JUCITUTINHE
| Ne | HaunMeHoBaHue ayau- | OcHalleHHOCTbayANMTOPHUI | IlepeyeHb JTUIIEH3HOHHOIO IPOTPAMMHOIO |
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https://www.eclipse.org/
https://git-scm.com/
https://visualstudio.microsoft.com/ru/vs/community/

TOpUii U moMeneHui
JJISl CAMOCTOSITEJILHOM

MOMEIIeHU U MoOMeleHHid
JJISI CAaMOCTOSITEILHOM pado-

odecmeyeHus.
PeKBH3UTHI NOATBEPKIAIOLIET0 TOKYMEH-

padoThI ThI Ta
1 1 2 3
1 6421 KommiekT aemonctparmonnoro | ¢ Microsoft Windows7 (moamucka
yueOHast ayAUTOpHst U1si | 000PyIOBaHHUS: DreamSpark Premium, morosop NeTr113003

MIPOBEICHHUSI 3aHATUH
JICKIIMOHHOT'O B
CEMHHApPCKOIo THIIA,
CPYIIIOBBIX U UHAUBU-
JTyaJbHBIX
KOHCYJbTALIUH,
TEKYLLIEro KOHTPOJIS U
MPOMEKYTOUHOM aTTe-
cranuu; r. Hukauni
Hogropon, Kazanckoe
ur., 12

* TIK, ¢ BBIX0O/IOM Ha MYJIBTH-
MEMIHBIN TPOEKTOp, Ha Oa3e
AMD Athlon 2.8I'rm, 4 I'0
03V, 250 I'b HDD, monwuTOp
19” — 1.

* MynbTUMEIUNUHBII NPOEKTOP
Epson- 1 mr;

* OkpaH — | mrt,;

HaGop y4eOHO-HArisAHBIX I10-

coomit

ot 25.09.14)

* Gimp 2.8 (cBo6oHOE [10, nuieH3us
GNU GPLV3);

+ Microsoft Office Professional Plus 2007
(mmmensus Ne 42470655);

* OpenOffice 4.1.1 (cBobomuoe T10, murieH-
3us ApacheLicense 2.0)

» AdobeAcrobatReader (FreeWare);
 7-zip nns Windows (cBoOOIHOpACITPO-
crpansemoe [10, muniensnes GNU LGPL);
Dr.Web (c/u H365-W77K-B5HP-N346 ot
31.05.2021).

6543

KOMITbEOTEPHBIN KJIacc -
nomenienue st CPC,
KYpPCOBOTO MPOEKTHPO-
BaHUsI (BBIIOJIHEHUS
KYpCOBBIX paboT), T.
Hwxuuit Hosropon, Ka-
3aHCKOE III., 12)

* [Ipoextop Accer — 1T;

* TIK na 6a3e IntelCoreDuo
2931Tu,2I'6 O3V, 32010
HDD, monuTop Samsung 19° —
11 mrr..

IIK moaxmrouensl K cetu «UH-
TEPHET» U 00ECIEUYMBAIOT JI0-
CTYII B AJIEKTPOHHYIO MH(OpMa-
[IMOHHO-00pa30BaTEeNbHYIO0 Cpe-
1y YHUBEPCUTETA

* Microsoft Windows 7 (moamnucka
DreamSpark Premium, norosop Ne
Tr113003 ot 25.09.14);

* Microsoft Office (sturien3ust Ne
43178972);

» Adobe Design Premium CS 5.5.5
(muuensus Ne 65112135);

» Adobe Acrobat Reader (FreeWare);

* 7-zip mst Windows (cBo6oaHOpactpo-
crpansiemoe 10, munensues GNULGPL);

* Dr.Web (c/u H365-W77K-B5HP-N346 ot
31.05.2021)

» KoncynprantlInroc(I'TI Ne
0332100025418000079 ot 21.12.2018);
Gimp 2.8 (cBoGommoe IIO, muieH3Ms
GNUGPLV3)

10. METOAMYECKHUE PEKOMEHJALIMU OBYYAIOIIMMCS 110 OCBOEHHUIO
JUCIHHUIIVINHBI
10.1 O6mue MeToAMYECKHE PEKOMEHIAIUH UIs1 00yYAIOIIHUXCH MO0 OCBOECHHIO JAWCUHMIINHBI,
o0pa3oBaTe/IbHbIC TEXHOJTOTHH
JlucuumiuuHa peanu3yercs IMOCPEICTBOM IMPOBEACHUS KOHTAKTHOM pPabOThl ¢ 0Oy4yaroluMUCs
(BKJItOUAsl IPOBE/IEHUE TEKYLIEr0 KOHTPOJsSl YCHEBAEMOCTH), CAMOCTOSATENIbHOM paboThl 00ydaromuxcss U
IIPOMEKYTOUYHOM aTTECTALUN.
[Ipu npenoaaBanuu qucHUIUIMHBI «be3omacHOCTh NHGOPMALIMOHHBIX TEXHOJIOTUI», UCIIOJIb3YIOTCS

COBpPEMEHHBIC 00Pa30BaTEILHBIC TEXHOJIOTHH, TTO3BOJISIONINE MTOBBICUTh AKTHBHOCTH CTYICHTOB IIPH OCBO-
€HUU MaTepuasa Kypca v IpeJoCTaBUTh UM BO3MOXKHOCTH 3()(DEKTUBHO PEaIn30BaTh YaChl CAMOCTOSITEN b-
HOM paboTHI.

Bechb JeKIIMOHHBIN MaTepuan Kypca COMPOBOXKIAETCS KOMITBIOTEPHBIMHU MPE3EHTAIUSIMH, B KOTO-
PBIX HATJSIHO MPETMOTHOCATCS MaTepHall Pa3IMuHbIX Pa3AesioB Kypca U YTO JIaeT BO3MOKHOCTh OOCYTUTh
MaTepuai Co CTYJICHTaMU BO BpeMs YTCHHUS JICKIMH, aKTHBUPOBATh X JICITCILHOCTD PH OCBOCHHUH MaTe-
puana. DIeKTPOHHBIC MaTepUAITBl JICKIIUKA B TIEPHO TUCTAHIIMOHHOTO O0yUYEHUS OTIPABIISIOTCS IO JJICK-
TPOHHOM TIOYTE Ha aapeca rPyII ¥ MOTYT OBITh ITOJIYYCHBI 0 YTEHUS JICKIIUH W MPOPa0dOTaHbI CTYICHTA-
MU B XOJI€ CAaMOCTOSTEIIBHON paOOTEHI.

17



Ha nexnusix, mpakTHYeCKHUX 3aHATUSAX PEATH3YIOTCS HHTEPAKTUBHBIC TEXHOIOTHH, TPUBETCTBYIOTCS
BOIIPOCHI U OOCYKJICHHsI, UCIIOJIB3YETCSI JTMYHOCTHO-OPUCHTUPOBAHHBIN TMOAXO, TEXHOJOTHUS PAOOTHI B
MaJIBIX TPYIIAX, YTO TMO3BOJISET CTYACHTaM MPOSBUTH CEO0sl, MOJTYIUTh HABBIKKM CAMOCTOSTEIIHBHOTO H3y4e-
HUS MaTepuasa, BBIPOBHATHh YPOBEHb 3HAHUI B TPYIIIIC.

Bce BoOmpockl, BO3HUKINKE MPH CAMOCTOSTENILHON paboTe Haa JOMAIIHUM 3aJaHHEeM TOIPOOHO
paz0OuparoTcs Ha MPAKTHUECKHX 3aHATHIX M JICKIUAX. [IpoBomATCS MHAMBUIYaTbHBIE U TPYIIIOBBIE KOH-
CYJBTAIlMM C KCIIOJIb30BAHUEM COBPEMEHHBIX WH(POPMAIIMOHHBIX TEXHOJIOTHUN: 3JEKTPOHHAS [OYTa, MEC-
cenmkepsl, Zoom, Discord.

NuuuupyeTcs akTUBHOCTh CTYJEHTOB, MOOMIPSIETCS 3aJaHKe JIFOOBIX BOMPOCOB IO MaTepHamy,
MPaKTUKYETCS WHANBUIYaTbHBINH OTBET HA BOIIPOCHI CTYICHTA, PEKOMEHIYIOTCS METO/IbI YCIICIITHOTO CaMo-
CTOSITEJIBHOTO YCBOEHHUS MaTepuaia B 3aBUCUMOCTH OT YPOBHS €ro 0a30BOM MOJATOTOBKH.

JIy1sl OLIGHKW 3HAHWK, YMEHUW, HAaBBIKOB U YPOBHS C(HOPMHPOBAHHOCTUKOMIIETCHIIMM ITPUMEHSIET-
CATPAJAUIIMOHHAS CUCTEMA KOHTPOJISL U OLICHKU YCIIEBAEMOCTH CTYJIEHTOB B IMPOIECCE TEKYIIETO KOHTPOJIS.

[IpomexxyTouHas aTTecTars IPOBOIUTCS B (popMe dK3aMeHa ¢ yU4eTOM TEKYIIEeH YCIIeBaeMOCTH.

Pe3yabTaT 00y4yeHHus cuuTaeTCA C(POPMHUPOBAHHBIM HA MOBBLIINIEHHOM YPOBHE, €CIIU TEOPETHU-
YECKOE COJIEP’KaHUE Kypca OCBOCHO MOJHOCTHIO. [Ipu yCTHBIX coOecenoBaHUAX CTYICHT HMCUEPIBIBAIOIIE,
MOCIICIOBATEIHHO, Y€TKO U JIOTHYECKU U3JIaraeT yueOHbIH MaTepuai; CBOOOIHO CIIPABISETCS C 3a/IaHUSIMH,
BOIPOCaMH, UCTIOJB3YET B OTBETE JOMOJHUTENbHBIN MaTepuan. Bee mpemycMoTpennbie paboueit yueOHOM
MIPOrpamMMOii 3a/IaHUs BHIMIOJHEHBI B COOTBETCTBUU C YCTAHOBJICHHBIMH TPEOOBAHUSIMH, CTYJIEHT CIIOCOOEH
aAHAJIM3UPOBATH MOJYYCHHBIC PE3YJIbTAThl, MPOSIBISIET CAMOCTOSATEIBHOCTh MPHY BBITIOJHEHUH 3a/IaHUH.

Pe3yabTaT 00yueHusi cuutaercsi c(pOpMHPOBAHHBIM HA MOPOrOBOM YPOBHE, €CIH TEOpEeTUYE-
CKOE co/iepKaHMe Kypca OCBOEHO MONHOCThI0. [Ipu yCTHBIX cobeceoBaHMsIX CTYACHT MOCIEI0BATENbHO,
YETKO W JIOTHYECKH HW3JIaraeT y4eOHBI MaTepHuall; CIpaBIISICTCS C 3aJaHHsIMH, BOIPOCAMH, TPEOYIOIIMX
NPUMEHEHHUS 3HaHMI; BCe MPEAYyCMOTpPEHHbIEe paboueii yueOHOM mporpaMMoi 3a/1laHus BBITIOJHEHBI B COOT-
BETCTBHH C YCTAHOBJIEHHBIMU TPEOOBAHUSIMHU, CTYICHT CIOCOOCH aHAIM3UPOBATh MOJYYCHHBIC pE3yiIbTa-
THI; IPOSIBJISICT CAMOCTOSITEILHOCTD MPH BBHITTOJTHCHUH 3aJaHUH .

Pe3yabTaT 00y4yeHHus1 cUUTAETCHA HeC(hOPMUPOBAHHBIM, €CITU CTYJICHT MPHU BHITIOJIHEHUU 3aTaHUI
HE JIEMOHCTPUPYET 3HAHUN y4eOHOTo MarepHala, IOMyCKaeT OIIMOKU, HEYBEPEHHO, C OOJIBIIUMU 3aTPy/I-
HEHUSMH BBITIOTHSET 3aJaHus, HE JEMOHCTPUPYET HEOOXOIUMBIX YMEHUHN, KAUYECTBO BBHIITOJTHEHHBIX 3a/1a-
HUU HE COOTBETCTBYET YCTAHOBJICHHBIM TPEOOBAHHIM, KAU€CTBO X BBIITOJHEHUS OIEHEHO YHCIIOM 0alioB
HIDKE TPEX MO OLIEHOYHOU CHCTEME, YTO COOTBETCTBYET JIOMIOPOrOBOMY YPOBHIO.

10.2 MeToauyeckue yKazaHusi AJsl 3aHATHI JEKIIHOHHOTO THIIA

JIeKIMOHHBIN KypC MPEANnoaraeT CHCTeMaTU3UPOBAHHOE U3JI0KEHIUE OCHOBHBIX BOIIPOCOB TEMAaTH-
YEeCKOro IjaHa. B xo/ie NeKIMOHHBIX 3aHATHI pacKpbIBaloTCsA 0a30BbIe BOMPOCH B paMKax KaXKIOW TEMbI
nucnutuinbel (Tabmuiet 4.4, 4.5, 4.6) . O003HAYAIOTCS KITFOUEBBIE ACTIEKTHI TEM, a TaK)Ke JICTat0TCs aKIeH-
Thl HA HauOoJee CIOXKHBIC U Ba)KHBIE MOJIOKEHHUSI H3y4yaeMoro MaTepuana. MaTepuanbl JTeKIUN SBISIOTCS
OTIOPHOM OCHOBOM ISl TOATOTOBKH OOYYaIOIIMXCS K Ja00OpaTOpHBIM paboTaM U BBIIOJTHEHUS 3aJaHul ca-
MOCTOSITEIbHON PabOTHI, a TAK)KE K MEPONPUATUSM TEKYIIETO KOHTPOJIISl YCIIEBAEMOCTH U TIPOMEXKYTOUHOM
aTTECTAIMU 10 TUCIHUIIINHE.

10.4 MeToau4eckue yKa3aHusl 0 OCBOCHUIO TUCHUIIJIMHBI HA MPAKTHYECKUX3aHATHAX

[IpakTrueckue 3aHATHS MPEACTABISIOT COOOM ASTANIM3AIUIO JICKIIMOHHOTO TEOPETUYECKOTO MaTe-
pualna, MpoOBOJISATCS B IENAX 3aKPEIUICHUsI Kypca M OXBaThIBAalOT BCE OCHOBHBIE paszaenbl. OCHOBHOHM ¢op-
MOU TIPOBEJCHHS CEMUHAPOB U MPAKTHYECKUX 3aHITHH SBIsAETCAS OOCYXKJIeHHE Hambojee MpoOJEMHBIX U
CJIOHBIX BOMPOCOB MO OTACIBHBIM Te€MaM, a TaKXKe pelleHue 3a/1ad U pa3dop MPUMEpPOB U CUTYAIMid B
ayIUTOPHBIX yCIOBUSX.

[IpakTudeckue 3aHATHS 00YJarOIIMXCsl 00ECTIEYNBAIOT:

- MPOBEPKY ¥ YTOYHEHUE 3HAHUM, TTOTYICHHBIX Ha JICKIUSIX;

- IONTyYeHUE YMEHHUI M HABBIKOB COCTaBIICHHS JOKJIAJIOB U COOOIICHUMN, 00CYKISHHS BOIPOCOB TIO
yaeOHOMY MaTepuany TUCIHUIUIAHBL;

- MOJIBEJICHUE UTOTOB 3aHATUN MO PEUTHUHTOBOM CHUCTEME, COIIACHO TEXHOJIOTMYECKOM KapTe Auc-
[UIIIAHEL.
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[TpuBOAATCS KOHKPETHBIE METOAMYECKHE yKa3aHHs Uil O0YJalolMXcs 0 BBIOJIHEHUIO pedepara
WJIH 3cce, TpeOOBaHMS K UX 0(DOPMIICHHIO, TTOPSIOK CAYH

[TpumepHas Tematuka pedeparos
1. VYrposs Ub
MuoroypoBHeBas (MaHaaTHas1) HOJUTHKA HHPOPMALMOHHON 6€3011acCHOCTH
MannaTtHas MoJiesib HHGOpMalMOHHOM Oe3omacHocTH bemna u Jlanamyna
Mozenu KOHTPOJIS LEIOCTHOCTH
Monens uHpOpMaMoHHOM Oe3omacHocTbrba
Monenb nadopmannonHoi 6e3onacHoctuKnapka-Buiascona
Monens uHpopmannonHoii 6e3onacHoctubprospa u Hema («Kuraiickas creHa)
Ponesas nonutukanHpopMaLnOHHON 6€3011acHOCTH
. Mogens «take-grant»
10. Mopens Low-Water-Mark (LWM)

CoNORWN

10.5 MeToauyeckne yKa3aHHsl 0 OCBOEHHUIO JUCHUILIMHBI HA KYPCOBOii padoTte
KypcoBas pabota He mpenycMOTpeHa y4eOHbIM TIJIaHOM.

10.6MeToauyecKkue yKa3aHus M0 CAMOCTOATEILHOW padoTe 00y4alOMIUXCs

CamocTosTenbHas pabota obecrieyuBaeT MOArOTOBKY OOYUYaIOLIErocss K ayJUTOPHBIM 3aHATHIM U
MEPOTPHUATHIM TEKYIIETO0 KOHTPOJIS U MPOMEKYTOYHOH aTTeCTaIlK 10 U3y4aeMoi qucuuIumHe. Pe3ynb-
TaThl TOM MOJATOTOBKHU MPOSBISIOTCSA B AKTUBHOCTU 00YYAIOIIErocs Ha 3aHATHSAX U B KQUeCTBE BBITIOJTHEH-
HBIX MMPAKTHYECKUX 3aTaHUN U JPYTruX (OpM TEKYIIEro KOHTPOJIS.

[Ipu BBIMONHEHUU 3alaHUN JUISI CAMOCTOATEIBHONM paboThl peKOMeHAyeTcsl mpopaboTka MaTepua-
JIOB JIEKIIMM IO KAXKJIOM NMPOMICHHON TeME, a TAK)KE€ U3YYCHHE PEKOMEHIyEeMOW JIMTEPATyphl, MPEICTaB-
neHHou B Pasnere 6.

B nporiecce camocTosTebHON pabOThI IPH U3YYEHUH JAUCHUIUIMHBI CTYIEHTHI MOTYT paboTarh Ha
KOMIIBIOTEPE B CIEIMATU3UPOBAHHBIX ayIUTOPUAX IJI CAMOCTOSITEIbHOM paboThl, ykazaHHbIX BPazmene 9.
B ayauropusix wumeercsaocTyn depe3 HWH(OPMAIMOHHO-TEICKOMMYHHUKAMOHHYIO ceTh «HTepHeT» K
ANEKTPOHHOU MH(pOpMalMOHHO-00pa3oBaTenbHoil cpene yHuBepcutera (OQMOC) u snexkTpoHHOM 61bIuo-
teyHol cucreMe (DbC), rae B AIeKTPOHHOM BUJE pacrojararTcs yuyeOHble U yueOHO-METOINYEeCKUe Ma-
TepUabl, KOTOPbIE MOTYT OBITh MCIIOJIb30BaHbI JJIs1 CAMOCTOSITEIbHON paboThl MPU U3YYEHUHU TUCIMILIU-
HBI.
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11. OHEHOYHBIE CPEACTBA J1JIsd KOHTPOJISA OCBOEHUA JUCHUIIJIMHBI

11.1 TunosBsie KOHTPOJIbHBIC 3aJJaHUsI HJIM MHBIC MaTepHaJibl, H606XOL[I/IMLIe JJIdd OICHKH
3HaHHﬁ, YMCHHﬁ, HAaBbIKOB " (I/IJII/I) OIIbITa B XO0A€ TCKYHIETO KOHTPOJIA YCIIEBAEMOCTHU

I[HSI TCKYHICTO KOHTPOJIA 3HAHUI CTYACHTOB 10 JUCHUILIIMHC IIPOBOAHUTCA KOMIIJICKCHAsA OLICHKA
3HaHPII>'I, BKJIIOYArOIias

—  BBINOJHEHUE U 3a1IUTa peepaToBIsl CTYAEHTOB BCeX (GOopM 00ydeHusl.

[TpumepHas Temaruka pedeparon

CoNoOA~WNE

MuoroypoBHeBas (MaHnaaTHast) HOJIUTHKA HHPOPMALMOHHON 6€3011acCHOCTH
MannaTtHas MoJiesb HHGOpMaMOHHOM Oe3omacHocTH bemna u Jlanamyna
Mozenu KOHTPOJIS LEIOCTHOCTH

Monens uHpOpMaMoHHOM Oe3omacHocTHbrba

Monenb nadopmanronHoit 6e3omacHoctu Kimapka-Bunbscona

Monens uHpopmannonHoii 6e3onacHoctubprospa n Hema («Kuraiickas creHna)
Ponesas nosnmtuka nHGOpManoHHON 6€301aCHOCTH

Mopnens «take-grant»

Mogens Low-Water-Mark (LWM)

BapuanTbl 3aganuii 1i1s peepartoB NPUBEACHBI B y4eOHO-METOJHUYECKOM TIOCOOUH O TPOBEICHUIO
PaKTUYECKUX PadoT.

IIpumepHasi TeMaTHKa NPAKTHYECKUX 3aHATHH

1.
2.
3.

4.
5

Hcnonb3oBanue cpecTB 0OHAPYKEHUsI BTOPKEHUI

Cpenctsa ynpasieHus H”HPoOpMaIMOHHOM 0e3onacHocTs SIEM

[Ipumenenue cpencTB OJIOKUpPOBaHMS HECAHKIIMOHUPOBAHHOM pacChUIKM M IE€pexBaTa JlaH-
HBIX

[IpoTuBOACHiCTBHE CETEBBIM YEPBSIM TUIIA Malware BTOpPKEHHI

[Tpumenenue cpeacts mudpoBaHus U pacIMPppoBbIBAHUS BTOPKEHUN

11.2 TunoBble KOHTPOJbHBIC 33IaHUSI WM HHbIe MAaTepHaJbl, HEOOXOAUMBIC IJIA OLEHKH
3HAHWH, YMeHHUIi, HABLIKOB H (MJIH) ONBITA B X0/€ MPOMEKYTOYHON ATTeCTAIUM MO AMCUMILITUHE

DK3aMeH /1715 CTYAGHTOB OUYHOM (opMbl 00yueHusi B / ceMecTpe.
TunoBsle BONpOCH! Ui MPOMEKYTOUHOM aTTecTaluu B (opMe sK3aMeHa JUIsl CTYJIEHTOB OYHOU
dbopmbIOOYUEHUS

1.

OmnpeneneHue, OCHOBHbIE TNMOHATHUA W oOOIee cojep)kaHue MpoOieMbl HWH(GOPMAIMOHHON

0€30I1aCHOCTH.

0.
1.

RBOooo~NoOT kWM

HopmaTuBHBIE JOKYMEHTHI 110 3alUTEe HHPOPMALUU

Yrpo3sl nuHpOpMAITMOHHOM 0€30MacHOCTH

VYs13BUMOCTH MHPOPMALMOHHON 6€30MaCHOCTH

MeTto1b1 3a1IMTHl HH(OPMALIUK OT HECAHKLIIMOHUPOBAHHOTO JJOCTYTIA.
Mertonbl uaeHTU(UKAUY U ayTeHTU(DUKALTUH.

OcHoBBI KpUnTOrpaUUECKuX METOI0B 3aLTUTHI HHPOPMAIUH.
MuoroypoBHeBast (ManaaTHas) OJTUTHKA HH(POPMALIMOHHOM 0€301macHOCTH
Mannarnas Mozens HHPopMaoHHo 6e3onacHocT benna u Jlananyna
Mopnenu KOHTPOJIS LIENIOCTHOCTH

Ponesast monmtrka nHOOPMAITMOHHONW 0€3011aCHOCTH

B nmotHOM 00BeMe orieHoUHBIE cpencTBa uMeroTcs Ha Kadenpe « UCYy». OueHounsie cpencTsa Mo-
I'yT OBITh IOJYYEHBI 110 TPEOOBAHUIO.
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YTBEPXAIO:
Hupexrop nncruryra UPUT

MskuabpkoB A.B.
« ” 2021 r.

JIncr akTyaau3anuu padodeid MporpaMMbl U CHHIIIHHbI
«b1.B.JIB.4 be3onacHOCTH, HHGOPMAIIMOHHBIX TEXHOJIOTHUI
MHJEKC 10 yueOHOMY IJIaHy, HAUMEHOBaHUE

JUTSL TIOJITOTOBKY 0aKAJABPOB/ CIICIIUAINCTOB/ MarUCTPOB

Hamnpasnenue: {mudp — Hazpanwue }09.03.02 MnbopMaImoHHbIe CHCTEMBI W TEXHOJIOTUH
HampaBneHHOCTh: Be3onacHocTh HHGOPMAIMOHHBIX CHCTEM

®opma 00ydeHHs ouHas

I'ox nHauana noarorosku:2021

Kypc 4

Cemectp 7

B pabouyio mporpammy He BHOcsiTcs u3MeHeHus. [Iporpamma axtyanmsupoBana ans 2021 r.
Hayvasia MoJIrOTOBKH.

Pazpabotuuk (n):  JlaxmanoB/I.A., K.T.H., IOLICHT
(®UO, yueHas CTENeHb, YUCHOE 3BaHHE)

«_» 20_ 1.
PaGouas nporpamma nepecMoTpeHa 1 0JJ0OpeHa Ha 3aceaHuHu Ka(l)e,uaﬂ ncy o
poToKOJI Ne OT «__ » 20_ 1.
3aBenyromnuit kageapou Tumodeena O.I1.
JIncer akTyaM3auuu NPUHAT HA XpPaHeHHe:
3aBenyronuii Beimyckaronieit kadenpoit UCY « » 20_r.
Meroanueckuii otaen YMVY: «_» 20 1.
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