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1. OEJIN U 3AJJIAY1 OCBOEHUA AN CLHUITIMHBI
1.1 Heab ocBOEHUS TUCHUILIHHBI

HCHBIO OCBOCHHA JUCHUILIIMHBI ABJIACTCA PA3BUTHC KOMHCTGHL{I/Iﬁ B oOnactu obOecrieyeHuUs
KOH(i)I/I,Z[eHI_II/IaJ'IBHOCTI/I N OCJIOCTHOCTH I/IH(l)OpMaLII/II/I, OCHOBAHHOC Ha HM3Yy4YCHHU KpI/IHTOFpa(bI/I‘le-
CKHX MCTOJ0B 3allUThl JaHHBIX.

1.2 3agauu ocBoOeHHS TUCHUIJIHHBI (MOTYJIsA)

Jucuummmna «OCHOBBI KpUNTOTpaGUUECKHX METOJIOBY» CIIOCOOCTBYET MOJTOTOBKE CTYACH-
TOB K PEILEHHIO CIEAYIOIUX IPOPECCHOHATBHBIX 3aau:
1. HccnenoBanue KpUnTorpagpuyeckux METOAOB M CPEACTB 3aLIUTH HH(pOpMaIH
2. O6ocHOBaHHE pelIeHUH B 00JacCTH MCIIOJIb30BAaHUS KOHKPETHBIX KPUIITOrpaU4yecKUx
IIPOTOKOJIOB NPU IPOEKTUPOBAHUM COBPEMEHHBIX 3aLIUIIEHHBIX IPOIPaMMHBIX KOM-
IJIEKCOB.

2. MECTO JIMCLIUIIJIMHBI B CTPYKTYPE OBPA3OBATEJILHON ITPOTPAMMEBI

VYuebnast mucumiuimHa «OcHOBBI Kpunrorpaduueckux meronos»bl.B.OJ[.5 Bkmoyena B
00s13aTeNIbHBIN NEepeYeHb AUCLUILINH BapuaTUBHON yacTu ((hopMupyemMoi yuacTHUKaMu oOpa3oBa-
TEJIbHBIX OTHOILIEHUI), ONPENENAIOMNNA HAaPaBIEHHOCTh 00pa30BaTENbHON IMporpaMMmsbl. Juciu-
IUTMHA peanu3yercs B coorBeTcTBUU ¢ TpedoBanusmu OI'OC, OII BO u VII, no nanHoMmy Hamnpas-
JICHUIO MIOJArOTOBKH.

JucuuruinHa 6a3upyercss Ha JIUCHMILIMHAX MaTeMaTHYecKoro OJoKamporpamMmbl Oaka-
JaBpuaTano HarmpaslieHHIO «/HpOpManuoHHbIe CHCTEMBI W TeXHOJOorum». llpemmecTByrommmu
KypcaMH, Ha KOTOPBIX HEMOCPEACTBEHHO Oazupyercst tuciuminHa « OCHOBBI KpUITOTpapUUeCKUX
METO0BY, ABIIFOTC:

—  «AITOPUTMBI U CTPYKTYPBI JAHHBIX)»
— «TeopeTuko-4uCiIOBbIE OCHOBBI KPUIITOJIOTUM))

JucuumimrHa «OCHOBBI KpUNTOrpaUYECKUX METOAOBY» SIBJISIETCS OCHOBOMOJAraromen s
M3YYEHHUs CIENYIOMMX AUCHUIUIMH: «HCTpyMeHTaIbHbIEe CpeAcTBa MH()OPMALMOHHBIX CUCTEM 3a-
IIUTHI HHGOpMaUny, «Teopust U METOA0IOTUs HHPOPMALIMOHHOM 6€30M1acHOCTH.



3. KOMIIETEHLIMM1 OBYYAIOHIEI'OCs, ®OPMUPYEMLBIE B PE3VJIBTATE
OCBOEHMA JUCHUITJIIMHBI (MOJIYJI)

Juctunmuaa «OcHOBBI KpunTorpaguieckux MeroaoBy» ¢opmupyeT kommereHnuio [IKC-3
COBMECTHO C JTUCIUIUIMHAMU U MPAKTUKAMH, YKa3aHHBIMH B Ta0muie 3.1.

JuctunnuaapHas yacth kommetreHnuu [IKC-3 «Crocoben obecrieunBaTth 0€30MacHOCTh U
[[EJIOCTHOCTh JTAHHBIX WH(POPMAITMOHHBIX CHCTEM»: CIIOCOOSH MOHNUMATh M MPUMEHSTh Ha MTPAKTHKE
Kpunrorpaguiyeckue MeTobl, Ha KOTOPBIX 0a3UPYIOTCS alrOPUTMbI, 0OCCIICYMBAIOIINE 3AITUTY H
[[EIOCTHOCTh JAHHBIX HH()OPMAIIMOHHBIX CHCTEM.

Tabmuma 3.1- ®opmMupoBaHUE KOMIIETCHIIUN JUCIUTIIHHAM

HamnMenopaaue Cemectpsl, popMUPOBAHUS TUCIUTUIHHBI
JMCLATLINH, (POPMHEPYIOLIIX Komnerenuuu Oepyrcs 13 Y4eOHOro MlaHa 0 HalpaBJIeHHUIO IOArOTOBKH OaKa-
>
KOMIIETEHITHIO JIaBpa /CrenuaicTa/MarucTpay
COBMECTHO 1 ‘ 2 ‘ 3 ‘ 4 ‘ 5 ‘ 6 ‘ 7 ‘ 8

IIKC-3: Cnocoben obecneuusams 6e30nacHOCHb U YeIOCHHOCHb OAHHBIX UHPOPMAYUOHHBIX CUCHIEM

OcHogbl kpunmoepaguue-
CKUX MEMO008

Sawuma  npoecpammmnozo
obecneyenus

Teopemuko—unﬂoeble oc-
HOBbl KpunmaoJjiocuu

bezonacnocms cemeesvlx
NnpomoKoJn1oe

3awuma  ungopmayuon-
HbIX NPOYeccos 6 KOMNb-
IOMEPHLIX  cucmemax u

cemsix
Teopuss u memoodonozust
UHDOPMAYUOHHOTL be3-
onacHocmu

besonacnocmv  unghopma-
YUOHHBIX MEXHON02Ul

Texnuueckas 3awuma un-
dopmayuu

Unmennexmyanvuvie  cu-
cmembl  3auumovl  UHPOP-
mMayuu

3awuma unpopmayuu 8
cemsx nepedaiu OaHHbIX

OcHogvl nocmpoenus
Macuimabupyemolx cemel
nepeoaiu OAHHbIX

IIpakmuka no noayuenuro
npogheccuonanvHbix  yme-
HUli U onvima npogeccuo-
HABHOU OesimebHOCIU

IIpedounnomuas npaxmu-
Ka

Buinonnenue u sawuma

BKP




Tabmuua 3.2- IlepeueHs MIaHUPYEMBIX PE3yIbTATOB O0YUEHUS 110 AUCHUILTHHE, COOTHECEHHBIX C IJITAHUPYEMBIMHU pE3yJIbTaTaMU OCBOCHHUS

Koa u HaumMeHoBaHuUe

Kox 1 HauMeHOBaHHEe

OueHouHbIe cpeIcTBa

KOMIeTeHIHH l’lH}Il’lKﬁTOpa JTOCTHKE- H.JIaanyeMue pe3y.]'ll>TaTbI oﬁyqeﬂml M0 JTUCHMUITJIMHE TeKymero HpOMe)KyTO‘-lHOﬁ
HUA KOMIIETCHIINH KOHTpO.]'ISl arrecranuu

TIKC-3 UIIKC-3.2. Ob6ecne- | 3namo: Ymems: Bnaoems: Brmmonnenune u | Ox3ameH — 20 Guie-
Crocoben  obecreun- | 4MBACT 3AlMTY M | — MCTOpHYECKHE MIUBPHI, | — 0GOCHOBBIBATH pelleHns | — COBPEMEHHBIMH cnada 4 naboparop- | TOB
BaTb O€30MaCHOCTh M | IIEJIOCTHOCTH naH- OCHOBHBIC AITOPHTMbI B OGIIACTH HCHOIB30BA- MEXKIYHAPO/IHbI- HBIX paboT
LCIOCTHOCTD  MaHHBIX | HBIX B I/IHq)OpMaHH_ CUMMETPUIHOTO H.[I/Iq)- HHUM KOHKPETHBIX KpUII- MU CTaHAapTaMHu B
HHPOPMAITMOHHBIX OHHBIX CHCTEMAX POBAHTIA, hyHKIHH X5~ oBACTH K i
CHCTEM > Torpadu4ecKux mpoTo- PpHUIITO

MIAPOBAHUS, TIPOTOKOJIBI
uudpoBoi momnucH, oa-
30BBIE ITPOTOKOJIBI IIPO-
BEPKH MOATMHHOCTH U
0oOMeHa KII0YaMH,

— OCHOBHBIE TIOJIXO/IBI K
KOHCTPYHPOBAHHUIO CH-
CTEM 3aIUTH HH}OP-
MaIliH C UCTIOIb30BaAHH-
€M KPHITOTpapUIECKIX
MPOTOKOJIOB Pa3InIHOM
HAIPaBIEHHOCTH

KOJIOB IIPH ITPOEKTUPOBA-
HUH COBPEMEHHbIE 3a-
LIMIIEHHBIX TPOTPaMM-
HBIX KOMILTCKCOB,

— NPOSKTUPOBATH M BHEI-
PATBH CXEMBI ayTeHTU(H-
KallM{ Ha OCHOBE THIIO-
BBIX CTaHJIapPTU3HPOBAH-
HBIX MEXaHU3MOB

— Ha OCHOBE MEXIyHapo[-
HOT'O OIbITa KBaIH(UIH-
POBAHHO aHAJIU3UPOBATh
UH(OPMALMOHHBIE PUCKH
B oOnacT kpunrorpadu-
YECKHX MPOTOKOJIOB,

rpadUIecKux ai-
TOpUTMOB U MIPO-
TOKOJIOBKPHIITO-
rpaduyeckoii 3a-
IXTH HHpOpMa-
RR50%¢

OcBoenne aucrumuHbl npuyactHo k Td B/03.6 (IIC 06.032 «Cnenuanuct no 6e30MacHOCTH KOMITBIOTEPHBIX CUCTEM U CETel»), pellaer 3ajauy
UCCJIEIOBaHMSI IPUHIUIOB (DYHKIMOHUPOBAHUS IPOTPAMMHBIX CPEJCTB KpUNTOrpaduyecKoi 3auThl HH(HOPMALIUH.




4. CTPYKTYPA U COAEPXXAHUE JUCHUITJIMHBI
4.1 PacnpenesieHue TPYA0EMKOCTH JUCHUIJIMHBI 10 BUIaM padoTIo ceMecTpam

OO6mmast Tpyo€MKOCTh TUCIUIUIMHEI cocTaBisieT 4 3au.en. 144 gacoB, pactpe/ieieHne 4acoB 10 BUAAM pa-
00T ceMecTpaM IpeIcTaBiIeHo B Tabnuie 4.1.

Tabmuua 4.1 - Pactipenenenne TpyaoEMKOCTH AUCIMIUIMHBI 110 BUJaM paboT MO CeMecTpaMuisi CTy-
JICHTOB OYHOTO 00Yy4eHUs

TpyaoéMKocTh B 4ac

Bua yueoHo# pa6oThl Bceero B 1.4. no cemecTtpam
yac. 5 cem
®opmMaT U3yYeHHSs THCHHILUTHHBI C MCIOJIb30BAHUEM 3JIEMEHTOB JIEKTPOHHOTO
o0y4eHus
OO0mas TPyA0éMKOCTh JUCIMIUIMHBI 10 yICOHOMY IIJIaHy 144 144
1. KonrakTHas padora: 74 74
1.1 AynutopHasi pa6oTa, B TOM YHCJI€: 68 68
3aHATH JIeKIIMOHHOTo THMa (JI) 34 34
3aHATHs ceMuHapckoro Tumna (I13-ceMuHapsl, mpakT. 3aHATHUS U Ap) - -
nabopaTtopasie pabotsr (JIP) 34 34
1.2 BHeayauTopHas, B TOM YHCJIe 6 6
KypcoBast padota (npoekt) (KP/KIT) (koHCynbTaIMSI, 3a111Ta) - -
TEKYUIUI KOHTPOJIb, KOHCYJIFTALlUU 110 AUCLUIIIUHE 4 4
KOHTaKTHas paboTa Ha npoMexxyTouHoM KoHTpoie (KPA) 2 2
2. CamocrosteabHas padora (CPC) 43 43

pedepat/acce (MOAroTOBKA) - -

pacuérHo-rpaduyeckas padora (PI'P) (moxroroska) - -

KOHTpOJIbHasl paboTa - -

kypcoBast padota/mpoekt (KP/KII) (moarotoBka) - -

CaMOCTOSITEIbHOE U3YyUEHHUE Pa3/IesioB, CAMOMOATOTOBKA (MIpopaboTKa U 43 43
MOBTOPEHHE JIEKI[HOHHOTO MaTepuaja U MaTepHuaia yieOHUKOB U yueOHbBIX
MOCOOMH, MOArOTOBKA K JIAOOPATOPHBIM U MPAKTHYECKUM 3aHATHSIM, KOJI-
JIOKBHYM H T.1.)

IToaroroBka K sk3amMeHy (KOHTPOJIb) 27 27




4.2 ConepsxkaHue TUCHUIIHHBI, CTPYKTYPHUPOBAHHOE 110 TeMaM

Tabnuna 4.2-ConepxaHue TUCHUIUIMHBIL, CTPYKTYPUPOBAHHOE 10 TEMaM JJIsl CTYZCHTOB OYHOTO 00y4YeHUS

Buapl yueoHoii padoThl (4ac)
IInanupyemsble (KOHTpO- KonTakTHas pa6oTa % HaumeHnoBanue Peanuzanus B Haumenopauue pas-
JIIpyeMble) pe3yabTaThl z £ HCII0JIb3YEeMbIX pamkax IIpak-
ocBoenusi:xkoa YK; HaumenoBanmue pasjienos, . - Y E a:a( Bux CPC AKTUBHBIX U THYECKO 1moJ- paboTaHHOIO JJIeK-
OIK; K u unaukaro- TEM = SE g5 g% un CP HHTEPAKTHBHbIX rOTOBKH TPOHHOTO Kypea
- S2|ss3 £ & |E =3 Opa3oBaTesib- (TPy10eMKOCTH (Tpynoemxocts B
pbI IlOCTl/DKeHI(IfI KoMIIe g RN < g g g g oop . pya yacax)
TeH Mt =S 2 2 E H é HBIX TEXHOJIOT Ui B Yacax)
s E = o &
= &
5 cemecTp
Paznen 1. Beenenne

IIKC-3 - UIIKC-3.2 Tema 1.1. Hcropuueckue 1

mmdpsI

Hroro mo 1 paznery 1 -

Pa3gen 2. CuMMeTpHYHbIE KPHIITOCHCTEMBI

IKC-3 - UIKC-3.2 Tema 2.1. 1 1 IoaroroBka k nekuusim | Paz6op KOH-

OnmHOPa30BBIi OJIOKHOT. [6.1.1,6.1.2] KPETHBIX CHTYa-

i

Tema 2.2. 1 1 | IlogroroBka k nekiusM | Pa3bop KOH-

Anroputm DES u ero wmo- [6.1.1,6.1.2,6.1.4] KPETHBIX CHTYya-

JrUKaum 14707

Tema 2.3. 2 1 IToxrotoBka k nexuusiM | Pa36op KOH-

Auroputm AES [6.1.1,6.1.2,6.1.4] KPETHBIX CHTYya-

i

Tema 2.4. 2 4 | lloxrotoBka Kk sexuusMm | Pa3bop KOH-

Anroputmer TOCT  34.12- [6.1.1,6.1.2,6.1.4] KPETHBIX CHTYya-

2015 «Marmay, «Ky3HeunK» 1805071

Tema 2.5. 3 4 | IloprotoBka Kk JeknusMm | Pasbop KOH-

Amroputmbel - RC4,  RC5, [6.1.1,6.1.2] KPETHBIX CHTYa-

RC6, Salsa20, Chacha it

JlaGopaTopHas padora. 8 IMoaroroBka k sabopa-

Peanusanus cuMMmeTpudHO- TOopHOW pabore.[ 6.1.1,

ro aJIropuT™Ma MU(PPOBAHUS 6.1.2,6.1.4]




Buabl yue6Hoi paboThl (4ac)

Iliianupyembie (KOHTPO- KouTakTHas paGota % s HaumeHoBaHue Peanusauus B Haumenosanue pas-
JAHpyeMble) Pe3yJIbTaThl g HCIOJIB3YeMBIX pamkax pak- pAGOTANNOr Dtek-
ocBoeHusi:koa YK; HaumeHnoBanue pasneios, . - g5 58 | Bz CPC AKTHBHBIX U THYECKOH moa- TDOHHOI0 KVDea
OIK; K u unaukaro- TEM = gz £z geg HHTEPAKTHBHbIX rOTOBKH P yp
Pbl JOCTH/KEHHST KOMIIe- £l ) E_‘g 3 E = 6 E = o0pasoBaTeb- (TPYA0EMKOCTh (tpynoemxocts B
TeHuuii é £ \§ ;'5 E E = % é HBIX TEXHOJIOT Uil B 4acax) Hacax)
SENEEE S &
Hroro no 2 pa3neny 9 8 1 11
Pa3nen 3. AcuMMeTpUYHbIe KPUIITOCHCTEMBI
IKC-3 - UIIKC-3.2 Tema 3.1. 2 1 | HoaroroBka k nekuusim | Paszdop KOH-
Auroputm RSA. [6.1.1-6.14] KpETHBIX CHTYya-
Ui
Tema 3.2. 2 1 IMoaroroBka k nekuusim | Pazdop KOH-
Kpunrocucrema Padbuna [6.1.1-6.1.3] KPETHBIX CHTYya-
Ui
Tema 3.3. 2 1 IMoaroroBka k nekuusim | Pazdop KOH-
Auroput™ Dinb-T"amanst [6.1.1-6.1.4] KPETHBIX CHTYya-
LUK
Tema 3.4. 2 1 [oxroroBka k neknusM | Pa3bop KOH-
Asroput™ Mepxkna- [6.1.1-6.1.3] KPETHBIX CHTYya-
Xennmana Uit
JlaGopaTopHas padora. 9 5 [oxroroBka k mabopa-
Peanuzanust acumMeTpuu- TopHoO# pabdote.[ 6.1.1 —
HOTO anroput™Ma mmdpo- 6.1.4]
BaHMs
HTtoro mo 3 pa3nexy 8 9 1 9
Pasnea 4. DiieKTpoHHbIE I (POBbIE NOANUCH
IKC-3 - UTIKC-3.2 Tema 4.1. 4 2 [oxroroBka k sekumsM | Pazbop KOH-
OyYHKIMH ~ XIUIMPOBAHMS: [6.1.2-6.1.4] KPETHBIX CHTYya-
SHA, MDS5, 'OCT 34.11-94 i
Tema 4.2. 4 2 | IlogrotoBka k JyekuusM | Pa3bop KOH-
Cxembl cosmanmst  OLIII: [6.1.2-6.1.4] KPETHBIX CHTYya-
RSA, DSA, Dmp-T'amans LM
JlaGopaTopnasi pa6ora. 9 5 | TlogrotoBka k Jabopa-
Peanuzanus xem-(yHKIUI TopHO# pabote.[ 6.1.2 —
6.1.4]
JlaGopaTopHas padora. 8 4 | IlogrotoBka Kk Jlabopa-
Peanusanus cxemsl co3ga- TOpHOH pabote.[ 6.1.2 —
HUSL DJIEKTPOHHOH 1Hdpo- 6.1.4]




Buabl yue6Hoi paboThl (4ac)

Ilnanupyemble (KOHTpO- HaumeHnoBanue Peanuzanus B
nnpyeni)zle) pesgfnmal;u Konrakruast padora E g HCTIONB3YeMBIX pamKax ;llpax- HanmenoBanmue pa3-
ocBoenusi:xkoa YK; HaumenoBanmue pazjienos, — g5 £ £ AKTHUBHBIX U THYECKOH moa- PabOTAIHOr0 JJIeK-
OIK; IK 1 nuamkaro- TeM E & é g § E E’E Buz CPC HHTEPAKTUBHBIX TOTOBKH TPOHHOTO Kypca
- Eo|5€3 £=| & |ESZ Opa3oBaTelib- (TpPya0eMKOCTh (tpynoemxocts B
pol JIOCTI/DI(eHI/lfl KoMIIe g g2 g3 £ g g g s oop g PY. uacax)
TeHIUH Chd = g ~ E E = l§ HBIX TeXHOJIOTHil B yacax)
= E é- g O =
BOH MOIMUCHU
HTtoro no 3 paspeny 8 17 1 13
Pazgen S. UneHTH(UKALNS 1 AyTeHTH(PUKALMSA

IKC-3 - UIIKC-3.2 Tema 5.1. 5 6 | [MomroroBka k JyekuusM | Pa3bop KOH-

Maponu, UCIIOJIb30BaHUE [6.1.2,6.1.3] KPETHBIX CHTYya-

xem-(QyHKIuy, — mmppoBa- 0207

HHE C OTKPBITHIM KIFOUOM,

cepep  ayTeHTH(UKAIMU

Kerberos, 6uomerpusi, uaeH-

TU(QUKAIIMOHHBIC KapThl H

AJIEKTPOHHBIE KIIFOYH.

Hroro no 3 paznery 5 0,5 6

Pasnen 6. YnpasieHue KjirouamMmu

IIKC-3 - MIIKC-3.2 Tema 6.1. 3 4 | IlomroroBka K JiekuusM | Pa3oop KOH-

Ienepanust KitOuei, XpaHe- [6.1.1,6.1.4] KPETHBIX CHTYya-

HHUE KIIOYCH, pacrpeere- 87071

HUE KII0Yel

HTroro mo 3 pa3nexy 3 0,5 4

IToaroroBka K  3K3aMeHy 2 27

(KOHTpOIB)

HToro 3a cemecTp 34 34 - 6 43
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5. TEKVIIWIM KOHTPOJIb YCIIEBAEMOCTH U [TPOMEXYTOUHAS ATTECTALIAS 10
NTOI'AM OCBOEHUA IUCLHUITIIMHBI.

5.1 TunoBble KOHTPOJIbHbIEC 3aJaHUS WJIM HHbIE MATepPHAJibl, HeOOXOAUMbIE VISl OLEHKH
3HAHUI, YMEHMH U HABBIKOB M (WJIH) ONBITA AeATEJbHOCTH

1. IlpumepHslii nepedyeHb BOIPOCOB MIPH 3aLIUTE JIAOOPATOPHBIX padoT:

— Kak renepupyercs napa kiroueil (ceKpeTHbIM U MyOIMYHBINA KIFOYM) B ACUMMETPUUYHBIX KPUITOCH-
cremax?

— UYro Ttakoe oxHoHamparieHHas (yHkuusa? Kak omgHoHampaBieHHble (YHKIHWU HUCIONB3YIOTCS B
KPUNTOTpapHUECKUX METOAAX?

— Kaxk ucnonssyercs cerp @aiicTens B CHMMETPUYHBIX OJIOUHBIX aITOPUTMaxX MUPpoBaHUA?

— Kak paborator cummerpuuHbsle kpunrocucremsl? Hapucyiite cxemy paboThl CHMMETPUYHON KPHUII-
TOCUCTEMBI?

— Kaxkue BbI 3HaeTE CHMMETPUYHBIE AITOPUTMBI ITHU(PPOBAHUA?

— Tlouemy anroputm DES sBnsiercs HenocTaTOYHO KPUIITOCTOMKHUM B HACTOSIILEE BpEMs?

— Yro Takoe KOIIU3UA?

— OnuumuTe Npoueaypy MOCTaHOBKH 3JEKTPOHHON IIU(PPOBON HOAMHUCH?

— UYro Takoe xemr-¢pyHkuua? Kak ¢ momompro Xsm-(OyHKIMH peanu3yeTcss KOHTPOJb LEIOCTHOCTU
JAHHBIX?

— Kaxk peanmusyercs pacnpe/enenue kitoueii mudpoBaHus?

— Kak paGoTatoT noTouHble anropuT™Mel muppoBanua? YTo OHU OTIIMYAIOTCS OT OJIOUHBIX?

— Ilouemy MOBTOpHOE HCIONB30BAHME KIFOYEBOTO MOTOKA JETAET aJTOPUTMBI IIU(PPOBAHUS YS3BH-
MBIMH?

— Yro Takoe 3eKTpoHHas U(poBas MOAMUCH?

— Kak ncnonp3yercst onepaius cIo)eHne o MO0 IBa B KpUNITOTpahuIecKux MeTo1ax?

— Pacckaxure xak paboTaroT paznuuHbsie pexxumsl mudposanus ECB, CBC, CPB, OFB?

2. TlpumepHsIif mepedeHb BOMPOCOB TS SK3aMEeHa!

— CuMMeTpHUYHBIE KPUIITOCUCTEMBI.

— AuroputMm DES. PasznoBuanoctu anroputma DES u araku Ha Hux.

— Aunroputm AES.

— OreuectBennsiid ctanaapT mudpposanus gaHHBIX [OCT 34.12-2015- «Marmay, «Ky3Heunk»
— AcUMMETPUYHBIE KPUIITOCUCTEMBI.

— OpnHoHanpaBiaeHHbIE QYHKIUH.

— Axroputm RSA.

— Anroputm Mepkna-XeniamaHa.

— Kpunrocucrema Pabuna.

— Tlorounsie mudpsl.

— Aunroputmsl RC4,RC5, RC6

— Auroputm Salsa20, anropurm ChaCha.

— DOUII. OcHoBHbIE MOHATHA U PYHKIMOHATBHOCTD. [Ipolieypbl MOCTAaHOBKHU M MTPOBEPKH MOIUCH.
—  Xom-pyukuus. TpeboBaHus K X3UI-(DYHKIHSAM.

—  Xom-pyukuusa. 'OCT34.11-2012

— Cxewmbl cozmpanus OIII.

— VYnpasnenue kinrouaMu. ['eHepanus kirodeil. XpaHeHHE KITI0Ue U pacipeieieHue KIIF0Yen.

— Wnentudukanus, ayreHTU(UKALINS, aBTOPU3ALINSL.
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KoMIIeKT OIIEHOUHBIX CPEACTB sBIsieTcss HeoThemieMoil yacThio POC u xpanurcs Ha kadeape «MH-
(opMaTHKa U CUCTEMBI YIIPABICHUS.

5.2 Onucanne mnoka3zatejleii M KPHTEPHEB KOHTPOJISI YCINEBAEMOCTH, ONMCAHHE IIKAJ
OlleHUBAHUS

Jlnist OLleHKW 3HAHWN, YMEHUH, HABBIKOB U (POPMHUPOBAHUS KOMIIETEHIIMU 110 JUCIUIUIUHE TPUMEH -

C€TCA TPaAAUIITUOHHAA CHUCTEMA,IIPU KOTOpOfIYCHeBaeMOCTB CTYACHTOBOLICHUBACTCA I10 IICTI)IpCX621.]'I.]'HJHOI‘/'I
MKAJIC «OTIINYHO», «XOPOUIO», KYAOBJICTBOPUTCIBHO», KHCYAOBJICTBOPUTCILHOY.
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Ta6muma 5.1-Kpurepun orieHuBanus pe3yinbTaTa OOy4eHHS 0 JUCIUTIIIMHE U IIIKaTa OIEHUBAHUS

Kpurtepuu oneHnBaHus pe3yJbTaToB 00y4eHHs

OmneHka Ouenka Ouenka OrneHka
Kozt u naumeHoBaHue MHAH  (gey/0BIeTBOPUTEIBHO» «YIOBJIETBOPUTEIBHO» / «3a- «xopomuro» / «OTIAMYHO» /
Koa n HanMeHOBaHHe KOMIETEHIMH | KAaTOPA JOCTHKEHHs KOMII¢ / «He 3aUTeHOY YTEHOY «3AUTEHOY «3AUTEHOY
TEHIUH 0-59% 60-74% 75-89% 90-100%
OT max pedTUHIOBO’ OT max PeUTHHIOBON OLEHKH 0T max pedTUHTOBOI 0T max peiTUHroBoi
OIIEHKH KOHTPOIISI KOHTPOJISI OIIEHKH KOHTPOJIS OIIEHKH KOHTPOJIISI
IIKC-3. Cnocoben nmpoBoauth pa3- | UTIKC-3.2. Paspabatei- | U3noxenue yueOHOro Mate- | MiMeer uacTmyHOe mMOHsATHE | 3HACT OCHOBHBIC KpuI- | MMmeer rioyOokue cu-
paboOTKy W aHanMM3 OOBEKTOB WH- | BaecT OOBEKTHI MH(OpMa- | puama OeccucTeMHOe, He- | 00 OCHOBHBIX KPHUNTO- | TOrpa)UuecKUe METOMBI; | CTEMHBIC 3HAHUSKPHIITO-

(hopMaIMOHHO OE30MaCHOCTH

IHOHHOM 0€30MacHOCTH

MOJIHOE,  OTCYTCTBYET IIO-
HUMaHHE MPHUHINIOB (PyHK-
IIMOHWPOBAHUS KPHUIITOTpa-
(hgecKkux METOMOB, HE CIIO-
COOCH HCIIOJIB30BAaTh KpPHUII-
TOorpaMIeCcKnue IMPOTOKOJIEI
IpU TPOCKTUPOBAHUM 3a-
MIMIIEHHBIX  POrPaMMHBIX
KOMIIJICKCOB.

rpaguyeckux MeTojax 3a-
IIUTEl UHOOPMALIUK, HCIIBI-
TBIBACT TPYIHOCTH NPU HC-
NOJB30BAaHUU  KPHUIITOTpa-
(UYECKNX MPOTOKOJIOB MPH
NPOCKTUPOBAHUH 3aLIUIICH-
HBIX TPOrPaMMHBIX KOM-
IUIEKCOB, HE CIOCOOEH aHa-
JIM3UPOBaTh HMH(POPMAIMOH-
HBIE PHCKHU B 00JIaCTH KpPHII-
Torpag4eckux  MpPOTOKO-
JIOB.

NPUMEHSIET Ha MpPaKTHKE
Kpunrorpaduyueckue
MPOTOKOJNBEI TIPH IPOCK-
THPOBAaHUM  3aIlUIICH-
HBIX TPOTPaMMHBIX KOM-
IUVICKCOB;  HCIBITHIBACT
3aTpyJHEHHUs TpU aHa-
nu3e  MH(POPMAIMOHHBIX
PHUCKOB B 00JaCTH KpHII-
TorpaM4ecKux IMpoTo-
KOJIOB

rpaduuecKux METOI0B
3aIIUTHl HHpOpMa-

LMY, IPAUMEHSIET Ha TIpaK-
THKE KpUnTorpaduyie-
CKHE MPOTOKOJIBI PH
MPOCKTUPOBAaHHH 3allU-
HICHHBIX MTPOTrPpaMMHBIX
KOMILIEKCOB, CIIOCOOEH
aHaIM3UpoBaTh HHPOP-
MAallMOHHBIX PHUCKHU B
obuactu kpunrorpadu-
YEeCKHX MPOTOKOJIOB.
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Tabnuua 5.2 - Kputepuu orieHuBanus

Ouenka Kputepuu oueHuBaHus
Bricokuuil ypoBeHb | OLIEHKY «OTJIMYHO» 3aCly’)KMBaeT CTYACHT, OCBOMBIIMNA 3HAHUS, YMEHHS, KOMIIETCH-
«5» MU ¥ TEOPETHYCCKUIA MaTepuas 0e3 mpoOeyioB; BBITOJHUBIIUI BCE 3alaHUS, MPEIY-
(oTIMaHO) CMOTPCHHBIC YUEOHBIM IUTAHOM Ha BBICOKOM KAadeCTBEHHOM YPOBHE; MPAaKTHIECKHE

HAaBBIKH IPO(ECCHOHATPHOTO MPUMEHEHHS OCBOSHHBIX 3HAHUH c()OPMHUPOBAHEL.
OILIEHKY «XOPOILI0» 3aCITyXHBACT CTYICHT, MPAKTHUECKN OJHOCTHIO OCBOMBINUH 3HA-
HUS, yMEHHS, KOMIETCHINN ¥ TEOPETHUECKUI MaTepual, yaeOHbIC 3a1aHNs HE OICHE-

CpemHmii ypoBeHB «4»

(xopom10)
HBl MAKCUMaJIbHBIM YHCIIOM OAaJJIOB, B OCHOBHOM C(hOPMHPOBAI MPAKTHUECKHE HABBI-
KH.
IToporoBelit ypoBeHb | OLECHKY «yAOBJETBOPUTEIBbHO» 3aCIy)XUBACT CTYACHT, YACTHYHO C MpobeaMu 0CBO-
«3» (yIOBIETBOPH- | MBIIMU 3HAHHS, yMEHHsS, KOMIICTCHIIMU ¥ TEOPETUUECKHI MaTepHal, MHOTHE y4eOHbIe
TEJIBHO) 3aaHus TUOO HE BBITIOIHMI, JINOO OHU OIICHEHBI YHCIIOM 0aUIOB OJU3KUM K MHHH-

MaJIbHOMY, HCKOTOPBIC NPAKTUYCCKNUEC HABBIKU HE C(l)OpMI/IpOBaHLI.

y OIICHKY «HEY/OBJIETBOPHTEILHO» 3aCTy)KHBAET CTY/ICHT, HE OCBOMBIIMI 3HAHMUS, yMe-
MHHHMATBHBI ypo- | O o «HEVA P y YICHT, , YM

BEHb «2» (HeyoBIIe-
TBOPHTEJILHO) MPaKTHYECKHE HAaBBIKU HE C(DOPMHUPOBAHEI.

HHUs, KOMIICTCHIIMH H TeOpCTI/I‘-IeCKI/Iﬁ Mmarepual, y‘Ie6HbIe 3aJJaHusAd HEC BBIIIOJIHHII,

6. YYEBHO-METOAMYECKOE OBECITEYEHUME JUCHUITJIINHBI

6.1 YueOnas iureparypa

6.1.1. Kopxuk, B. Y. OcHoBsl kpuntorpaduu : yueonoe nocodue / B. U. Kopxuxk, B. I1. [Ipocuxun,
B. A. SIkoBneB. — Canxrt-IlerepOypr : CIIOI'YT um. M.A. bonu-bpyesuua, 2014. — 277 c.
— ISBN 978-5-89160-097-3. — TekcT : anekTpoHHbIH // JIaHb : 351eKTpoHHO-0nbImoTeyHas
cuctema. — URL: https://e.lanbook.com/book/181501 (nata obpamenus: 30.11.2021)

6.1.2. Kpakosckwii, FO. M. MeTos! 3amuTsl nHGOpMAIUK : yaeOHOe mocodue st By3oB / FO. M.
KpakoBckuii. — 3-e uzn., nepepad. — Cankr-IletepOypr : Jlanb, 2021. — 236 c. — ISBN
978-5-8114-5632-1. — TekcT : 3nmeKkTpoHHbIH // JIaHb : 3IEKTPOHHO-OMOIMOTEYHAsT CUCTEMA.
— URL: https://e.lanbook.com/book/156401 (mata obpamenus: 03.02.2022). — Pexum go-
CTyHa: Ui aBTOPH3. MOJIb30BATEIICH.

6.1.3. Kammpckas, E. H. Kpunrorpaduueckue cuctemsl : yuebnoe nocodue / E. H. Kammpckas, A.
I1. Kymnup. — Mocksa : PTY MUPOA, 2021. — 66 c. — Tekcrt : 3nekTpoHHbIi // JlaHb :
3NIeKTpOHHO-O0nbmoreyHas cucrema. — URL: https://e.Janbook.com/book/182424 (nata o0-
pamenust: 30.11.2021)

6.1.4. Kanpanos C.H. Metozs! u cpencrsa 3amutsel uHpopmanuu. Yacts 1. Kpunrorpadus. Crera-
Horpadus: yue0. nmocodue / C.H. Kanpanos, J[.A. JIsxmanos, [1.A. Illaranosa; Huxeropon.
roc. TexH. yH-T UM. P.E. AnekceeBa. — Huxuuit Hosropon, 2021. - 94 c.

6.2 CnpaBouHo-0ub1HOrpaduyecKkas JuTeparypa

6.1.5. Hukudopos, C. H. Meroas! 3aumts! naHdopmanuu. lludppoBanne nanHbIX : yuebHOE mocodue
/ C. H. Hukudopos. — 2-e u3n., crep. — Cankr-IlerepOypr : Jlanp, 2019. — 160 c. — ISBN
978-5-8114-4042-9. — TekcT : 3neKTpOHHBIH // JIaHb : 3IeKTPOHHO-OMOIHOTEYHAS CHCTEMA.
— URL: https://e.lanbook.com/book/114699 (nara o6pamenus: 30.11.2021)

6.1.6. MapTtsiHOB, JI. M. AnreOpa u TeOpHs Yrce JUIsl KpUITorpadguu : yaeOHOe MOCoOHe JIIs By30B
/ JI. M. MapTbiHOB. — 2-¢ u3J., ctep. — Cankr-IlerepOypr : Jlans, 2020. — 456 c¢. — ISBN
978-5-8114-9346-3. — TekcT : 2yeKTpoHHBIH // JIaHb : 21IeKTpOHHO-OMOIMOTEeYHAS CHCTEMA.
— URL: https://e.lanbook.com/book/189446 (nara o6pamenus: 30.11.2021)

6.3 Ilepeyensb KypHAJIOB M0 NPOPUII0 THCHUIIMHBI:
Hcnons30BaHKe )KypHAIOB HE IPEAYCMOTPEHO ITPU U3YYEHUH THCLMILIAHBIL.
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6.4 MeTonnuyeckne yKa3zaHusl, peKOMEHIAIUN U IPyrue MaTepuajbl K 3aHATHAM
6.1.7. Meron. yka3aHus i 1a60paTOpHBIX paboT no aucuuiuiie «OCHOBBI KPUNTOTPapUIECKUX METO-

JIOBY», ISl CTyeHTOB HampapieHus noarotoBku 09.03.02 «MHpopMaIimoHHbBIE CUCTEMBl U TEXHO-

norum» qHeBHOU Gopmbl o0yuenust / HI'TY; Cocr.: I1.A. Illaranosa, H.Hosropoz, 2020

7. THO®OPMALIMOHHOE OBECIIEUEHUE NVUCHUITJIMHBI

Y4eOHbIii mpolecc Mo AUCHUIUIMHE 00ecrieueH HeOOXO0AMMbBIM KOMILJIEKTOM CBOOOJIHO pacnpocTpa-
HSIEMOTO IMPOTPAMMHOT0 0OecredeHus (COCTaB Mo AUCHHUILUINHE onpeeseH B HacTosmeit PI1J] u moanexur
OOHOBIICHUIO TIPU HEOOXOIMUMOCTH ).

7.1 IlepeyeHb HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM

Ta6muma 7.1 -ITepedeHn JIEKTPOHHBIX OMOIMOTEUHBIX CUCTEM

Ne HaumenoBanue 96C Ccpliaka k 9BC
JlaHb https://e.lanbook.com/
2 Opaiit https://biblio-online.ru/

7.2 llepeveHnb CBOOOTHO PACTIPOCTPAHSIEMOT0 POrPAMMHOI0 00ecevyeHUst

Tabmuna 7.2 — [IporpamMmmHOe obecrieueHue, NCIOIb3yeMOe CTYJACHTaMH OYHOTO 00y4eHUS

IIporpammuoe obecnevenne, IIporpammHoe oGecniedeHrne CBOOOTHOI0 PacpoOCTPAHEeHUS
HCIOJIb3yeMoe B
YHHBEpPCUTETE HA

JOTrOBOPHOM OCHOBE

- Adobe Acrobat Reader (https://acrobat.adobe.com/ru/ru/acrobat/pdf-reader.html)

Linux (https://www.linux.com/)

OpenOffice (FreeWare) https://www.openoffice.org/ru/

JDK 8 u srimie (https://adoptopenjdk.net/)

DpeiimBopk Java Spring 5

(https://spring.io/projects/spring-framework)

Eclipse (https://www.eclipse.org/)

Intellij ldea (https://www.jetbrains.com/ru-ru/idea/)

git (https://qgit-scm.com/), github (https://github.com/)

Maven (https://maven.apache.org/), Gradle (https://gradle.org/)

Penmaxrop 6i0k-cxem (https://app.diagrams.net/)

7.3 TlepedyeHb COBpPeMEHHBLIX NPO(ECCHOHAIBHBLIX 0a3 JaHHBIX W WH(POPMAIUOHHBIX
CIIPABOYHBIX CHCTEM

B tabnune7.4yka3aHn nepeueHb NpoQeccuoHanbHbIX 0a3 JaHHBIX U MH(OOPMAIIMOHHBIX CIIPABOYHBIX
CHUCTEM, K KOTOPbIM oOecrieueH A0CTyI (yAaJleHHbIN 1ocTyn). JlaHHbBIN lepedeHb MOAJIEKUT OOHOBICHHIO B
cootBercTBUM ¢ TpeboBanusmu GI'OC BO.

B nanHOM pasnene MOryT ObITh NMPHUBEACHBI PECYpChl (CCHUIKM Ha CalThl), HA KOTOPBIX MOYKHO
HaANTH NMOJIE3HYIO /Ul Kypca HH(POPMAIIKIO, B T.U. CTATUCTUYECKHE WM CIIPABOYHBIE JJaHHbIE, yueOHbIe Ma-
TepHalbl, OHJIAH KypChl U T.J.

Tabnuua 7.4— IlepeueHb cOBpeMEHHBIX TPOPECCHOHATBHBIX 0a3 TaHHBIX U MH()OPMAITMOHHBIX
CIPAaBOYHBIX CUCTEM

| Ne | HaumenoBaHue npogeccHoHANbHOI 0a3bl JaHHBIX, | Joctyn Kk pecypcey (yAaJeHHBIH JOCTYN ¢ YKa3aHHEM |

15



https://e.lanbook.com/
https://biblio-online.ru/
https://acrobat.adobe.com/ru/ru/acrobat/pdf-reader.html
https://www.linux.com/
https://www.openoffice.org/ru/
https://adoptopenjdk.net/
https://spring.io/projects/spring-framework
https://www.eclipse.org/
https://www.jetbrains.com/ru-ru/idea/
https://git-scm.com/
https://github.com/
https://maven.apache.org/
https://gradle.org/
https://app.diagrams.net/

HH(OPMANMOHHO-CIIPABOYHOI CHCTEMBbI CCBLJIKH/IOCTYII M3 JIOKAJTbHOH CeTH YHHBEPCUTETA)
1 2 3
1 Baza nannbix cranaaptoB u periiameHToB POCCTAH- https://www.rst.gov.ru/portal/gost/home/standarts
JIAPT
2 [epeuyens npodeccoHaNBHBIX 0a3 TaHHBIX U HHPOD- https://cyberpedia.su/21x47c0.html
MAIMOHHBIX CIIPABOYHBIX CHCTEM
3 Karanor naTTepHOB MPOCKTHPOBAHHS https://refactoring.guru/ru/design-patterns/catalog

8. OBPA3OBATEJIbHBIE PECYPCbI VIS MTHBAJIMJOB U JIUL] C OB3

B Tabmmine8.1 ykazan nepeueHb 00pa3oBaTeIbHBIX PECYPCOB, MMEIOIIHMX (OPMBI, aIalITUPOBAHHBIC
K OTPAaHUYCHHSAM UX 3JI0POBBS, & TAKIKE CBEICHUS O HAIMYMH CICIHAILHBIX TEXHHYECKUX CPEJICTB 00y4e-
HUS KOJUICKTHBHOTO M WHIWBUAYAJILHOTO T0JIb30BaHus. [Ipy 3amoqHeHNH TaOIUIbl MOXKET OBITh HCIIOJb-
30BaHa wWH(pOpMAaIUs, pa3MelleHHas B moapaszaene «JlocTymHas cpemay CHenualu3upOBAHHOTO pasjera
caiita HI'TY «Csenenus 06 oOpa3oBarenbHO# opranuzanuu»https://www.nntu.ru/sveden/accenv/

Tabnuma 8.1 - Ob6pa3zoBaTenbHbIC PECYPCHI 11 UHBATUIOB | Jinil ¢ OB3

Ne Ilepeuenb 00pa3oBaTe/bLHBIX pecypcoB, PHU- CaeieHUSs] 0 HAIMYMH CTIEUATBHBIX TEXHMYECKHX CPe/ICTB
cIoco0JIeHHBIX /ISl MCIIOIb30BAHUS HHBAINAA- | 00yYeHHUS KOJJIeKTHBHOIO U HHAMBUAYAJILHOTO N0/1b30Ba-
mu u qunamu ¢ OB3 HUSA
1 OBC «KoHCYyNnbTaHT CTyAECHTa» 03BYYKa KHHI' U YBEJIMUEHHE IpUdTa
2 9BC «Jlaub» crieuaIbHOe MOOMIIbHOE MPUIIOKEHHE - CHHTE3aTOp PEUH,
KOTOPBIH BOCIIPOM3BOAUT TEKCTHI KHUT M MEHIO HaBUTAINN
3 9BC «¥Opaiit» Bepcus s cabOBHUIAIIAX

9. MATEPUAJIbBHO-TEXHUYECKOE OBECIIEYEHME, HEOBXO/VMOE JJ
OCYILIECTBJIEHUA OBPA30OBATEJIBHOI'O ITPOLIECCA 110 AMCHUIIJIMHE

JIJ11 KOHTaKTHOM M CaMOCTOSITEIbHOM pabOThl 00Y4arOIIKUXCS BbI/IEJIEHBI TOMEIEHUS, OCHAIEHHbIE
KOMITbIOTEPHOM TEXHUKOH C MOJKI0YeHneM K cetu "MHTepHer" u obecrieueHneM JOCTyIa B 3JEKTPOHH YIO
nH()OPMaAIIMOHHO-00PA30BATENBHYIO CPEy OPTaHU3AIINN:

—  3aJ]1 3JEeKTPOHHO-UH(OPMAIMOHHBIX pecypcoB (ayn. 2210 — 11 komnbroTepos, aya. 6119 — 9

KOMIIBIOTEPOB);
— YHUTaJBHBIN 3aJ1 OTKPBITOro AocTyna (ays. 6162 — 2 koMIbIoTepa);
— ayn. 2303, 2202, o6opynoBanusie Wi-Fi.

[lepeuens MaTepHaTbHO-TEXHHUECKOTO 00ecTeueH s, HEOOXOUMOTO ISl peau3alii MporpaMMbl
OakanaBpuaTaIsl CTYJIEHTOB OYHOTO 00YYEHUSsI, BKIIFOUAET B C€0s KOMITBIOTEPHBIE KJIACChI

1. Ayo. 4408 kagheopor «Hngpopmamuka u cucmemolt ynpagnenusn» - navopamopus Hngpopma-
YUOHHBIX MEXHOI02UIL.
KommnbroTepsl, OCHalIeHHbIE HEOOXOAWMBIM OOOPYAIOBAaHHEM, TEXHHYECKHUMH W AJIEKTPOHHBIMHU
CpeACcTBaMU O0Y4YEHHUsI M KOHTPOJIS 3HAaHUH CTYAEHTOB.
— 8 paboumx Mect Ha 6a3e ToHKuX KiueHtoB DellWise,
— MyJbTUMeENNHHBIN npoektop BenQ PB6240,
— Hoytoyk Lenovo V130-151KB,
— CTeH] AJI U3YYEHHUs aBTOMAaTHYECKUX CHCTEM yrpaBieHus Ha 6a3e 6i1oka MyRio ¢ FPGA nog
ynpasineHuem LabView.

[MTakets! [1O (MUIIEH3MOHHOE):
— Dr.Web (c/mH H365-W77K-B5HP-N346 ot 31.05.2021).

[Takets! [1O (pacmpocTpansiemMoe 10 CBOOOTHON JIUIICH3UH ):
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— Apache OpenOffice;
Linux Ubuntu 20.04 (https://releases.ubuntu.com/20.04/)
git (https://git-scm.com/)

Microsoft Visual Studio 2017 Community Edition
(https://visualstudio.microsoft.com/ru/vs/community/)

Taxxe, UIsI CAMOCTOSITENTLHOW pa0dOThl 00YJArONINXCS BBIACICHBI IOMEIICHUS, OCHAMEHHBIC KOM-

MBIOTEPHON TEXHHUKOW ¢ MOAKIIOYeHHEM K ceTH "MHTepHeT" M obecredeHrueM JOCTyma B 3JICKTPOHHYIO
UH(POPMALIMOHHO-00pa30BaTENbHYIO CPEly OpraHU3alUu:

Ta6muma 9.1 - OcHaEeHHOCTh Ay TUTOPUIA U TIOMEIIEHUN JII CAMOCTOSITEIbHOM pabOTHI CTYIEHTOB T10

JUCLIUILINHE
Ne HaumenoBanme ayau- OcHalmeHHOCTbayIMTOPUIA IlepedyeHpb TNEH3HOHHOTO MPOTPAMMHOI0
TOpPHIl ¥ TOMeLeHn i NOMeIeHUii B IoMeleHUi olecneyenmns.
JJISl CAMOCTOSAITEJILHOW | JJI5 CAMOCTOATEIbHOM pado- | PeKBH3UTHI MOATBEPKIAIONIETO TOKYMEH-
padoThl Thl Ta
1 1 2 3
1 6421 Kommekr memonctparmonnoro | ¢ Microsoft Windows7 (moamucka
yueOHast ayAUTOpust U1si | 000pyIOBaHMS: DreamSpark Premium, morosop NeTr113003

MPOBEJICHUS 3aHITUI
JIEKIIMOHHOTO U
CEMHHAPCKOTO THUIIA,
IPYNIOBBIX U HHIUBH-
JyaJIbHBIX
KOHCYJIbTALUM,
TEKYILEro KOHTPOISA 1
IPOMEKYTOUHOM aTTe-
crauuy; r. Hwxuui
Hogsropoa, Kazanckoe
m., 12

* TIK, c BBIX0OJIOM Ha MYJIbTHU-
MEMIHBIN TPOEKTOp, Ha Oa3e
AMD Athlon 2.8Ttm, 4 I'6
03V, 250 I'b HDD, monuTop
19” — 1.

* MyJIbTUMEIUNHBII IPOEKTOP
Epson- 1 mT;

* OkpaH — 1 wrt,;

Habop y4eOHO-HAITSAHBIX TO-

cobmii

or 25.09.14)

* Gimp 2.8 (cBo6oHOE [10, nuieH3us
GNU GPLvV3);

* Microsoft Office Professional Plus 2007
(mmrmensus Ne 42470655);

» OpenOffice 4.1.1 (cBoboanoe [10, nuiieH-
3ust ApacheLicense 2.0)

» AdobeAcrobatReader (FreeWare);

* 7-zip nns Windows (cBoGogHOpACTIPO-
crpansemoe [10, muniensuess GNU LGPL);
Dr.Web (c/u H365-W77K-B5HP-N346 ot
31.05.2021).

6543

KOMIIBIOTEPHBIH Kiacce -
nomenienue st CPC,
KYpPCOBOTO MPOEKTHPO-
BaHUsI (BBIMTOTHEHUS
KYPCOBBIX paboT), T.
Hwxuuit Hosropon, Ka-
3aHCKOE III., 12)

* IIpoexTop Accer — 1mT;

* TIK na 6a3e IntelCoreDuo
2931Tu,2I'6 O3V, 32010
HDD, monuTop Samsung 19° —
11 mrr..

IIK moaxmrouensl K cetu «UH-
TEpHET» W 00ECleYnBaloT JI0-
CTYII B AJIEKTPOHHYIO UH(OpMa-
[IMOHHO-00pa30BaTEeNbHYI0 Cpe-
NIy YHUBEPCUTETA

* Microsoft Windows 7 (moanucka
DreamSpark Premium, norosop Ne
Tr113003 ot 25.09.14);

* Microsoft Office (siuriensust Ne
43178972);

 Adobe Design Premium CS 5.5.5
(munensus Ne 65112135);

» Adobe Acrobat Reader (FreeWare);

* 7-zip st Windows (cBo6oaHOpactpo-
crpansiemoe 10, munensues GNULGPL);
* Dr.Web (c/u H365-W77K-B5HP-N346 ot
31.05.2021)

» KoncynprantlImroc(I'TI Ne
0332100025418000079 ot 21.12.2018);

Gimp 2.8 (cBobomnoe IO, nuueH3us
GNUGPLV3)
10. METOUYECKHWE PEKOMEHJAIIMM  OBYUAKOIIUMCA 11O  OCBOEHHUIO

JIACLIUTUIMHBI

oOpa3oBaTe/ibHbI€ TEXHOJIOTUH

10.1 O0mue MeToaqMYeCKHEe PEKOMEHIANMHU I 00YYAIOIIMXCSl N0 OCBOEHUIO TUCIHUILINHBIL,
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JIMCLMIUIMHA pealn3yeTcss MOCPEICTBOM IPOBEACHUS KOHTAKTHOW palbOThl ¢ OOy4YaromMMUCs
(BKJTIOUAs TIPOBENICHUE TEKYIIETO KOHTPOJS YCIEBAEMOCTH), CAMOCTOSTEIILHON pabOThl 00YYaIOMUXCs U
IIPOMEKYTOYHOM aTTECTALUU.

[Tpu mpenogaBannu AUCHUTUIHHBI «OCHOBBI KPUIITOTPAPUUECKUX METOIOBY», HCIOIB3YIOTCS CO-

BpPEMEHHBIE 00pa30BaTEIbHBIC TEXHOJIOTHHU, TIO3BOJISIONIUE MOBBICUTh AKTUBHOCTH CTYJCHTOB IPU OCBOE-
HUM MaTepualia Kypca U MPEeJIOCTaBUTh UM BO3MOXKHOCTh 3(h(EeKTUBHO peann3oBaTh 4achl CAaMOCTOSTEb-
HOI paOOTHI.

Becp neKIIMOHHBIA MaTepuall Kypca COMPOBOXIAETCS KOMIIBIOTEPHBIMU MPE3CHTAIMSIMU, B KOTO-
PBIX HATJISTHO MPENOTHOCITCS MaTeprall pa3IMYHbBIX Pa3/eioB Kypca M 4TO JaeT BO3MOXHOCTh 00CYINUTh
MaTepuai Co CTYJICHTaMU BO BpEMsl YTCHHUS JICKIIMI, aKTUBUPOBAThH UX JCSITEILHOCTh IIPU OCBOCHHUH MaTe-
puana. DIeKTPOHHBIC MaTePUAIIBI JICKIUKA B MEPHO TUCTAHIIMOHHOTO O0yUYEHUS! OTIPABIISIOTCS IO AJICK-
TPOHHOM TOYTE Ha ajgpeca rPyIi ¥ MOTYT OBITh MOJYYCHBI A0 YTEHUS JICKIIUH U MPOpadOTaHbI CTY/ICHTA-
MU B XOJIE CAMOCTOSITEIIbHOI pabOTHI.

Ha neknusix, mpakTHYeCKHUX 3aHATUSAX PEATH3YIOTCS HHTEPAKTUBHBIC TEXHOJIOTHH, TPUBETCTBYIOTCS
BOIIPOCHI U OOCYXKJICHHsI, UCIIOJIB3YETCSI JTMYHOCTHO-OPUCHTUPOBAHHBIN TMOAXO0, TEXHOJOTHUS PAOOTHI B
MaJIBIX TPYIIIAX, YTO MO3BOJISIET CTYACHTaM MPOSBUTE CE0sl, MMOJYIUTh HABBIKM CAMOCTOSTEIIHHOTO H3yde-
HUSl MaTepuaa, BEIPOBHATh YPOBEHb 3HAHU B TPyIIIE.

Bce BOMpoCH!, BO3HUKIIKE MPH CAMOCTOSTEILHON paboTe Haa JOMAIIHUM 33JaHHEM TOJPOOHO
pa3duparoTca Ha MPAKTUYECKUX 3aHATUSAX U JIeKnusx. [IpoBoAsSTCs MHAWBUIYaTbHBIE U TPYIIOBBIE KOH-
CYJBTAIlMM C WCIIOJIb30BAHUEM COBPEMEHHBIX WH(OPMAIMOHHBIX TEXHOJIOTUN: 3JIEKTPOHHAS 110YTa, MEC-
cenkepsl, Zoom, Discord.

NuunmupyeTcsi akTUBHOCTh CTYACHTOB, MOOIIPSIETCS 3aJaHue JIOOBIX BOMPOCOB IO MaTepuany,
MPAKTUKYETCS UHIUBUIYaIbHBIA OTBET HAa BOIIPOCHI CTYACHTA, PEKOMEHIYIOTCSI METObI YCIIEITHOTO CaMO-
CTOSTEIILHOTO YCBOCHHS MaTepHaja B 3aBUCUMOCTH OT YPOBHS €ro 6a30BOH MOJITOTOBKH.

Jl7is OlleHKU 3HaHUM, YMEHUil, HaBBIKOB U YPOBHSI C(DOPMHUPOBAHHOCTUKOMIETEHIINH TMPUMEHSET-
CsA0aIIbHO-PEUTUHTOBAsICCTEMA KOHTPOJISI U OLICHKU YCIIEBAEMOCTH CTYJIEHTOB B IPOILIECCE TEKYIIETO
KOHTPOJISA.

[TpomMexyTodHas aTTecTaus MPOBOIUTCS B OpME 3aueTa ¢ OICHKOW C yU4eTOM TEeKYIIeH ycreBae-
MOCTH.

Pe3yabTaT 00yuenusi cuutaercss c()OpMHUPOBAHHBIM HA MOBBIIIEHHOM YPOBHE, €CJIH TEOPETH-
YECKOEe COJIEpKaHUE Kypca OCBOEHO MOJTHOCTHI0. [Ipu yCTHBIX coOeceqoBaHUSX CTYIEHT MCUYEPIbIBAOIIE,
MOCJIEIOBATEIBHO, YETKO U JIOTUYECKU U3JIaraeT yueOHbIN MaTepHall; CBOOOJHO CIIPABIISETCs C 3aJaHUsIMHU,
BOIPOCaMH, UCTIONB3YET B OTBETE JOMOIHUTENbHBIN MaTepuan. Bee mpemycMoTpeHHble paboueil yueOHOH
IPOrPaMMOM 3aJJaH¥VsI BHIITOJTHEHBI B COOTBETCTBUU C YCTAHOBJIICHHBIMH TPEOOBAaHUSAMU, CTYACHT CIIOCOOEH
AHATM3UPOBATH MOJYYCHHBIE PE3YIbTATHI, MPOSIBIISIET CAMOCTOSATEIBHOCTh MPHY BHITIOJHEHUH 3a/IaHUH.

Pe3yabTaT 00yueHusi cuutaercsi c(pOpMHPOBAHHBIM HA MOPOrOBOM YPOBHE, €CIIM TEOpEeTUYE-
CKOE Co/iepKaHMe Kypca OCBOEHO MONHOCThI0. [Ipu yCTHBIX cobeceqoBaHUsIX CTYACHT MOCIEI0BATENbHO,
YETKO W JIOTHYECKH HW3JIaraeT y4eOHBIM MaTepuai; CHpaBIISICTCS C 3aJaHUSMH, BOIPOCAMH, TPEOYIOIINX
NPUMEHEHHUS 3HaHMI; BCe MPEAYyCMOTpEHHBIE paboueii yueOHOM mporpaMMoi 3a/1aHus BBITIOJTHEHBI B COOT-
BETCTBHH C YCTAHOBJIEHHBIMU TPEOOBAHUSIMHU, CTYICHT CIOCOOCH aHAIM3UPOBAThH MOJYYCHHBIC pE3yiIbTa-
ThI; IPOSIBJISIET CAMOCTOSITEILHOCTD MPH BHITIOJTHEHUU 33JaHUH.

Pe3yabTaT 00yueHus cHuTaeTcss Hec(hpOPpMUPOBAHHBIM, €CITH CTY/ICHT IIPH BBITOJHEHUY 33 JaHHHA
HE JIEMOHCTPUPYET 3HAHUN y4eOHOTO Marepuala, IOMyCcKaeT OMMOKH, HEYBEPEHHO, C OOJBIIUMH 3aTPy/I-
HEHUSMU BBITTOJIHSACT 3aaHUS, HE JEMOHCTPUPYET HEOOXOIUMBIX YMEHHH, KAYECTBO BBHITIOJTHEHHBIX 3aj1a-
HUU HE COOTBETCTBYET YCTAHOBJICHHBIM TPEOOBAHHIM, KAY€CTBO X BBHIITOIHEHUS OIEHEHO YHCIIOM 0alioB
HIDKE TPEX IO OLIEHOYHOU CHCTEME, YTO COOTBETCTBYET IOMIOPOTOBOMY YPOBHIO.

10.2 MeToauyeckue yKa3aHusi AJsl 3aHATHI JEKIIHOHHOTO THIA

JIeKIMOHHBIN KypC TPEAnoaraeT CHCTeMaTU3UPOBAHHOE U3JI0KEHHE OCHOBHBIX BOITPOCOB TEMAaTH-
YecKoro IiaHa. B XoJe NeKIHOHHBIX 3aHATHI PacKphIBAIOTCS 0a30BbIE BOMPOCH B paMKax KaXKIOW TEMbI
nuctnutuinael (Tabmumet 4.4, 4.5, 4.6) . O0603HAYAIOTCS KITFOUEBBIE ACTIEKTHI TEM, a TaK)Ke JIETat0TCs aKIeH-

18



ThI HAa HauOOJIee CIOKHBIC M BAXKHBIC MOJIOKEHUSI H3y4yaeMOoro MaTepuana. MaTepuanbl JTEKIUNA SBISTFOTCS
OTIOPHOHM OCHOBOM JIJIsI IIOJTOTOBKHM OOYYAIOIIMXCS K IPAKTUYCCKUM 3aHSATHSM U BBITIOJIHCHHS 3aJJaHUM ca-
MOCTOSITEIBHON PabOTHI, a TAK)KE K MEPONPUITHUSIM TEKYIIETO KOHTPOJISL YCIIEBAEMOCTH U TIPOMEKYTOUHOM
aTTECTALIMU 10 TUCIHIIIMHE.
10.3MeToauvecKue yKa3aHus M0 OCBOCHHIO JUCHHUILIMHBI HA JIa00paTOPHBIXpaboTax
[ToaroToBKy K Ka)aoi 1abopaTopHOil paboTe CTYICHT JAOHKEH HayaTh C O3HAKOMJICHHS C TUIAHOM
3aHSITHSI, KOTOPBIA OTPaXKaeT ColepiKaHue MPEeNIOKeHHON TeMbl. Kaxias BeIOTHEHHAs paboTa ¢ 0dopMm-
JICHHBIM OTYETOM ITOJJICKHUT 3aIIUTE Y TPEIoIaBaTelIsl.
[Tpu oueHuBaHMM 1a00PATOPHBIX PAOOT YUUTHIBACTCS CIIEAYIOLICE:
— Ka4eCTBO BBIMOJIHEHUS MPAKTUYECKON YaCTH PabOThI M CTETICHh COOTBETCTBHS PE3yJIbTaTOB PAOOTHI
3aJJaHHBIM TPeOOBAHUSAM;
— KadecTBO 0(OPMIICHHSI OTYETA 1O padboTe;
— Ka4eCTBO YCTHBIX OTBETOB Ha KOHTPOJIbHBIC BOIPOCHI ITPH 3aIUTE PAOOTHI.
10.4 MeToauyecKkue yKa3aHUs M0 OCBOEHUIO TUCHUIVIMHBI HA MPAKTUYECKUX 3aHATHAX
[IpakTUueckue 3aHATUS 110 AUCIUIUIMHE HE MPEyCMOTPEHBI

10.5 MeTogu4yeckue yKa3aHusi 0 OCBOEHHIO TUCIUIJIMHBI HA KYPCOBOIi padoTe
KypcoBas paboTa He mpenrycMOTpeHa yueOHbIM IIIIaHOM.

10.6MeToauyecKkue yKa3aHHs 10 CAMOCTOSAITEILHOM padoTe 00yyaomuxcs

CamocrosiTenbHast pabota obecreuynBaeT MOArOTOBKY OOy4arolerocss K ayJUTOPHBIM 3aHATHIM U
MEpONPHUATHIM TEKYIIEr0 KOHTPOJIS U MPOMEXYTOYHOHN aTTecTally 1o U3ydaeMoi aucuuiuiibe. Pesynb-
TaThl DTOH MMOATOTOBKH IPOABJIAIOTCA B aKTUBHOCTHU 06yan01uer0csl Ha 3aHATHUAX U B KA4E€CTBC BBIIIOJIHCH-
HBIX NTPAKTUYECKUX 3aaHUN U Jpyrux (OpM TEKyIIEro KOHTPOJIS.

[Ipu BBITIOTHEHUH 3aJlaHUN JI1 CAMOCTOSITEILHOM pabOThl peKOMEHayeTCs mpopaboTka maTepua-
JIOB JICKIUH MO K10l NpoiIeHHON Teme, a TakkKe M3ydyeHHE PEKOMEHIYEMOM JMTepaTyphl, MpeJcTaB-
neHHoi B Paznene 6.

B nponecce camocrosTenbHON pabOThI IPU U3YYECHUH AUCLUILIMHBI CTYIEHTHI MOTYT paboTaTh Ha
KOMIIBIOTEPE B CHELMATU3UPOBAHHBIX ayIUTOPUAX IJI CAMOCTOSITENIbHOM paboThl, ykazaHHbIX BPa3zene 9.
B ayauropusx mmeercss AOCTyn depe3 HMH(GOPMALMOHHO-TEIEKOMMYHHUKALMOHHYIO ceTh «HTepHeT» K
3JEKTPOHHOU MH(pOpMallMOHHO-00pa3oBaTenbHoi cpene yHuepcutera (OMOC) u snexkTpoHHOM 61bIMO-
teuHoi cucreme (OBC), rae B 27eKTPOHHOM BUJE pacHojararoTcs yueOHble U yueOHO-METOANYECKHE Ma-
TEPpHUAJIbI, KOTOPBIC MOT'YT OBITh HUCITOJIHL30BaHbI JJIsA CaMOCTOSITEITbHOM pa6OTI>I pru U3y4CHUU AUCHUILIN-
HBI.
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11. OHEHOYHBIE CPEACTBA U1 KOHTPOJIAA OCBOEHUA AU CHUITJIMHBI

11.1 TunoBble KOHTPOJbHbIE 32JaHUSA HJIH HHble MaTepHajbl, HEOOXOAUMBbIE JJI OLEHKH
3HAHUI, YMEHHH, HABBIKOB U (MJIM) ONBLITA B X0/1€ KOHTPOJIAl TEKYyllIeill ycreBaeMoCTH

Jist TeKyImero KOHTPOJIsl 3HAHWH CTYJCHTOB O JTUCIHUILIMHE MPOBOIAUTCS KOMILJIEKCHAS OIEHKA
3HAHMM, BKIIIOYAIOIIas

11.1.1. TunoBsle 3amanust s 1a00PATOPHBIX PadbOT

TunoBble 3aganust ISl TaOOPATOPHBIX PabOT MPUBEICHBI B yUeOHO-METOUICCKIX YKA3aHUAX TI0

MIPOBEICHUIO J1a00OpPaTOPHBIX PadoOT.

11.2 TunoBble KOHTPOJIbHbIE 33/IaHUSI WM HHbIe MAaTepHaJbl, HEOOXOAUMBbIE JIA OLEHKH
3HAHUM, yMEHHH, HABBIKOB U (MJIM) ONbITA B X0/1€ MPOMEKYTOYHOM aTTeCTAIUU MO JUCIUIINHE

11.2.1. 3amuTa KypcoBOro nmpoekTa/ paboThl

KypcoBas paGoTa He nmpeycMOTpeHa y4eOHbIM IIJIaHOM

11.2.2. Dx3aMeH s CTYJCHTOB OYHOUM (popMbI 00yUeHus B 5 cemecTpe.
[TpoBouTCS B BUJIE YCTHOTO COOECEIOBAHMS IO TUIIOBBIM BOTIPOCAM.
TurmoBsie BOMPOCH 151 IPOMEKYTOYHOU aTTeCTaluu B GopMe SK3aMeHa JUIsl CTYJICHTOB OYHOH (POPMBI
oOyueHus:

OCHOBHBIE OHATHUS KpUnTOrpapu.
CuUMMETpUYHBIE KPUIITOCHCTEMBI.
OnHOPa30BBIA OJOKHOT.
Anroputm DES. PasnoBunnoctu anropurma DES u araku Ha Hux.
Anroputm AES.
OteuectBennslii ctangapt mudpoBanust gaHHbIX ['OCT 34.12-2015- «Marmay, «Ky3Heunk»
AcUMMETpUYHBIE KPUIITOCUCTEMBI.
OpnHoHampaBiieHHbIE (PYHKINU.
Anroputm RSA.
. Anroput™m Mepkia-Xeniamana.
. Kpunrocucrema Pabuna.
. ITorounslie mu@psl.
. Anroputmbel RC4,RC5, RC6
. AnroputMm Salsa20, anropurm ChaCha.
. OUII. OcHoBHBIE MOHATUSA U (PYHKIMOHAIBHOCTH. [Ipoleaypbl MOCTAaHOBKM M MPOBEPKU
MIO/TITHICH.
16. Xom-dpyukuus. TpeboBanust K XdI-)yHKIHSM.
17. Xom-pynkmusa. SHA.
18. Xom-¢pyukmus. MDS.
19. Xom-pynknus. FOCT34.11-2012
20. Cxemnl co3ganus DLII1. DSA.
21. Cxemsl co3manus DIIII. RSA.
22. Cxemsl cozmpanus DLII. Anroputm Dib-I"amars.
23. Yrpagrienue kimouamu. ['eHeparus kimodeil. XpaHeHHe KITIoUeH | pactpe/ielieHue KITF0UCH.
24. nentudukanus, ayrTeHTH(PUKAIIHS, aBTOPU3ALIHS.
25. Crioco0bI peanu3anuy uaeHTH(GUKAIN 1 aBTopu3anuu. [lapomm, Xom-QyHkuuu.
26. Crioco0bl peanuzanuy uaeHTu(uKauu u apropuzanuu. [uppoBaHue ¢ OTKPBHITHIM KIIOUOM,
cepsep ayrentudukanu Kerberos.
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27. Crioco0bl peanu3anuy HIeHTU(DUKALUN U aBTOpU3aui. buomerpus.

28. CriocoObl peanu3anud WASHTU(DHUKAIMKA W aBTOpU3anuH. MaeHTH(PUKAIMOHHBIE KapThl H
AJIEKTPOHHBIC KITFOUH.

29. HopMaTUBHO-TIPABOBBIE aKThI, 00ECIICYMBAIOIINE 3AIUTY HH(DOpMAITUN

B nonHom o6beMe olieHOUHBIE cpelicTBa MMeroTcs Ha Kadenpe «HpopMaTHka M cUCTEMBI yIpaBie-
HUs». OLIEHOYHBIE CPEICTBA MOTYT OBITh MOJIY4€HBI IO TPEOOBAHUIO.
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YTBEPXAIO:
Hupexrop nncruryra UPUT

MskuabpkoB A.B.
« ” 2021 r.

JIver akTyajau3anuu padodeil mporpaMMbl THCHHILTAHDBI
«b1.B.OJ1.5 OcHOBBI KpUIITOrPADUUYECKIX METOTOB»
HUHICKC 110 y‘—Ie6HOMy HJ'IaHy, HAUMCHOBaAHUC

JUTSI TIOATOTOBKHU 0AKAJABPOB/ CIIEIIUAINCTOB/ MaruCTPOB
Hanpasnenue: 09.03.02 MHpOpMaLIMOHHBIC CUCTEMBI U TEXHOJIOTHU
HanpasnennocTs: be3onacHoCTh HHPOPMAIIMOHHBIX CHCTEM
®opma 00ydeHHs ouHas

I'ox Hauana noarorosku:2021

Kype 3

CemecTtp 5

B paGouyro mporpamMmy He BHOcATCS m3MeHeHus. [Iporpamma akryamusupoBana jiss 2021 T.
Havasa MoJAr0TOBKH.

PazpabGotuuk (u):  Illaramosall.A., K.T.H., TOIEHT

~ (PUO, yueHas cTeneHb, yaeHOE 3BAHIIE) « » 20__I‘
PaGouas nporpamma nepecMoTpeHa u oJjoopena Ha 3aceganuu kadeapsr UCY
poTOKOJ Ne OT «__» 20_r.
3aBenyromuit kadenpoit UCY Tumodeena O.I1.

JIncer akTyaM3auuu NPUHAT HA XpPaHeHHe:

3aBenyronuii Beimyckaronieit kadenpoit UCY « » 20_r.

Metoanueckuii otnenr YMYVY: « » 20 T
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