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1. IEJIM U 3AJAYU OCBOEHMUS JUCHUITIINHBI
1.1 Heab ocBOEHUS TUCHUILIHHBI

HCJ'IBIO OCBOCHHA IUCHUIIIIMHBI SABJIACTCA PAa3BUTUC KOMHCTGHL{I/Iﬁ B 06HaCTI/I aHaJiu3a 3a-
[IAIIEHHOCTH MH(POPMAIMOHHBIX CHCTEM, OCHOBAHHOE HA M3YYCHHU AHTHBHPYCHOM 3aIllUThl WH-
dbopmanuu.

1.2 3agauu ocBoOeHHS TUCHUIJIHHBI (MOTYJIsA)

Juctuummmna «KoMnbloTepHasi BUPYCOIOTHS» CHOCOOCTBYET MOJATOTOBKE CTYIEHTOB K pe-
LIEHUIO CIIEAYIOIINX NMPO(EeCCHOHAIBHBIX 3a/1a4:
1. OueHka cOOTBETCTBUS MEXAHW3MOB AHTUBUPYCHOW OE€30MACHOCTH KOMIIBIOTEPHOU CH-
CTEMbI TPEOOBAaHUAM CYLIECTBYIOIMX HOPMATUBHBIX JOKYMEHTOB, a TAK)Ke UX aJeKBaT-
HOCTHU CYLLECTBYIOIIIUM PUCKaM
2. HccnenoBaHue BUPYCHON YS3BUMOCTH KOMIIbIOTEPHBIX CUCTEM U CETEHl.

2. MECTO JANCHUIIVIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM
ITPOI'PAMMBbI

YueOnas nucuuiuinHa «KommbiotepHas Bupyconorus» b1.B.OJ1.4 BxitoueHa B o0s3aTeib-
HBIA MepeueHb AUCIMIUINH BapHATHBHON YacTh ((POPMUPYEMOH yIaCTHUKAMH OOpa30BaTEIBHBIX
OTHOIICHHUH ), ONIPEAETSIONINI HAapaBIEHHOCTh 00pa3oBaTeNbHON. JlUCIUIIITNHA peaTn3yeTcs B Co-
orBetcTBUU ¢ TpeboBanusmu GI'OC, OI1 BO u YII, no nanHOMY HanpaBJIeHUIO MOATOTOBKH.

Jucnunnuna 6azupyercs Ha IUCHUIUIMHAX OJ0Ka 3alUThl HH(OpMAalUKU MporpaMMbl Maru-
CTpatypsl 1o HanpasieHuto «MHbopMaIMOHHBIE CHCTEMBI M TEXHOJIOTHUI !

«MareMaTH4eCcKre OCHOBBI KPUITOJIOTHI.

Hucnurnnuna «KoMIbroTepHass BUPYCOJIOTHSI SIBISIETCS OCHOBOIOJIATAIONICH JIJISl TIPOXOXK-
JEHUS MPAKTUKU: TPEIUTIIOMHAS.



3. KOMIOETEHIAM OBYYAIOUIETOCSI, ®OPMUPYEMBIE B PE3VJIBTATE
OCBOEHUS JUCHATITAHBI (MOIYJIST)

Hucnunmuna «KomnerotepHas Bupycosiorus» popmupyer komnereHiuto [IKC-2 coBmect-
HO C IUCUMIUIMHAMHU U MPAKTUKAMH, YKa3aHHBIMU B Tabnuie 3.1

HucnunmunapHas yacth komneTeHIuu [IKC-2 «Cnoco6en mpoBoauTh pa3paboTKy U aHATU3
00BEKTOB MHPOPMAITMOHHOW 0€30MaCHOCTH»: CIIOCOOCH MOHUMATh U MPUMEHSTh Ha MPAKTUKE Me-
TO/IbI aHTUBHPYCHOM 3alIUTHI, O0ecreunBarolme HHPOPMAIHOHHYIO 0€3011aCHOCTh 0OBEKTOB

Tabmuna 3.1 - ®opmupoBaHUE KOMIIETSHIIUH JUCIUATUTHHAM

HaumeHoBanue CemecTpsl, POPMHUPOBAHUS TUCIUTUTAHBI
JUICIIUTUIAH, (OpMUPYIOIINX Kommnerennuu 6epyrcs u3 Y4eOHOro miana mo
KOMIIETEHIAIO HATIPABJICHUIO TIOJATOTOBKHU OakanaBpa
COBMECTHO /crienMaarcTa/MarucTpay
1 | 2 | 3 | 4

IIKC-2
Cnocoben npogooums paspabomky u anaius 00vbeKmos UuHGOPpMayUoOHHOU Oe30nACHOCmU

Mamemamuueckue ocrosol KpunmoJaocuu

OpeaHu3ayuoHHO-NPasosble  OCHOBbL  UHMOPMAYUOHHOU
bezonacrocmu

HUnmennexmyanvnoie memoovl 6 unpopmayuonnol 6es-
onacHocmu

Mooenuposanue cucmem uH@opmayuoHHol 6e30nacHo-
cmu

Texnonoeuu yenmpog 06padbomKu OAHHBIX

Ilpoepammuposanue Ha A3bIKAX HUZKO20 YPOBHA 8 3A0AYAX
s3awumel ungopmayuu

IIpoepammno-annapamnas 3auwuma ungpopmayuu

Ynpaenenue ungopmayuonnou bezonacnocmoio

Cmeeanoepaguueckue memoost 3aujumul UHGopmayuu

Aneopummor  yugpposoii obpabomxu L[CII ¢ cucmemax
YNpagneHus.

Os3nakomumenvras

Ilpakmuka no noayyenuro nPo@eccUOHanIbHbIX YMEHULl U
ONbIMA HAYYHO-UCCAE008AMENbCKOL 0esimeNbHOCU

Hayuno-uccnedosamensckasn paboma

Ipeoounnomnasn

Buvinonnenue u 3awuma BKP







Tabnuua 3.2 - [lepeyeHp MIaHUPYEMBIX PE3YIbTATOB 0OYUEHUS 10 TUCIHUILIMHE, COOTHECCHHBIX C IUTAHUPYEMBIMH PE3yIbTaTaMU OCBOCHUS

Kox m HauMeHOBaHHE KOM-

Koa u HanmeHoBaHue UH

OueHoYHbIE cpeacrea

eTeHIHH AUKATOPA TOCTHKEHUHA Hna}mpyeMble pe3yibTaThbl oﬁyqe}mn o JTUCUMILJIMHE TEKyll.lel"O HpOME)KyTO‘lHOﬁ
KOMIICTCHUUHU KOHTPOJIsA arTreCTauuu

IIKC-2. Cnoco6en nposo- | MIIKC-2.2. Bemonns- | 3uams: Ymems: Bnaoems: Habop wunpmBunmy- | Bompocer mmsi ycrHoro
IUTh pa3pabOTKy M aHAIW3 | €T aHAlM3 3allumeH- | —  CrocoObl 0Cy- —  AHanu3upoBaTh — CpencrtBamu aTBHBIX 3ajMaHuit (1- | cobecenoBanmns — 16
00bEKTOB  MH(pOPMALMOH- | HOCTH HMH(OPMALMOH- LECTBJICHHUS CYILLECTBYIOLINE novcka u anamu- | 4) BOMpocoB

HOHM 0€3011aCHOCTH HBIX CUCTEM BTOPIKEHHIT 1 HX pelteHus 3a pelleHHil B (;1abopaTopHbBIX

MIPU3HAKH; —  OcymecTBiATh nHdopmanmoH- pabor)
—  IIpunnuns! u KOPPEKTHOE HBIX CETAX M JIN-

MCXaHHU3MBI J1C-

CpaBHEHUE CH-

TepaTypHBIX UC-

TCKTUPOBAHUA creM obecreye- TOYHHUKaX.
BTOp)KeHI/Iﬁ C Hus 0e30MmacHo-
HCIIOJIB30BAHU- CTHU JaHHBIX,

€M BpPEIOHOCHO-
ro I1O u coco-
OBl TIPETIATCTBH
HM.

OcBoenne aucuumunHel npudactHo K T® C/03.7 (IIC 06.032 «Cneunanuct no 6e30MacHOCTH KOMIBIOTEPHBIX CHCTEM U CeTeil»), pelaer 3a1aqy
OLICHKH COOTBETCTBUS MEXAaHHW3MOB aHTHUBUPYCHOW O€30MaCHOCTH KOMIBIOTEPHOM CHCTEMbI TPEOOBaHHSAM CYILIECTBYIOIIMX HOPMATHBHBIX JOKY-
MEHTOB, a TAKXXE UX aJIEKBaTHOCTH CYIIECTBYIOLIUM PUCKAM.



4. CTPYKTYPA U COJAEP KAHUE NUCHUIIJIMHBI
4.1 PacnipenesieHue TPYA0EMKOCTH JUCIHUIJIMHBI 10 BUIaM padoT Mo cemecTpam

Oo6mas TpyaoEMKOCTh AUCIHUILTUHBI cocTaBiisieT 3 3a4. en. 108 wacos, pacnpesenenre 4acoB 1Mo BUIaM pa-
00T ceMecTpaM IpeIcTaBiIeHo B Tabnuie 4.1.

Tabnuua 4.1 - Pacnpenenenue Tpy10EMKOCTH TUCIMILIMHBI 10 BUAaM paboT 10 ceMecTpaMm Juis CTy-
JIEHTOB OYHOT'O O0y4YEHUS

TpyaoéMKocTh B 4ac

Bua yueoHo# pa6oThl Bceero B 1.4. no cemecTtpam
qac. 3 cem
®opmMaT U3yYeHHSs THCHHILUTHHBI C MCIOJIb30BAHUEM 3JIEMEHTOB JIEKTPOHHOTO
00yueHUs
O0mas TPy10éMKOCTh TUCIUIUIMHBI IO yI9eOHOMY TIIaHY 108 108
1. KonrakTHas padora: 56 56
1.1 AynutopHasi pa6oTa, B TOM YHCJI€: 51 ol
3aHATUA JeKIMoHHOTO THMa (JI) 17 17
3aHATHs ceMuHapckoro Tumna (I13-ceMuHapsl, mpakT. 3aHATHUS U Ap) 17 17
nabopaTtopasie pabotsr (JIP) 17 17
1.2 BHeayauTopHas, B TOM 4HcJie 4 4
KypcoBast padota (npoekt) (KP/KIT) (koHCynbTaIMSI, 3a111Ta)
TEKYUIUI KOHTPOJIb, KOHCYJIFTALlUU 110 AUCLUIIIUHE 4 4
KOHTaKTHas paboTa Ha npoMexxyTouHoM KoHTpoie (KPA)
2. CamocrosiTeTbHast padora (CPC) 53 53
pedepat/acce (MOATOTOBKA)
pacuértHo-rpaduueckas padora (PI'P) (moaroroska)
KOHTpOJIbHasl paboTa
kypcoBast pabora/mpoekT (KP/KII) (moaroroska)
CaMOCTOSITEIbHOE U3YyUEHHUE Pa3/IesioB, CAMOMOATOTOBKA (MIpopaboTKa U 45 45
MOBTOPEHUE JIEKI[HOHHOTO MaTepuaja u MaTepHuaia y4eOHUKOB U Y4eOHBIX
MOCOOMH, MOArOTOBKA K JIAOOPATOPHBIM U MPAKTHYECKUM 3aHATHSIM, KOJI-
JIOKBHYM H T.1.)
[ToaroroBka K 3a4éry 8 8




4.2 ConepsxkaHue TUCHUIIHHBI, CTPYKTYPHUPOBAHHOE 110 TeMaM

Tabnuna 4.1 - Coneprkanue AUCUMILTUHBL, CTPYKTYPUPOBAHHOE 110 TEMaM JUIsl CTYIEHTOB OYHOT'O 00Yy4YEeHHUS

Buapl yueoHoii padoThl (ac)
IInanupyemsble (KOHTpO- KonTakTHas pa6oTa % HaumeHnoBanue Peanuzanus B Haumenopauue pas-
JIIpyeMble) pe3yabTaThl z £ HCII0JIb3YEeMbIX pamkax IIpak-
2z . padoTaHHOro Jjek-
ocBoenus: koa YK; HaumenoBanmue pa3jienos, — g5 58 AKTHUBHBIX U THYECKOH Mmoa-
& 3 23 g X Bun CPC TPOHHOI'0 Kypca
OIIK; IIK u mHaukaTo- TeM = S £ S F ] HHTEPAKTHBHBIX TOTOBKHU
Eo|E85 &7 & B2 F (TpPy10eMKOCTH B
PbI TIOCTHIKEHHSI KOMIIe- Eg|aSg 2= O | = o0pa3oBaTe/b- (Tpya0eMKOCTD
. 25 |oaF EE Z |e5 . qacax)
TeHUHUi =€ e 25 ER HBIX TEXHOJOT Uit B 4yacax)
s E 23 [S)-3
=
Pa3gen 1. OcCHOBBI KOMIILIOTEPHOH BUPYCOJIOTHHI
I[IKC-2 - UIIKC-2.2 Tema 1.1 OcHOBHBIE TTOHS- 1 2 IlonroroBka K HEKIUSIM
tust. Kinaccupukanus xom- [6.1.1,6.1.2]
MBIOTEPHBIX BUPYCOB
Hroro mo 1 pazgery 1 2
Pasnen 2. ®@aiisioBbie Bupychl (FILEWARE)
[IKC-2 - UTIKC-2.2 Tema 2.1 Tunsl ucnonssa- | 2 2 | logrotoBka k sekmusM | Pa3bop KOH-
eMbIX (hailioB [6.1.1,6.1.2,6.1.3,6.1.4] | kpeTHBIX CHTYya-
LUK
Tema 2.2 MeTogUKH BHEI- 2 8 5 [onxroroBka k neknusm | Pazbop KOH-
permsi. CoctaB (hairoBoro [6.1.1, 6.1.2, 6.1.3, | kpeTHbIX cUTya-
BHpYCa. IMomumopduzm 6.1.4], pabora Hax 3ama- | 1M
(halIoOBBIX BUPYCOB. 3arpy- HUEM
304HbIE BUPYCHI
(BOOTWARE)
Tema mnabopaTtopHoii pa- 6 6 | [lomroroBka k mabopa- 6
00THI: TopHO#t pabore [6.1.1,
“U3BreueHne BUPUOHA W3 6.1.2,6.1.3,6.1.4]
uHpuUIpOBaHHOTO (aiina”
HToro mo 2 paznmeiry 4 6 8 13
Pa3nen 3. CereBbie uepu (WORMS)
IIKC-2 - UIIKC-2.2 Tema 3.1 Crpykrypa cere- | 2 2 4 IMoaroToBka K neKkuUsAIM
BOTO YepBs [6.1.1, 6.1.2, 6.1.3,
6.1.4], pabora Hax 3aja-
HUEM




Buabl yue6Hoi paboThl (4ac)

Ilnanupyembie (KOHTPO- HaumeHoBanue Peanuszauus B
py ( p KonrakTHas pa6ora - 1 Hanvenosamue pas-
JIMpyeMble) pe3yabTaThl z e HCII0JIB3YeMBbIX pamkax Ilpak-
2 = . padoTaHHOro0 JJleK-
ocBoenus: koa YK; HaumenoBanmue pazjienos, . - g5 539 AKTUBHBIX U THYECKOH Mmoj-
& 3 g3 g o Bun CPC TPOHHOI'0 Kypca
OIIK; [IK 1 uaguKkarTo- TeM = S £ S F = = MHTEPAKTHBHBIX TrOTOBKH
SolE8o 22 o |ESE (Tpy10eMKoCTb B
Pbl JOCTHKEHHS KOMIIe- g8 |8 £3 EZ C (887 o0pasoBaTeb- (TPYA0EMKOCTh uacax)
o = = o
TeHuii A \§ o E g = €8 HBIX TeXHOJIOTHii B 4Yacax)
o -] ® *
= E é- g O =
Tema 3.2. CereBrle dmuje- 2 4 [onxroroBka k neknusMm | Paszbop KOH-

MUHU. MeToabl NpOTUBOEH -
CTBHSA

[6.1.1,6.1.2, 6.1.3, 6.1.4]

KPETHBIX CHTYya-
LUK

Hroro no 3 pasneny

4 12 2 1 8

Pasnen 4. Tposinsl (TROJANS)

IIKC-2 - UTIKC-2.2

Tema 4.1. 2 1 2 IloaroroBka K JeKUUAM

Pa3HOBUAHOCTH  TPOSHOB. [6.1.1,6.1.2,6.1.3,6.1.4]

Crioco0sI pa3MeLeHui

TPOSTHOB. 3axBaTYHKU

(RANSOM). HludpaTopst

(ENCRYP-TORS). Bioku-

posukun  (BLOCKERS).

BACKDOOR. DDoS-

03K JI0pHI

Tema 4.2. 2 3 4 | IloarotoBka Kk nekuusMm | Pa3bop KOH-
DoS u DDoS araku. llen- [6.1.1, 6.1.2, 6.1.3, | KpeTHBEIX CHTya-
TpajdM30BaHHAs  aTaKylo- 6.1.4], pabora Hax 3ama- | 1UMH

masi ceTh HHEM

Tema naGopaTopHoii pa- 6 6 | [lomroroBka k mabopa- 6

00ThI:
“ AHanu3 HECaHKLHOHUPO-
BaHHOH CeTEeBOH AaKTHBHO-

L3

CTH

TOpHOH padoTe

[6.1.1,

6.1.2,6.1.3,6.1.4]

HTroro no 4 pazneay

4 6 3 1 12

Pa3gen S. AHTHBHpYCHBIE cCpeCTBA

[IKC-2 - UIIKC-2.2

Tema 5.1.

Buasl aHTHBUPYCHBIX TPO-
TPaMM. CxaHepbl
(SCANNERS). Ilecounn-

sl (SANDBOX). PeBuso-
pet (REVISORS). Monn-
topel (MONITORS). Nwm-
MYHU3aTOPbI (IM-

2 1 2

ITonroroBka K HNEKIUSIM
[6.1.1,6.1.2,6.1.3,6.1.4]

Pazbop KOH-
KPETHBIX CHTYya-
LUK
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Buabl yue6Hoi paboThl (4ac)

Ilnanupyemble (KOHTPO- Kontakrnas pa6ora = s HaumeHoBaHue Peanuzauus B Hanvenopanue pas-
JIMpyeMble) pe3yJbTaThbl ES HCIOJIb3YeMbIX pamkax Ilpak-
2 = . padoTaHHOro0 JJleK-
ocBoenus: koa YK; HaumeHnoBanue pasneios, ~ g5 539 AKTHBHBIX H TH4YeCKOH 1oj-
& 3 g3 g o Bun CPC TPOHHOI'0 Kypca
OIIK; [IK 1 uaguKkarTo- TeM = S £ S F = = MHTEPAKTHBHBIX TrOTOBKH
SolE8o 22 o |ESE (TPyA0EMKOCTh B
Pbl JOCTHKEHHS KOMIIe- g8 |8 £3 EZ C (887 o0pasoBaTeb- (TPYA0EMKOCTh uacax)
TeHuuii & £ \5 o g E = = €8 HBIX TEXHOJIOT Uil B 4acax)
® *
SENEEE S &
MUNIZER)
Tema nabopatopHoii pa- 6 | [lomroroBka k mabopa- 5
60THI: TopHO# pabore [6.1.1,
“  CurHaTypHBI  aHAIW3 6.1.2,6.1.3,6.1.4]
HCIIOJIHIEMOro Koma”
Hroro mo 5 pazgery 2 5 2 1 8
Pa3nen 6. UHCTpYMEHTHI HCCIET0BAHUS
IKC-2 - UIIKC-2.2 Tema 6.1. 2 2 2 | oarotoBka k JiekiusaM | Pa3bop KOH-
Otnamguuku. JuzaccemOie- [6.1.1, 6.1.2, 6.1.3, | KpeTHBIX CHTya-
pBL. JleKOMIHUISTOPHI 6.1.4], paborta Hax 3ama- | U
HUEM
Hroro mo 6 pa3uery 2 2 1 2
IToaroroBka K 3a4éTy 8
Hroro 3a cemecTp 17 17 17 4 53 17
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5. TEKYIIUA KOHTPOJIb YCIIEBAEMOCTH n NPOMEXYTOUYHASA
ATTECTALIMUS ITIO U'TOI'AM OCBOEHMUS JUCIHUATITJINHBI.
5.1 TunoBble KOHTPOJbHbIE 3aJaHUSI MM HHbIE MATEPHAJIbI, HEOOXOAUMBbIE JIsl OLEHKHU
3HAHUI, YMEHHH U HABBIKOB M (WJIH) ONBITA 1eATEJILHOCTH

[Iepeuenb BOMpOCOB, BHIHOCUMBIX Ha MPOMEKYTOUHYIO aTTECTALUIO (3a4€T).

1) Yro Takoe KOMIIbIOTEPHBIN BHPYC?

2) Uto Takoe MOJIHOTEIbHBIC BUPYCHI?

3) Yto Takoe 3arpy304HbIie BUPYCHI?

4) Yto Takoe ¢aiisioBbic BUPYCHI?

5) Urto Takoe BUPYCHBIE TAHICMbI?

6) Uro Takoe nmosmmMophusm?

7) B 4em ocobenHocTh MeTamMophuma?
8) Omnumre aHTHOTIIaJ0OYHbIC MEXaHU3MbI

I[JI?I BBITIOJIHCHHUA NPOUCAYP OLUCHHUBAHUS COCTABJICH ITACIOPT OUCHOYHLIX CPEACTB.

KOMIUIEKT OIEHOYHBIX CPEJACTB sBIsiCTCS HeoThemiieMoi dacThio @OC u xpaHuTcs Ha Kadeape
«MHpopMaTHKa U CUCTEMBI YIIPABICHUS.

5.2 Onucanue mnokasarejieii W KpPUTEPHEB KOHTPOJSI YCIHEBAEMOCTH, ONHMCAHUE IIKAJ
OLlEHUBAHUS

Jljig OLleHKY 3HaHUN, YMEHUN, HAaBBIKOB U (POPMUPOBAHUS KOMIIETEHIIUH 1O JUCLUILINHE IPUMEH -
€TCs TpaAMLIMOHHAs CUCTEMa KOHTPOJIS U OLIEHKH yCIIEBAEMOCTH CTYICHTOB.

[Ipu mpoMeKyTOUHOM KOHTpPOJIE YCIIEBAEMOCTb CTYJEHTOB OLIEHMBAETCS IO ABYXOAJIbHOM cUCTEME
«3a4TEHOY, «HE 3aYTCHO».
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Ta6muma 5.4 — Kputepuu olleHHBaHUS PE3yJIbTaTa 00yUEHHUS 110 AUCITUIUTHHE | IIKaJIa OICHUBAHUS

Kpurtepuu oneHnBaHus pe3yJbTaToB 00y4eHHs

OmneHka Ouenka Ouenka OrneHka
Kozt u naumeHoBaHue MHAH  (gey/0BIeTBOPUTEIBHO» «YIOBJIETBOPUTEIBHO» / «3a- «xopomuro» / «OTIAMYHO» /
Kon n HanMeHoOBaHHe KOMIIETEHIMH | KAaTOPa J0CTHKEHHsI KOMIIe / «HE 3a4TEHOY ATEHOY «GATTCHO» «GAYTEHO»
TEHIUH 0-59% 60-74% 75-89% 90-100%
OT max pedTUHIOBO’ OT max PeUTHHIOBON OLEHKH 0T max peHTUHTIOBOMI 0T max peiTUHroBoi
OLICHKU KOHTPOJIS KOHTPOJIS OLICHKH KOHTPOJIS OIICHKH KOHTPOJIS

IMKC-2. CnocobeH mpoBOIUTH pas-
paboOTKy W aHanu3 OOBEKTOB WH-
(hopMaIMOHHO OE30MaCHOCTH

UIIKC-2.2. BeinonHser

aHaIU3  3alUIEHHOCTH
nH(pOPMALMOHHBIX  CH-
cTeM

W3noxxenne yueOHOTO MaTe-
puana 6eccucreMHoe, He-
HOJIHOE, HE OCBOCHBI 6a30-
BBIC IPUHIUIIBI aHTUBHPYC-
HOI1 3a1UTHl HHpOpMAaIHY;
HE BO BCeX ciIydasx Ipa-
BUJILHO OTIIEPHPYET OCHOB-
HBIMU MOHATHSMHU I10 3aLIH-
Te HHpOpMAaIHY;

HE OTBEYaeT Ha 3a/laBacMble
BOIPOCHI

®dparMeHTapHbIe, TOBEPX-
HOCTHBIE 3HaHUA 0a30BBIX
MIPUHITUIIOB IO AHTUBUPYC-
HOU 3ammTe nHPOpMAIINH;
HE BO BCEX CIIy4asX BBIMOJ-
HSIET KOPPEKTHOE CPaBHEHHE
CHCTEM O0OecIieueHus 0e3-
OIACHOCTH JAaHHBIX

3HaeT Marepuan Ha J0-
CTaTOYHO XOpOoIIeM
YpOBHE;,  TIPEACTAaBIISCT
OCHOBHBIE  KOHLEILHUHA
AHTUBUPYCHON  3aIUTHI
nHpOpPMALNH;

MOJTBEPKIAET TEOPETH-
YeCKHE 3HAHUSA OTIENb-
HBIMH  TPAKTHYCCKUMHU
MpUMEPaMU 10  3aIlUTE
nndopmanuy;

JlaeT OTBETHLI Ha 3aj]aBa-
€MBIC BOIIPOCHI

Nmeer riayOokue 3HaHUS
BCEr0 MarepHajia 10 aH-
TUBUPYCHOU 3alIUTe
nHpOpMAaINH,

JlaeT pa3BEepHYTHIC OTBeE-
TBl Ha 3aJaBaecMble BO-
TIPOCHI;

nMeeT  COOCTBCHHBIC

CYXICHUA O PpCIICHUU

TEOPETHYECKUX U TpaK-

THYECKHX BOIIPOCOB IO

3amuTe nHGopmManuu
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Tabnuua 5.5 - Kputepuu ornieHnBanus

Ouenka Kputepuu oueHuBaHus
Bricokuuil ypoBeHb | OLIEHKY «OTJIMYHO» 3aCly’)KMBaeT CTYACHT, OCBOMBIIMNA 3HAHUS, YMEHHS, KOMIIETCH-
«5» IUU ¥ TEOPETHYCCKHIA MaTepuas 0e3 MpoOesioB; BBHIMOJHHUBIINI BCE 3aaHUs, TPEIY-
(oTIMaHO) CMOTPCHHBIC YUEOHBIM IUTAHOM Ha BBICOKOM KAadeCTBEHHOM YPOBHE; MPAaKTHIECKHE

HAaBBIKH IPO(ECCHOHATPHOTO MPUMEHEHHS OCBOSHHBIX 3HAHUH c()OPMHUPOBAHEL.
OILIEHKY «XOPOILI0» 3aCITyXHBACT CTYICHT, MPAKTHUECKN OJHOCTHIO OCBOMBINUH 3HA-
HUS, yMEHHS, KOMIETCHINN ¥ TEOPETHUECKUI MaTepual, yaeOHbIC 3a1aHNs HE OICHE-
HBI MAaKCUMaJIbHBIM YHCJIOM OaJIoB, B OCHOBHOM C(hOPMHPOBAI MPAKTHIECKHE HABBI-
KH.
IToporoBelif ypoBEHb | OIEHKY «yAOBJeTBOPUTEIbHO» 3aCIyKUBACT CTYAEHT, YACTHYHO C IpoOeIaMu 0CBO-
«3» (yIOBIETBOPH- | MBIIMH 3HAHMSA, yMEHHS, KOMICTEHINN ¥ TEOPETUUECKUI MaTepHal, MHOTHE yIeOHbIC
TEJBHO) 3a7aHusl MO0 He BBIMIOJHWI, JIMOO OHM OIIEHEHBI YHCJIOM OAJUIOB OJM3KMM K MUHH-
MaJIbHOMY, HEKOTOpPbIE IPAKTUYECKUE HABBIKH HE C()OPMHUPOBAHBI.

CpemHmii ypoBeHB «4»
(xopom10)

y OIICHKY «HEY/OBJIETBOPHTEILHO» 3aCTy)KHBAET CTY/ICHT, HE OCBOMBIIMI 3HAHMUS, yMe-
MHHHMATBHBI ypo- | O o «HEVA P y YICHT, , YM

BEHb «2» (HeyoBIIe-
TBOPHTEJILHO) MPaKTHYECKHE HAaBBIKU HE C(DOPMHUPOBAHEI.

HHUs, KOMIICTCHIIMH H TeOpCTI/I‘-IeCKI/Iﬁ Mmarepual, y‘Ie6HbIe 3aJJaHusAd HEC BBIIIOJIHHII,

6. YYEBHO-METOJNYECKOE OBECIIEYEHHUE JUCHUITIJIMHbBI

6.1 YueOnas iureparypa

6.1.1 [lrepentepr, C. . Accembiep B 3amavax 3amuTsl nHpopmanuu : yaedbnoe nocodue / C. U.
[repenbepr, A. B. Kpacos, B. E. Paasinckas. — Cankr-IletepOypr : CIIOI'YT um. M.A. bonu-bpyesuua,
2019. — 82 c. — Tekcr : snekrponHbd // Jlaup : smexkTpoHHO-OMOMMoTewyHas cuctema. — URL:
https://e.lanbook.com/book/180080

6.1.2. MakcumoB, A. B. OntumanbHOEe TPOSKTUPOBAHUE aCCEMOJICPHBIX MPOTPaMM MaTeMaTH4e-
CKUX aJTOPUTMOB: TEOPUS, MHKEHEPHBIE METO/IbI : yueOHoe mocobue Ais By30B / A. B. MakcumoB. — 3-¢
u3n., crep. — Cankr-IlerepOypr : Jlans, 2021. — 192 ¢. — ISBN 978-5-8114-8056-2. — Tekcr : aJiek-
TpOoHHBIH // JIaHb : 31meKTpoHHO-O0nOIMoTeunas cucrema. — URL: https://e.lanbook.com/book/171415.

6.2 CnpaBouHo-0u0/Horpadguyeckas Jureparypa
—  YueOHUKU u yuebHvle nocooust

6.1.3. Assembler : Yueonuk / B. FOpos. - 2-e u3a. - CII0. : [Turtep, 2004. - 637 c. : wi. - (YueOHHK
JUIs By30B). - And.yka3s.:c.626-636. - bubauorp.:c.625. - ISBN 5-94723-581-1

6.1.4. Assembler : TIpaktuxkym / B.U. FOpos. - CII0. : TTurep, 2003. - 400 c. : wi. + [Juckera. -
bubnuorp.:c.393-395. - ISBN 5-272-00380-2

6.4 MeToanyecKue yKa3aHus, peKOMeHAalMN U IPyrie MaTepraJibl K 3aHATHAM

DJEeKTPOHHbIE BapUaHThl METOAMYECKHX YKa3aHUI 1O BBIMOJIHEHHIO J1a00paTOpHBIX padoT Mo Jauc-
murunHe «KoMIbIoTepHast BUPYCOJIOTHS» OTIIPABIISIIOTCS HAa DJIIEKTPOHHBIE aipeca TPy,

6.3.1. KomnbroTepHas BUpyconorus [DJIeKTpOHHbBIE TEKCTOBbIE JaHHbIE|: METOJ. YKa3aHus K Jao.
pabote o mucuurumHe «KoMmbroTepHast BUPYCOJIOTHS» JUIs CTYJACHTOB HAIIPaBIICHHsI ITOATOTOBKH Oaka-
naspa 090301 «MHpopmaTika 1 BHIUMCINTENbHAS TEXHUKa» JHEBHOU (opmbl oOyuenus / HI'TY; Cocr.:
I.A. JIaxmanos. H.Hosropon, 2019.

7. THOOPMALIMNOHHOE OBECIIEYEHUE JUCHUIIJINHBI
VY4eOHblIil mpolecc Mo JUCHUILINHE 0becriedeH He0OXO0IMMbIM KOMIUIEKTOM CBOOOJIHO paclpoCcTpaHsieMo-
ro MPOrpaMMHOTO oOecreueHus (COCTaB Mo AUCHUILINHE onpeneneH B HacTosmei PIIJ] u momiexxut o6-

HOBJICHUIO ITPH HEOOXOIUMOCTH).
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7.1 Ilepeyenb MHGOPMALMOHHBIX CIIPABOYHBIX CHCTEM

Tabmuua 7.1 - TlepeueHp 3MEKTPOHHBIX OMOIMOTEUHBIX CUCTEM

Ne HaumenoBanue 95C Ccblika k 9BC
Jlanb https://e.lanbook.com/
2 FOpaiit https://biblio-online.ru/

7.2 IlepeyeHb CBOOOJIHO PACIIPOCTPAHSIEMOT0 IPOrPAMMHOI0 00ecneYyeHUus

Ta6muma 7.2 — [IporpammHoe o0ecriedeHue, UCIoIb3yeMOoe CTYICHTaMH OYHOTO O0YYCHHS

IIporpammHoe obecnevenne, IIporpammHoe oGecrieueHrne CBOOOTHOI0 PacCpPOCTPAHEHUSA

HCI0JIb3yeMoe B
YHUBEpPCHUTETE HA
JOTrOBOPHOM OCHOBE
- Adobe Acrobat Reader (https://acrobat.adobe.com/ru/ru/acrobat/pdf-reader.html)
Linux (https://www.linux.com/)
OpenOffice (FreeWare) https://www.openoffice.org/ru/
JDK 8 u srimie (https://adoptopenjdk.net/)
DpeiimBopk Java Spring 5
(https://spring.io/projects/spring-framework)
Eclipse (https://www.eclipse.org/)
Intellij Idea (https://www.jetbrains.com/ru-ru/idea/)
git (https://git-scm.com/), github (https://github.com/)
Maven (https://maven.apache.org/), Gradle (https://gradle.org/)

Penakrop 610k-cxem (https://app.diagrams.net/)

7.3 TIlepeyeHb CcOBpeMeHHBIX NPOPecCHOHAIBHBIX 0a3 JaHHBIX W HHGPOPMAIMOHHBIX
CIIPABOYHBIX CHCTEM

B Tabnune 7.4 ykazaH mnepedeHb MPOPECCHOHATBHBIX 0a3 JaHHBIX U WH()OPMAIMOHHBIX CIIPABOY-
HBIX CHCTEM, K KOTOPBIM oOecreueH JocTyn (yaaleHHbId ocTyn). JlaHHbIHA nepedeHb MOJUIeKUT 0OHOBIIE-
HUIO B co0TBeTCTBUU ¢ TpeboBanusimu ®I'OC BO.

B nanHOoM paznene MoryT ObITh NpHBEIEHBI PeCypchl (CCBUIKM Ha CalThl), HA KOTOPBIX MOYHO
HAWTH TOJIE3HYIO JUI Kypca HHPOPMAIIUIO, B T.4. CTATUCTUYECKHE WIH CIIPABOYHBIC JJAHHbIE, yUeOHbIe Ma-
TepHalbl, OHJIAHH KypChI U T.1.

Tabnuua 7.4 — [lepedeHb COBpEMEHHBIX MPO(PECCHOHANBHBIX 0a3 JaHHBIX U HH(OPMAIIMOHHBIX
CIPAaBOYHBIX CUCTEM

No HaunmenoBanue npogeccuoHaIbLHON 0a3bl JaHHBIX, Hoctyn k pecypcey (yaajleHHBIH 0CTYN ¢ yKa3aHUeM
- I/IH(l)OpMa[II/IOHHO-CHpaBO‘{HOﬁ CUCTEMBbI CC])I.]'IKI/I/I[OCTYH M3 JOKAJbHOM ceTH yHnBepcheTa)
1 2 3
1 baza maunbix crangaptos u pernameatoB POCCTAH- https://www.rst.gov.ru/portal/gost/home/standarts
JIAPT
2 [epeuens npodeccrnonabHBIX 0a3 TaHHBIX U HHPOP- https://cyberpedia.su/21x47c0.html
MAIlMOHHBIX CIIPABOYHBIX CUCTEM
3 Karasor marTepHOB MIPOEKTHPOBAHHSI https://refactoring.quru/ru/design-patterns/catalog

8. OBPA30OBATEJIBHBIE PECYPCBHI V11 UTHBAJIN/10B U JINL C OB3
B tabnune 8.1 ykazan mnepedeHb 0Opa3oBaTeNbHBIX PECYPCOB, UMEIOMIMX (OPMBI, aJalTHPOBaH-

HBIC K OIpaHHYCHUAM HUX 3J0POBbsA, 4 TAKKC CBCIACHUA O HAJIWYHWH CICHHUAJIBHBIX TCXHUYCCKUX CPCACTB
06yquH;1 KOJUICKTUBHOTO U UHANUBUAYAJIbHOT'O ITOJIb30BAHUA. HpI/I 3aIllOJJHCHUH TaGHI/II_[BI MOKET OBITh HC-
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10JTb30BaHa WHQOPMAIHs, pa3MellleHHas B mojapaszene «J{ocTymHas cpenay ClenuaTn3upOBaHHOTO pas3-
nena caiita HI'TY «Cenenust 006 oOpa3oBaTenbHoOM opranusarum» https://www.nntu.ru/sveden/accenv/

Tabnuma 8.1 - Ob6pa3zoBaTenbHbIC PECYPCHI 711 UHBATUIOB | Jinil ¢ OB3

Ne Ilepeuens 00pa3oBaTebLHBIX pecypcoB, NpU- CaeleHUSs] 0 HAJIUYMHU CTIENUATBHBIX TEXHUYECKHX CPe/ICTB
CIOCOOJIEHHBIX /15 MCMO0JIH30BAHNS HHBAIUAA- | 00y4eHHS KOJJIEKTHBHOIO H MHAMBHUIYAJILHOIO M0JIb30Ba-
mu 1 gunamu ¢ OB3 HUSA
1 OBbC «KoHCyNnbTaHT CTYIEHTa» 03BYYKa KHUT M YBEIUYCHUE MIPUPTA
5 OBC «JIaup» CHeNHATbHOC MOOMIEHOE MPUIIOKEHUE - CHHTE3aTOP PEUH,
KOTOPBI BOCIIPOU3BOJUT TEKCTHI KHUT U MEHIO HABUTAlIUU
3 9BC «Opaiit» Bepcus s CIabOBUIAIINX

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE, HEOBXOIUMOE IS
OCYHECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOUHECCA ITIO JUCHUIIJIMHE

J1J11 KOHTAKTHOM M CaMOCTOSITENTbHOM pabOThl 00Y4aIOIIKUXCS BbI/IEJICHBI TOMEIIEHUS, OCHAIEHHbBIE
KOMITHIOTEPHOM TEXHUKOMU C MOAKIIOUEHUEM K ceTH "MHTepHeT" u oOecrieueHrueM J0CTyNa B AJIEKTPOHHYIO
nH(}OPMaLMOHHO-00pa30BaTENbHYIO CPEAY OpraHU3aIIH:

— 3aJ1 AJIEKTPOHHO-UH(OPMAITMOHHBIX pecypcoB (aya. 2210 — 11 xommbroTepos, aya. 6119 — 9

KOMIIBIOTEPOB);
— 4YHTaJbHBIN 327 OTKPBITOrO JocTyna (aya. 6162 — 2 kommnbsoTepa);
— ayn. 2303, 2202, obopynoBanubie Wi-Fi.

[TepeueHs MaTepHAILHO-TEXHUYECKOTO 00ECIICUeHUS, HEOOXOIUMOTO JIJIsl PealTU3aliy POTPaAMMBbI
MarucTpatrypsl U MPOBEACHUS JTa0OpaTOPHBIX PadOT ISl CTYACHTOB OYHOTO OOyuYeHHs, BKIIIOUAET B ceOs
KOMIIBIOTEPHBIE KIaCChI

1. Ayo. 4403 kagpeopor «Hnugpopmamuxa u cucmemul ynpasienusn» - navopamopusn Ilpozpam-

muposanus ACOu 'y
KoMIeroTepsl, OCHaIlleHHBIE HEOOXOAMMBIM OO0OPYIOBAHHEM, TEXHUYCCKHMH M JJICKTPOHHBIMHU
cpeacTBaMu OOy4YeHUSI M KOHTPOJISl 3HAHUM CTY/ICHTOB:
— 10 APM (TtepmuHainon);
— MyneTUMenuitHbIN npoekTop Vivitek H 1180,
— okpad HacteHHbI LMP 100109,
— cereBas kynonbHas PTZ-kamepa AXIS M5014.
[Takets! [1O (ULIeH3MOHHOE):
— Dr.Web (c/m H365-W77K-B5HP-N346 ot 31.05.2021),
— MATLAB R2008a DVD KIT-WIN & UNIX/MAC (Ne munienzun 527840, Ne 3akaza 2035235
Softline ot 05.05.2008).
[Takets! 1O (pacnipocTpaHsieMoe IO CBOOOJHON JUIIEH3HUH ):
— Apache OpenOffice;
— Eclipse (https://www.eclipse.org/)
— git (https://git-scm.com/)
— Microsoft Visual Studio 2017 Community Edition
(https://visualstudio.microsoft.com/ru/vs/community/)
2. Ayo. 4404 xagheopvr «Hnghopmamuxa u cucmemut ynpasienusny - 1avopamopus Hughopma-
UUOHHO-AHATUMUYECK020 o0ecneuenus ACOu 'y

KomMmmbroTepsl, ocHaleHHbIE HEOOXOAMMBIM O0OPYIOBaHHEM, TEXHHUYECKHMMH M AJICKTPOHHBIMU

cpenctBamMu OOy4EeHHS M KOHTPOJIS 3HAHUK CTYACHTOB - 9 APM (Tepmunanon);
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MepCOHAJIbHBIE KOMIBIOTEPBI ¢ BbhIxogoM Ha Epson X12, Intel Core7-3820/8 Gb RAM/NVIDIA
GeForce GTX 560/HDD 500, B cocTaBe JOKaIbHON BBIYMCIUTEIBHON CETH, C TTOAKIIOYCHUEM K UHTEPHe-

Ty.
[Takets! 10O (murieH3UOHHOE):
— Dr.Web (c/u H365-W77K-B5HP-N346 ot 31.05.2021).

[Maketst I1O (pacmpocTpaHsiemMoe 1o cBOOOAHOM JTHIIEH3UN):
— Apache OpenOffice;

— Linux Ubuntu 20.04;
— Linux Debian 9;

— Eclipse (https://www.eclipse.org/)

— it (https://git-scm.com/)

— Microsoft Visual Studio 2017 Community Edition
(https://visualstudio.microsoft.com/ru/vs/community/)
3. Ayo. 4405 kagheopvr «Hnghopmamuka u cucmemsot ynpasnenusny - navopamopus Annapam-
Ho20 obecneuenus ACOu Y.
Crenp pa3paboTKU MPUIIOKEHUH JI1 MUKPOIIPOLIECCOPHBIX BCTPAUBAEMBIX CUCTEM, B COCTABE:
— 4-x IIK CPU Intel Core 17, monupst PHILIPS 20 groitmos, SSD mucku 2401°6.
— 4-pe otnagounbix creHaa Ha ocHoBe DSP TI 5535,
— 4-pe OTJIaOYHBIX CTEH]a HA OCHOBE OJTHOILINTHBIX KOMITbI0TEpOB Beagle Bone Black u
Raspberry Pi,
— ocmwuiorpadg RIGOL DS1102D -3 .,
— reHeparop Hantek.
Kommiekt mpu6GopoB 1715t mpoBeIeHus 1a0opaTopHbIX padoTta 1mo Kypcy "MeTposorus, craHaapTH-
3anus U cepTudukaims” B CocTaBe:
— WCTOYHHK TIOCTOSTHHOT'O HampspbkeHus U Toka Matrix VPS-3003,
— aHAJIOTOBBIM U3MEPUTENb TOKA, HAMIPSKEHUSI U COTIPOTUBIICHUS,
— 1udpossie mynbTUMeTpbl Mastech MY 65, Sanwa PC 5000, M-890G,
— m3MepuTenbHbIi mudposoit 6ok NI USB-6008.

Crenn ans npoBeleHHs 1a00paTOpHBIX paboT mo kypcy «MHpopMannoHHO-U3MEPUTENbHBIE CH-
CTEMBI»:

— 3IIK CPU Intel Core i5, moruropst PHILIPS 20 mroiimoB, SSD mucku 2401°6.
— 3 KonTpomrepa NI myRI10-1900,
— 2 Kommmekra miist NI myRIO st n3ydeHust MEXaTpOHHBIX CHCTEM

[Takets! [1O (JuLIeH3MOHHOE):
— Dr.Web (c/H H365-W77K-B5HP-N346 ot 31.05.2021),

— 3 JIunensuu Ha I1O Protocol Analyzer Educational Kit for NI myRIO.

[Takets! [1O (pacmpocTpansieMmoe 0 CBOOOTHON JTUIICH3HUH ):
— Apache OpenOffice;
— Linux Ubuntu 18.04.5 LTS,
— Linux Debian 9,
— Eclipse (www.eclipse.org/)
— ORACLE VM Virtual Box (virtualbox.org)
— IDE Code Composer Studio v 8.3 (www.ti.com)
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VScode,

git (https://git-scm.com/)

Anydesk

Microsoft Visual Studio 2017 Community Edition

(https://visualstudio.microsoft.com/ru/vs/community/)

LabVIEW 2020 Community Edition

TaK}KC, JJIA CaMOCTOATEIIbHOM pa6OTBI 06yqa}omnxc>1 BBIACIICHBI ITIOMCIICHMUA, OCHAIIEHHBIC KOM-

NBIOTEPHON TEXHUKOHN ¢ mojkimodeHneM K cetu "VMHTepHeT" m obOecriedeHneM JOCTyIa B AJICKTPOHHYIO
nH(}OPMaLMOHHO-00pa30BaTENbHYIO CPEAy OpraHU3aIIH:

TOB 110 JUCHHUIIIIMHE

Tabmuna 9.1 - OcHaleHHOCTh ayIUTOPUIN U MOMEIIEHUN JJIsl CaMOCTOSITENIbHOM paboThl CTYIEH-

Ne HaunmenoBanmue OcCHAIIEHHOCTH AyIUTOPHIA IlepeyeHb JMLIEH3MOHHOTO MPO-
ayJAMTOPHUIl U IOMe- NoOMelIeHu U MoMeIleHn TPaMMHOT0 o0ecreYeHus .
IIEeHUI VISl CAMOCTO- | [IJIA CAMOCTOSITEIbHOM pa- | PeKBU3UTHI NOATBEPKIAAIOIIETO T0KY-
SITeJIbHOUM PadoThI 00ThbI MEHTAa
1 1 2 3
1 6421 Kommiuekr memoncrpanuon- | ¢ Microsoft Windows7 (moamucka

yueOHas ayuTOpHs
JUJISL TIPOBEJICHUS 3aHS-
TUH JICKITHOHHOT'O U
CEMHHAPCKOro THUIIA,
TPYIIIOBBIX U UH]IU-
BHU1yaJIbHBIX
KOHCYJIbTAIUH,
TEKYILIEro KOHTPOJIS U
IIPOMEKYTOYHOM aTTe-

HOT0 000pYyJOBaHMUS:

* [IK, ¢ BBIX010M Ha MYJIb-
TUMEIUNHBINA POEKTOP, Ha
6aze AMD Athlon 2.8 I'rm,
416 03Y,250T'b HDD,
MoHutop 19” — 1.

* MyJnbTUMEANIHBIA TPOEK-
top Epson- 1 mT;

* OkpaH — 1 wr,;

DreamSpark Premium, goroBop
NeTr113003 ot 25.09.14)

» Gimp 2.8 (cBob6oanoe [10, muneH3us
GNU GPLvV3);

« Microsoft Office Professional Plus
2007 (mumensust Ne 42470655);,

* Open Office 4.1.1 (cBo6oaHOE I10,
munensus Apache License 2.0)

» Adobe Acrobat Reader (FreeWare);

crauuu; r. Hiwknuit | Habop ~ yueOHo-Harnsaueix | ¢ 7-zip ans Windows (cBoboaHopac-
Hogsropon, Kazanckoe | mocobuit npoctpansemoe [10, munensues GNU
mr., 12 LGPL);
Dr.Web (c/u H365-W77K-B5HP-N346
or 31.05.2021).

6543

KOMIIBIOTEPHBIH Kiacce -
nomenienue st CPC,
KYpPCOBOT'O MPOEKTHPO-
BaHUsI (BBIMTOTHEHUS
KYpCOBBIX padoT), T.
Hwxuuit Hosropon, Ka-
3aHCKOE III., 12)

* IIpoexTop Accer — lmi;

» IIK =a 6a3e IntelCoreDuo
2.931Tu,2T603Y,320I6
HDD, monuTop Samsung 19° —
11 ..

IIK noakmrodyensl k cetu «MH-
TEpHET» W 00ECleYnBaloT JI0-
CTYII B 3JIEKTPOHHYIO MH(DOpMa-
IIMOHHO-00pa30BaTeNIbHYIO Cpe-
Jly YHUBEpCUTETA

* Microsoft Windows 7 (mmoarmmcka
DreamSpark Premium, norosop Ne
Tr113003 ot 25.09.14);

* Microsoft Office (munen3us Ne
43178972);

» Adobe Design Premium CS 5.5.5
(munensus Ne 65112135);

» Adobe Acrobat Reader (FreeWare);

* 7-zip mst Windows (cBo6oHOpactpo-
crpansiemoe I10, muniensuess GNU LGPL);

» Dr.Web (c¢/u H365-W77K-B5HP-N346 ot
31.05.2021)

» Koncynprantllimroc (I'TIZ Ne
0332100025418000079 ot 21.12.2018);
Gimp 2.8 (cBoboanoe I1O, munenzus GNU
GPLv3)
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10. METOAMYECKHUE PEKOMEHJALIMU OBYYAIOIIMUMCS 110 OCBOEHHUIO
JUCIHHUIIVINHBI

10.1 O6mme MeToANYECKHE PEKOMEHAAIMHU IJIsl 00y4AOIMXCH M0 OCBOEHHIO TUCHMIIHHBI,

o0pa3oBaTe/IbHbIC TEXHOJIOTHU

JlMcUMIUIMHA pean3yeTcss MOCPEICTBOM MPOBEACHUS KOHTAKTHOW pabOThl ¢ OOy4YaromMMUCs

(BKJItOUAs] IPOBEIEHUE TEKYLIEr0 KOHTPOJSl YCHEBAEMOCTH), CAMOCTOSATENIBHOM paboThl 00ydaromuXcs U
IIPOMEKYTOYHOM aTTECTALUU.

IIpn npenonaBanuu aucuUILIMHBL «KOMIbIOTEpHAs BUPYCOJIOTHS», UCIONIB3YIOTCS COBPEMEHHBIE

o0Opa3oBaTeNibHble TEXHOJIOTHH, TTO3BOJISIONINE MOBBICUTh AKTUBHOCTH CTY/IEHTOB IPH OCBOCHUU MaTepua-
Ja Kypca U MpeoCTaBUTh UM BO3MOXHOCTH 3 (EKTUBHO peaan30BaTh YaChl CAMOCTOSTENIbHOM paOOTHI.

Bech nekuMoHHBIM MaTepHUall Kypca CONPOBOXKAACTCS KOMIBIOTEPHBIMU MPE3EHTALUSAMHU, B KOTO-
PBIX HArJSIHO MPEMOJHOCATCS MaTepHall pa3IMuHbIX Pa3fesioB Kypca U YTO J1aeT BO3MOKHOCTh OOCYTUTh
MaTepual CO CTYJ€HTaMH BO BpeMs YTCHHUs JICKLUH, aKTUBUPOBATh UX JEATEIBHOCTb IIPM OCBOCHUU MaTe-
puana. JNeKTpOHHbIE MaTepUallbl JEKUUNH B NEPUOJ JUCTAHIIMOHHOTO OOy4YEHHUS OTIPABIISAIOTCS IO AJIEK-
TPOHHOHM MOYTE Ha ajpeca rPpymnn U MOTYT OBITh MOJYYECHBI A0 YTCHUS JIEKIUH 1 MpopaboTaHbl CTyIEHTa-
MU B XOJIE€ CaMOCTOSITEIbHON pabOTBHI.

Ha nexnusx, 1ab0paToOpHBIX 3aHATUSAX PEATU3YIOTCS HHTCPAKTUBHBIC TEXHOJIOTHHU, IIPUBETCTBYIOT-
Csl BOIIPOCHI U OOCYXKICHHSI, UCIIOJIb3YETCsl INYHOCTHO-OPUEHTUPOBAHHBIN TTOX0]I, TEXHOJIOTUSI pabOThI B
MaJIBIX TPYIIIAX, YTO MO3BOJISIET CTYACHTAM MPOSBUTE CE0s, MOJYIUTh HABBIKKM CAMOCTOSTEIIBHOTO M3yde-
HUS MaTepualia, BRIPOBHATH YPOBCHb 3HAHUH B TPYIIIIC.

Bce BOMpoCH!, BO3HUKINKE MPH CAMOCTOSTEIIEHON paboTe Haja JOMAIIHUM 3aJaHHEeM TOIPOOHO
pa3duparoTcs Ha JTa0OPAaTOPHBIX 3aHATUAX U JICKIUsX. [IpOBONATCS MHIMBHIYya bHBIC U TPYIIIOBBIC KOH-
CYJBTAIlMM C WCIIOJIb30BAHUEM COBPEMEHHBIX WH(OPMAIMOHHBIX TEXHOJIOTUN: 3JICKTPOHHAS 110YTa, MEC-
cenkepsl, Zoom, Discord.

NuutuupyeTcs akTUBHOCTh CTYJCHTOB, IMOOIMIPSIETCS 3aJaHKe JIFOOBIX BOMPOCOB [0 MaTepHamy,
MPAKTUKYETCS WHIUBUIYaTbHBIA OTBET HA BOIIPOCHI CTYACHTA, PEKOMEHIYFOTCSI METO bl YCIICIITHOTO CaMO-
CTOSITENILHOTO YCBOCHHS MaTepHalia B 3aBUCUMOCTH OT YPOBHS €ro 6a30BOM MOJIOTOBKH.

J1Jis OTICHKY 3HAHUH, YMEHUH, HABBIKOB U YPOBHS C(DOPMHPOBAHHOCTH KOMIICTCHIIMUA TTPUMCHSIICTCS
OaIbHO-PEUTUHTOBAsI CUCTEMAa KOHTPOJISL U OLIEHKH YCIEBAEMOCTH CTYACHTOB B MPOIECCE TEKYIIEro KOH-
TPOJISL.

[TpomexyTouHas aTTecTanus MPOBOIUTCS B popMe 3aueTa ¢ y4eTOM TeKyIIel yCIieBaeMOCTH.

Pe3yabTaT 00yuenusi cuutaercss c()OpMHUPOBAHHBIM HA MOBBIIIEHHOM YPOBHE, €CJIH TEOPETH-
YECKO€ COJIEp)KaHUE Kypca OCBOEHO MOJTHOCTHIO. [Ipu YyCTHBIX coOeceOBaHUAX CTYAEHT UCUEPIBIBAOIIE,
MOCJIIOBATEIHHO, Y€TKO U JIOTHYECKU U3JIaraeT yuyeOHbIH MaTeprai; CBOOOIHO CIIPABISETCS C 3a/IaHUSIMH,
BOIPOCaMH, UCTIONB3YET B OTBETE JOMOIHUTENbHBIN MaTepuan. Bee mpemycMoTpeHHbie paboueil yueOHOH
IPOTPaMMO¥ 3aJaH¥sI BHITOJTHEHBI B COOTBETCTBUU C YCTAHOBJIICHHBIMH TPEOOBAHHUSIMH, CTYICHT CIIOCOOCH
AHAIM3UPOBATH MOJYYCHHBIE PE3YyIbTAaThl, MPOSIBISIET CAMOCTOSTEIHHOCTh MPY BHITIOJHEHUH 3a/IaHUH.

Pe3yabTaT 00y4yeHusi cuntaercss c()OPMHUPOBAHHBIM HA MOPOrOBOM YPOBHE, €CIIH TCOpPETHYE-
CKOE Coj/iepKaHMe Kypca OCBOEHO MONHOCThI0. [Ipu yCTHBIX cobeceqoBaHUsIX CTYACHT MOCIEI0BATENbHO,
YETKO W JIOTHYECKH HW3JIaraeT y4eOHBIN MaTepHuall; CIpaBIIICTCS C 3aJaHHsIMH, BOIPOCAMH, TPEOYIOIIHX
NPUMEHEHHUS 3HaHMIA; BCe MPEAYyCMOTpEHHbIEe paboueiil yueOHOM mporpaMMoi 3a/1aHus BBITIOJTHEHBI B COOT-
BETCTBUU C YCTAHOBJICHHBIMH TPEOOBAHHSIMH, CTYJCHT CIIOCOOCH aHAIM3UPOBAThH MOJYUYECHHBIC PE3YJIbTa-
ThI; IPOSIBIISIET CAMOCTOSITEILHOCTD MPH BHITIOJTHEHUN 33JaHUH.

Pe3yabTaT 00yuyeHusi cuuTaercss Hec(hpOpMUPOBAHHBIM, €CITH CTY/ICHT IIPH BBHITOJHEHUY 33 aHHHA
HE JIEMOHCTPUPYET 3HAHUN y4eOHOTO Marepuala, OMyCcKaeT OMMOKH, HEYBEPEHHO, C OOJBIIUMH 3aTPy/I-
HEHUSMU BBITTOJIHSACT 3aIaHUS, HE JEMOHCTPUPYET HEOOXOIUMBIX YMEHHH, KAYECTBO BBHITIOJTHEHHBIX 3aj1a-
HUH HE COOTBETCTBYET YCTAHOBJICHHBIM TPEOOBAHHIM, KAU€CTBO MX BBIITOIHEHUS OIEHEHO YHCIIOM 0alioB
HIDKE TPEX IO OICHOYHOW CHUCTEME, UYTO COOTBETCTBYET JOMOPOTOBOMY YPOBHIO.

10.2 MeToauyeckue yKa3aHus JAJsl 3aHATHIH JIEKIMOHHOTO THIIA
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JIeKIMOHHBIN KypC IMPEAnojaraeT CUCTeMaTU3UPOBAHHOE U3JI0KEHHUE OCHOBHBIX BOIIPOCOB TEMAaTH-
YeCcKOro IjaHa. B xoJie TeKIMOHHBIX 3aHATHI pacKpbIBaloTCA 0a30BbIe BOMPOCH B paMKax KaXKIOW TEMbI
muctuminael (Taomuner 4.4, 4.5, 4.6) . O003HaYaIOTCS KIFOYEBBIE aCIIEKTHI TEM, a TAK)Ke JEIAI0TCS aKIICH-
Thl HA HanboJiee CIOXKHBIE U Ba)KHBIE MOJIOKEHUSI H3y4yaeMoro MaTepuaia. MaTepuanbl JIeKIUNA SBISIOTCS
OTIOPHOW OCHOBOM JIJISl TOJITOTOBKH OOYYAIOMIMXCS K JJAOOPAaTOPHBIM paboTaM U BBINTOJIHEHUS 3aIaHUN ca-
MOCTOSITEJIbHOM PabOThI, a TAKXKE K MEPONPUATHUSM TEKYIIETO KOHTPOJISl YCIIEeBAEMOCTH U IIPOMEKYTOUHOM
aTTECTAIlMU O IUCLUILIINHE.

10.3 MeToauyeckne yKa3aHHsl 110 OCBOCHHUIO JUCIHUIIMHBI HA JIA00PaTOPHBIX padoTax

[ToAroTOBKY K KaK0i J1abopaTopHOU paboTe CTYASHT JOHKEH HadaTh ¢ O3HAKOMJICHUS C MIJIAHOM
3aHATHUA, KOTOPBIH OTpa)kaeT coJiepKaHue MpeasioskeHHoi Tembl. Kaxkas BeinmonHeHHas padota ¢ odpopm-
JICHHBIM OTYETOM MOJJICKUT 3aIIUTE Y IPETOo1aBaTEelIs.

[Ipu oneHuBaHUM J1aOOPATOPHBIX PAOOT YUUTHIBAETCS ClIEAYIOIIEE:

— Ka4yecTBO BBITIOJHEHUS MPAKTHUECKON YaCcTH pabOTHI M CTEIIEHb COOTBETCTBUS PE3YyIbTATOB PabOTHI
3aJJaHHBIM TPEOOBAHUSIM;

— KaudecTBO oopMiIeHHUsI OTYETa IO paboTe;

— Ka4ecTBO YCTHBIX OTBETOB Ha KOHTPOJIbHEIE BOIIPOCHI MPH 3aIIUTE PaOOTHI.

10.4 MeToau4yeckue yKa3aHusl MO OCBOECHUIO JUCHHUIIMHBI HA MPAKTHYECKHX 3AHATHAX THIA

[IpakTuueckue 3aHATUS MPEICTABISIOT CO00M AeTaan3anuio JEKIHOHHOTO TeOPETUYECKOro Mare-
puaa, IpOBOAATCS B IEJIAX 3aKPEIUICHUS Kypca U OXBaTBIBAIOT BCE OCHOBHBIC pa3zeiibl. OcHOBHOM (op-
MOW MPOBEACHUS CEMUHAPOB M MPAKTHUUECKUX 3aHATUN SIBIETCA 00CyXJeHue Hambojee MpoOIeMHBIX U
CJIOKHBIX BOIIPOCOB MO OTJEIBHBIM TE€MaM, a Tak)Ke pelieHue 3a7ad U paz0op MpUMEPOB M CUTyallui B
ayTUTOPHBIX YCIOBUSIX.

[IpakTrueckue 3aHATHs 00yUJarOIMUXCS 00ECTICUNBAIOT:

- IPOBEPKY M YTOUHEHUE 3HAHUIL, TOJIyUEHHBIX Ha JIEKIIHIX;

- TIOJTyYeHUE YMCHHI ¥ HABBIKOB COCTaBIICHUS JOKJIAJIOB U COOOIICHUIA, 0OCYKICHUS BOIPOCOB 110
yueOHOMY MaTepualy AUCUUIIINHBL;

- IOJABEJICHUE UTOTOB 3aHATUH MO PEUTUHIOBOM CHCTEME, COTJIACHO TEXHOJOIMYECKOW KapTe Juc-
[UTUTHHBI.

[IpuBOIATCS KOHKPETHBIC METOIMYECKUE YKa3aHUs JIJIsi O0Oy4YaroNIMXCs 10 BEITIOJTHEHHIO pedepara
WK 3cce, TpeboBaHus K uX 0OPMIICHHIO, TOPSIIOK CAAYU

[TpumepHas TemaTuka pedeparos

1. VicTopusi KOMITBIOTEPHBIX BUPYCOB
2. IlonmumopdHbIe BUPYCHI

3. 3arpy304HbIE BUPYCHI

4. @aiinoBble BUPYCHI

10.5 MeToauueckue yKa3aHusi 10 0CBOEHHIO TMCIUIJIMHBI HA KYPCOBOii padoTe
Kypcogas pabota He mpenycMOTpeHa y4eOHbIM TIJIAaHOM.

10.6 MeToauyeckue yKa3aHusl M0 CAMOCTOSITEILHON padoTe 00yyaommxcsi

CamocrodrenbHas paboTa o0ecrieynBaeT MOArOTOBKY OOYYalOIIEerocss K ayAUTOPHBIM 3aHATHSAM U
MEPONPUITHUSIM TEKYIIETO KOHTPOJIS U MPOMEXKYTOUHOM aTTecTalluy MO U3ydyaeMoil auciuiuiiHe. Pesynb-
TaThl ATOI MOATOTOBKU MPOSBIAIOTCS B aKTUBHOCTU 00YYarOIIErocs Ha 3aHATHAX M B KaUeCTBE BBIITOJIHEH-
HBIX TPAaKTUYECKUX 33JaHUN U APYTUX (POPM TEKYIIEro KOHTPOJIS.

[Ipu BHIMOJTHEHUU 3aaHUM JJISI CAMOCTOSTENIbHOM paboThl PEeKOMEHIyeTcsl MpopaboTKa MaTepHua-
JIOB JIEKIIMM MO KaXKJIOM MPOMIECHHON TeMe, a TaKKe€ U3YYEHHE PEKOMEHIyeMOW JIMTEpaTyphl, MpPEICTaB-
neHHou B Paznene 6.

B mporuecce camocToATebHOW pabOTHI MPU U3YYEHUHN TUCLUILUIMHBI CTYIE€HTHl MOTYT paboTaTh Ha
KOMITBIOTEPE B CHEIMATM3UPOBAHHBIX ayAUTOPUAX UL CAMOCTOSATENbHOW paboThl, yKa3aHHBIX B Pa3nene
9. B aynuropusx uMeeTcs AOCTYH 4yepe3 HH()OPMaIMOHHO-TEIIEKOMMYHHUKAIIMOHHYIO ceTh «HTepHeT» K
9JIEKTPOHHON MH(POPMaLIMOHHO-00pa3oBartenbHOl cpene yHuBepcurera (OMOC) u axekTpoHHOM 61OIHO-
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teuHoi cucreme (3BC), rae B 37eKTPOHHOM BHUJE PacHojaraloTcst yueOHble U yueOHO-METOANYECKHE Ma-
TepUabl, KOTOPbIE MOTYT OBITh MCIIOJIB30BaHbI ISl CAMOCTOATENBHON pabOThI NPU U3Y4EHUHU TUCLMILIU-
HBI.

11. OHEHOYHBIE CPEACTBA JJIs1 KOHTPOJISI OCBOEHUSA ANCHUITIJIMHBI

11.1 TunoBbie KOHTPOJIbHbIE 32JaHUNA MJIH HHbIE +MaTepUHAaJIbl, HEOOXOAUMBbIE VIS OLEHKHU
3HAHWH, YMEeHHUIi, HABLIKOB U (MJIH) ONBITA B X0/ TEKYLIEr0o KOHTPOJIA yCIIeBAeMOCTH

Jnst TeKymiero KOHTPOJISi 3HAHUUM CTYJEHTOB MO JUCHMUIUIMHE TPOBOJAUTCS KOMILJIEKCHAS OLlEHKA
3HAHMM, BKIIIOYAIOIIas

— BBINOJIHEHHE MTPAKTUYECKUX Pa0dOT AJIsl CTY/IeHTOB Bcex (hopM 00yUeHus;

IIpumepHasi TeMaTHKa NPAKTHYECKUX 3aHATHI
Tunbel ucnomHsEeMbIX (aityioB

Meroauku BHeIpeHUs

CrpyKTypa ceTeBoro uepss

DoS u DDoS atraxu.

Bupl aHTUBHPYCHBIX ITPOTPaAMM.

Otnaguuku. JJuzaccem6iepsl. JleKOMIUISATOPBI

ok wdE

— BBINIOJIHCHHE U 3aIIUTAa JTa00PaTOPHBIX PAOOT JIsl CTY/IEeHTOB BceX (hopM 00yUeHusl;

IIpumepHas TeMaTHKa J1a00pPaTOPHBIX 3aHATHIH

1. H3BneuyeHue BUpHOHa M3 HHOUIIMPOBAHHOTO (aiisia
2. AHanm3 HECAaHKIIMOHMPOBAHHOW CETEBO aKTHUBHOCTH
3. CurHarypHbIil aHaTU3 UCHIOIHSAEMOTO KOJIa

BapuanTtsl 3aganuii ans 1a00paTopHBIX pabOT MPUBEIEHBI B yUeOHO-METOAUYECKOM MOCOOHH O
MIPOBEICHUIO J1a00OPaTOPHBIX PadoT.

11.2 TunoBble KOHTPOJIbHBbIE 33/IaHMSl MJIM HHbIe MaTepHAaJbl, He00X0AUMbIe /ISl OLEHKHU
3HAHMIi, YMeHMii, HABBIKOB U (MJIH) ONBITA B X0/Ie POMEKYTOYHOH aTTeCTALUM 10 JUCHUIINHE

3auer Jyis CTYACHTOB O4YHOM (popMbl 00yueHus B 3 ceMecTpe

TunoBsle BOIPOCH! 7151 MPOMEXYTOUHOM aTTecTaluu B ¢popme 3aueTa AJisi CTYJIEHTOB OYHOM (op-
MBI 00y4EHHUS

UT0 Takoe KOMIBIOTEPHBIN BUPYC?

Yo Takoe MOJIHOTENbHBIE BUPYCHI?

Uro Takoe 3arpy304Hble BUPYCHI?

Uro Takoe (haiioBbie BHUPYCHI?

YTto Takoe BUPYCHBIE TaHIEMBbI?

Yro takoe nmoaumopduzm?

B uem ocoGennocTs mMeTamopduzma?
Onumure aHTHOTIaI0YHbIE MEXaHU3MBI
Kakue metoapl THQUIIMPOBAHUS CYIIECTBYIOT?
0. B uyem cyTs MeTO/1a MOAM(DHUKAIIMU 3aTPy30YHBIX CEKTOPOB.
1. Yro takoe popManbHBIE A3BIKHU?

RBOoo~NoORwNE
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12. Ha3zoBuTe NeKCUYECKUE paCIIO3HABATEIIH.
13. Kaxk paboTaroT CHHTaKCHYECKHUE PACIIO3HOBATEIIN?
14. Yro sBiIsSIETCSI HCTOYHUKOM BHpyca?
15. Kakue crocoObl MPOTUBOIEHCTBUS TPOHUKHOBEHUIO BPEIOHOCHBIX MTPOrPaMM CYIIECTBYIOT.
16. Ha3oBuTe BUIBI aHTUBHPYCHBIX ITPOTPAMM.
B nonnom o0beme orieHOUYHBIE cpeAcTBa uMeroTces Ha Kadenpe «MHpopmaTika U CUCTEMBI yIpaB-
nenusy. OIeHOYHBIE CPEJICTBA MOT'YT OBITh TOTYYEHBI IO TPEOOBAHUIO.
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I'ox navana nogrorosku: 2021

Kypc 2

Cemectp 3

B paGouyro mporpamMmy He BHOcATCS m3MeHeHus. [Iporpamma akryamusupoBana jiss 2021 T.
Havasa MoJAr0TOBKH.

Pazpabotuuk (n):  JlsxmanoB JI.A., K.T.H., IOLIEHT

(®UO, yueHas CTEeHb, yUCHOE 3BaHHE) « » 20__I‘
PaGouas nporpamma nepecMoTpeHa u oJjoopena Ha 3aceganuu kadeapsr UCY
poTOKOJ Ne OT «__» 20 r.
3aBenyrouuit kKadeapoi Tumodeena O.I1.

JIncer akTyaM3auuu NPUHAT HA XpPaHeHHe:

3aBenyronuii Beimyckaronieit kadenpoit UCY « » 20 r.

Metoanueckuii otnenr YMYVY: « » 20 .
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