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1. IEJIM X 3AJJAYU OCBOEHUSA JTUCIIUITJIMHBI

1.1 eab ocBOEHUS TUCHUILIHHBI

HCHBIO OCBOCHU NUCHUIINIMHBI ABJIACTCA OCBOCHUC NHUCHUIIIIMHAPHBIX KOMHCTCHI_[I/Iﬁ B 00-
JJACTH 3alllUThI I/IH(i)OpMaI_[I/II/I B KOMIIBIOTCPHBIX CUCTCMAX IIPH IMOMOIIU IIPOTrpaMMHO-aIlIlapaTHbIX

CPEICTB.

1.2 3agauu ocBoOeHHS TUCHUIJIHHBI (MOTYJIsA)

Huctummaa «IIporpaMmMHo-anapaTHas 3ammTa HHGOPMaIUN» CIIOCOOCTBYET MOATOTOBKE
CTYJCHTOB K PEIICHHUIO CIeIYIOMIMNX MPpOo(hecCHOHaIbHBIX 3a1au:

1.

2.
3.

oA~

N3yueHrne mporpaMMHO-aNIMapaTHBIX CPEJCTB, PEaU3yIOIUX OTIENbHbIE (YHKIHO-
HaJIbHBIE TPEOOBAHUS 110 3aIINTE;

HccnenoBanue METOAOB U CPEJICTB XPAHEHUS KIIIOUEBOW MHPOPMALIUHY,
HccnenoBaHMEMETOIOB U CPEACTB OTPaHMUCHMS JIOCTYNa K KOMIIOHEHTaM BBIYMCIIU-
TCIBbHBIX CUCTEM,

HccnenoBaHHEMETOI0B 3alIMTHI OT BPEIOHOCHBIX IIPOTPaMM;

HccnenoBaHHEMETOI0B 3alIUTHI IPOTPAaMM OT U3MEHEHHSI U KOHTPOJIIO LEIIOCTHOCTH;
OcBoeHue TEXHOJIOIMU cepTU(UKALUN MPOrpaMMHO-aNIapaTHbIX CPEJICTB Ha COOTBET-
CTBHE TPeOOBaHUSAM HH(DOPMAIIMOHHON 0€30IaCHOCTH.

2. MECTO JANCHUIIVIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM

ITPOI'PAMMBbI

VYuebHas JUCLIMILINHA «[IporpammHoO-anmnapaTHas 3amuTa uHpopma-
un»b1.B./IB.2BKitoUeHa B mepevyeHb, BApUATHBHOW 4acTH AuCHUILIMH(popMUpyeMoi y4acTHU-
KaMH 00pa30BaTeNbHBIX OTHOILICHHUIT) IO BBIOOPY (3aIpoCy CTYICHTOB), HAPABJICHHbIH Ha Yriyo0-
JIEHUE YPOBHS OCBOEHHUS KOMIEeTeHIMH. /uciuminnapeani3yercs B COOTBETCTBUN € TPEOOBaHUSIMU
dI'0C, OIT BO n VII.

JlucuuminHa OTHOCUTCS K JUCHMILIMHAM OJloKa 3alIUThIMH(OpPMALMK MPOrpaMMbl Maru-
CTpaTyphblIno HarpasieHHI0 «MHPOpMaLlMOHHbBIE CUCTEMBI U TEXHOJIOTHI.

Hucnummna «lIporpamMmmHo-anmapatHas 3amra  HWHGOPMAIMU»OCHOBOIIOIAratOIIeH 1S
MIPOXO0XKACHUS MPAKTUKU: PEIIUIIIIOMHAS.



3. KOMIOETEHIAM OBYYAIOUIETOCSI, ®OPMUPYEMBIE B PE3VJIBTATE
OCBOEHUS JUCHATITAHBI (MOIYJIST)

Hucnunmuna «I[IporpaMMHo-anmapaTHas 3amurta wHGoOpMauu» (GopMUpyeT KOMIIETCH-
uuolIKC-2 coBMeCTHO ¢ AUCHUIUIMHAMY U MPAKTUKAMU, YKa3aHHbIMU B Tabmute 3.1.

HucnunmunapHas yacth komneteHun [TIKC-2 «Cnoco6eH mpoBouTh pa3paboTKy U aHATU3
00BEKTOB MH(POPMAITMOHHON OE30MaCHOCTHY: CITIOCOOEH TOHUMATh U MPUMEHATh HA TIPAKTHKE MPO-
rpaMMHO-aINapaTHbIE CPeJCTBa OOECeueHusl HEJIOCTHOCTH U 0€30MacHOCTU JaHHBIX B MH(OpMa-
LIUOHHBIX CUCTEMAX.

Ta6muma 3.1 - DopMupoBaHrE KOMIIETCHIIMN TUCIUILUIMHAM

HaumenoBanue CemecTpsl, popMHUPOBaHNUS TUCLIUITITHHBI
JUMCLUILINH, (POPMHUPYIOIINX Komnerenuuu 6epyrest 3 Y4eGHOTo ruiaHa 1o
KOMIICTCHIIUKO HaHpaBJ‘IeHI/IIO IIOATOTOBKH 6aKanaBpa
COBMECTHO /cnenyanucTa/MarucTpa»
1 \ 2 \ 3 \ 4

IIKC-2
Crioco6eH IpoBOJHTE Pa3pabOTKy M aHAIN3 00BEKTOB HH()OPMAITMOHHOH 0€30IT1acHOCTH

Mamemamuueckue ocrosol KpunmoJaocuu

OpeaHu3ayuoHHO-NPasosble  OCHOBbL  UHMOPMAYUOHHOU
bezonacrocmu

HUnmennexmyanvnoie memoovl 6 unpopmayuonnol 6es-
onacHocmu

Komnvromepuas supyconozus

Mooenuposanue cucmem uHgopmayuouHol 6e30naAcHo-
cmu

Texnonoeuu yenmpog 06padbomKu OAHHBIX

Ilpoepammuposanue Ha A3bIKAX HUZKO20 YPOBHA 8 3A0AYAX
sawumel ungopmayuu

Ipoepammmno-annapamunas 3auwuma ungpopmayuu _:

Ynpaenenue ungopmayuonnou bezonacnocmoio

Cmeeanoepaguueckue memoost 3auumol unpopmayuu

Aneopummor  yugpposoii obpabomxu L[CII ¢ cucmemax
YNpagneHus.

Os3naxkomumenvras

Ilpakmuka no noayyenuro nPo@eccUOHanIbHbIX YMEHULl U
ONbIMA HAYYHO-UCCAE008AMENbCKOL 0esimeNbHOCU

Hayuno-uccnedosamensckasn paboma

Ipeoounnomnasn

Buvinonnenue u 3awuma BKP




Tabmuua 3.2- IlepeueHs MIaHUPYEMBIX PE3yIbTATOB O0YUEHUS 110 AUCHUILTHHE, COOTHECEHHBIX C IJITAHUPYEMBIMHU pE3yJIbTaTaMU OCBOCHHUS

Kox m HauMeHOBaHHE KOM-

Koa u HanmeHoBaHue HH

OueHoYHbIE cpeacrea

HeTeHun AUKATOPA TOCTHKEHUHA HJ'laHl/lpyeMble pe3ysibTaThbl Oﬁy‘{e}[ﬂﬂ o JTUCUMIIJIMHE Telcyu[ero HpOMe)I(yTO‘{HOﬁ
KOMIICTCHUUHU KOHTPOJIsA arrecTauuu
IIKC-2. Cnocoben mposo- | UTIKC-2.1.  Pa3paba- | 3uams: Ymems: Bnaoemos: Habop wnamBu- | Habop sk3aMeHaru-
JMTh Pa3paboOTKy U aHAIW3 | THIBAET OOBEKTHl MH- | — METOAUKY OpPraHu- | —— aHAIM3UPOBAThH — CPEJICTBAMU HO- | AYATBHBIX  3a1a- | OHHBIX Onreros
00beKTOB  MH(pOPMALMOH- | OPMALIMOHHONH  6e3- | 3aimm  TeXHMYECKOit CYIIECTBYIOIIHE pe- HCKa F AHATIH33 Huii (1-2)
HoIf 6e30MmacHOCTH OIacHOCTH U TIpOrpaMMHOH 3a- IIE€HUS — OCYILLIECTB- o (m1a60paTOpHBIX
PEIICHUU B NH- 6
mUTh UHQOPMALHMH |  JISTH KOPPEKTHOE pabor)

TSt obecnieueHust
0€30MMacHOCTH M IIe-
JIOCTHOCTH OJAHHBIX.

CpPaBHEHHUE CUCTEM
obecmeueHus 6e3-
OIIAaCHOCTHU JaHHBbIX

(hopmMaImoOHHBIX
CeTSX U JIUTepa-
TYPHBIX UCTOY-
HUKaX

OcBoenne aucuurmiuabl mpuyactHo K T C/03.7 (IIC 06.032 «Cnenuanuct no 6e30MacHOCTH KOMITBIOTEPHBIX CHCTEM U CETei»), peliaeT 3aaauy
aHaym3a u cpaBHEHUS d(DPEKTUBHOCTH TPOrPaMMHO-AIAPATHRIX CPEJICTB 3alIUTHl HHPOPMAITUN B HHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX CHCTE-

Max




4. CTPYKTYPA U COJAEP KAHUE NUCHUIIJIMHBI
4.1 PacnpenesieHue TPYA0EMKOCTH JUCHUIJIMHBI 10 BUIaM padoTIo ceMecTpam

OO6mmas Tpy10éMKOCTh JUCIUIUIMHBI cocTaBisieT 53au.en. 180 wacoB, pacnpenesieHne 9acoB 1Mo BUAAM pa-
00T ceMecTpaM IpeIcTaBiIeHo B Tabnuie 4.1.

Tabnuua 4.1 - Pactnpenenenue Tpy10EMKOCTH TUCIMILIMHBI 110 BUJIaM paboT 110 ceMecTpaMulsl CTy-
JIEHTOB OYHOT'O O0y4YEHUS

TpyaoéMKocTh B 4ac

Bua yueoHo# pa6oThl Bceero B 1.4. no cemecTtpam
qac. 3 cem
®opmMaT U3yYeHHs AUCHHUITHHBI C MCIOJIb30BAHUEM 3JIEMEHTOB JIEKTPOHHOTO
00yueHUs
OO0mas TPyA0éMKOCTh JUCIMIUIMHBI 10 yICOHOMY IIJIaHy 180 180
1. KonrakTHas padora: 59 59
1.1 AynutopHasi pa6oTa, B TOM YHCJI€: 51 ol
3aHATUA JeKIMoHHOTO THMa (JI) 17 17
3aHATHs ceMuHapckoro Tumna (I13-ceMuHapsl, pakT. 3aHATHUS U Ap)
nabopaTtopasie pabotsr (JIP) 34 34
1.2 BHeayauTopHas, B TOM YHCJIe 8 8
KypcoBast padota (npoekt) (KP/KIT) (koHCynbTaIMSI, 3a111Ta) 2 2
TEKYUIUI KOHTPOJIb, KOHCYJIFTALlUU 110 AUCLUIIIUHE 4 4
KOHTaKTHas paboTa Ha poMeXyTo4HOM KoHTpoJe (KPA) 2 2
2. CamocrosteabHas padora (CPC) 76 76
pedepat/acce (MOAroTOBKA)
pacuértHo-rpaduueckas padora (PI'P) (moaroroska)
KOHTpOJIbHasl paboTa
kypcoBast padota/mpoekt (KP/KII) (moarotoBka) 36 36
CaMOCTOSATENILHOE U3yUYCHHE Pa3/Ie]IOB, CAMOIIOIIOTOBKA (TpopaboTKa U 40 40
MOBTOPEHHE JIEKI[HOHHOTO MaTepuaja U MaTepHuaia yieOHUKOB U yueOHbBIX
MOCOOMH, MOArOTOBKA K JIAOOPATOPHBIM U MPAKTHYECKUM 3aHATHSIM, KOJI-
JIOKBHYM H T.1.)
ITonroToBKa K 3k3aMeHY(KOHTPOJIB) 45 45




4.2Conep:kanue TUCHUIIMHBI, CTPYKTYPHUPOBAHHOE 10 TeMaM

Tabmuna 4.1-Conepxanue TUCIUIUIMHBIL, CTPYKTYPUPOBAHHOE IO TEMaM JJIsl CTYZCHTOB OUYHOTO 00y4YeHUS

Buabl yueoHoli padoThl (4ac)

Ilnanupyemble (KOHTPO- KonTakTHas pa6oTa 5 o HaumeHoBanue Peanuzanus B HanMenoBamue
JIIpyeMble) pe3yabTaThl =< HCII0JIb3YEeMbIX pamkax IIpak-
2= . pa3padoTaHHOr o
ocBoenusi: ko YK; _ Y =) AKTHBHBIX H TH4Y€eCKOH 1moj-
HaumeHoBaHue pa3jeios, TeM & 3 28 =g Bun CPC DJIEKTPOHHOI O
OIIK; IIK u mHaukaTo- = S £ S F E s HHTEPAKTHBHBIX TOTOBKHU
Eo |85 & a |8 eF Kypca (TpyaoeM-
PbI J0CTHKEHHS] KOMIIe- ES 858 £¢& O |5 = o0pa3oBaTelib- (TpyaoeMKoOCTh
. 25 |o2gF EE Z |25 . KOCTb B 4aCax)
TeHI Ui BT € e 28 =8 HBIX TeXHOJIOTHIi B 4acax)
2 < <
=g 23 S &
= &

Pa3gen 1. Teopernyeckue acneKThl NPUMEHEHHUs IPorpa

MMHO-aNNAPATHBIX CPEACTB o6ecneyeHnsi HHPOPMANOHHOH 0e301aCHOCTH

ITIKC-2 - UTIKC-2.1

Tema 1.1 IloHsaTHE MOIUTHKHU
O0e3omacHocTH. OmucaHue Tu-
MTOBLIX IMOJIUTUK O€30I1aCHOCTH.
Yrpo3sl 0€30MaCHOCTH KOMITh-
I0TepHBIX cucteM. Obecriede-
HUEC TapaHTHA BBIIOJTHEHUSI
IMOJUTHKH 0€30I1aCHOCTH.

1

2

IloaroroBka K JNEKLUIM

[6.1.1]

Paz6op KOH-
KPETHBIX CHUTYya-
i

Tema 1.2 Mogelnpr KOMIIBIO-
TEPHOU CUCTEMBI.

[TonsiTnue monuTOpa Oe3omac-
HoctH. KoHIenmus aucnerdepa
JlocTyma.

Juckpeunonnsiit noctyn. Pea-
TMU3alMs  pa3TpaHUYCHUS JI0-
CTylla K BHCIIHUM YCTPOi-
CTBaM.

MangaTtHelil 1ocTyn, €ro pea-
mm3anys Uis GaiioB, ManoK U
MPOLIECCOB.
VYnpasnenue
hopmarnmm.
Meron reHepauuu U30JIMPO-
BaHHOM IIPOrpaMMHON cpezbl
Ipy MPOEKTUPOBAHUM MeXa-
HU3MOB TapaHTUPOBAHHOTO
MOJAJEP)KAHUST TIOJUTHKU 0e3-
OTACHOCTH.

Monenn 6e30macHOro B3auMO-
nericteus B KC. .

IIOTOKaMHu  HH-

IloaroroBka K JIEKIUAM

[6.1.1]




Buapl yueoHoli paboThl (4ac)

Ilnanupyemble (KOHTPO- KonrtakTHasi pa6ora = = HaumeHoBaHue Peanuzauus B HauMeHOBAHME
JIMpyeMble) pe3yJbTaThbl A HCIOJIb3YeMbIX pamkax Ilpak-
2 = . pa3paGoTaHHOrO
ocBoenusi:koa YK; _ Y =3 AKTHBHBIX M THYECKOH Mmoj-
HaumeHoBaHue pa3jeios, TeM & 3 ] g H o Bun CPC DJIEKTPOHHOI 0
OIIK; [IK 1 uaguKkarTo- = o5 R ] MHTEPAKTHBHBIX TrOTOBKH
Eo|E85 82| =~ [E°5F Kypca (Tpynoem-
Pbl JOCTHKEHHS KOMIIe- 53|88 E¢& O |5 =™ o0pasoBaTeJb- (TPYAOEMKOCTh
o 5 |oaF = g |25 . KOCTb B 4acax)
TCHIUHU = ~ \g @ ™ E = § =1 HBIX TEXHOJOI'HH B llacax)
2 = <
= E é- g O =
Tema 1.3 Ilpouenypa umeHTH- 2 2 [ToarortoBka K JEKIHASIM
¢buKanuu ¥ ayTeHTH()UKALUH: [6.1.1,6.1.2,6.1.3]
3allluTa Ha YPOBHE paclupe-
Hu Bios, 3ammTa Ha ypoBHE
3arpy34YMKOB  ONEPaIllMOHHOU
cpenbl
Hroro mo 1 paznery 6 1 6
Paspea 2. [lporpaMMHO-annapaTHble CpeicTBa odecneyeHusi HHPOPMalmOHHOM 0e3011aCHOCTH
[IKC-2 - UTIKC-2.1 Tema 2.1 OcHOBHbIE MPHUHILIU- 2 2 IMonroroBka k sexuusM | Pa3bop KOH-
bl CO3JaHHS MPOTPAMMHO- [6.1.1,6.1.2,6.1.3] KPETHBIX CHTYya-
amnmapaTHbIX CPEACTB obecrtie- 1845051
yeHnss WH()OPMAIMOHHON 0e3-
OIIACHOCTH.

IIporpamMHo-anmnapaTHbsle
CpElCTBa, peaJu3ylollue OT-
JIeJIbHbIE (yHKIIMOHATTEHBIE
TpeOoBaHUS TO 3alMTe, WX
MPUHLMIBI JTEHCTBUSL U TEXHO-
JIOTHYECKHE OCOOEHHOCTH.
BzaumogeiictBue ¢ oOmiecu-
CTEMHBIMH KOMITOHEHTaMHU
BBIYMCIIHUTEIBLHBIX CHCTEM.
Meroasl u cpeiacTBa OrpaHu-
YEHUS I0CTYIa K KOMIIOHEHTaM
BBIYUCIIUTEIBLHBIX CHCTEM.

Tema 2.2 MeTonbl U cpejcTBa 2 1 2 ITogroToBKa K JNEKIHASIM
TPUBSI3KU MIPOTrPaMMHOTO [6.1.1,6.1.2,6.1.3]
obecrieyeHnss K amnmapaTHOMY
OKPYXEHHIO U  (U3HYECKUM
HOCHTEJISIM.

VYipasieHue KIo4amMu KpHII-
TorpaMIeCKUMH KII0OYaMH.




IInanupyemble (KOHTPO-
JIMpyeMble) pe3yabTaThl
ocBoeHusi: ko1 YK;
OIIK; ITIK »n maaukaTo-

HaunmeHoBaHue pa3aejoB, TeM

Buapl yueoHoli paboThl (4ac)

KonrakTHas paéora

Buag CPC

HaumeHnoBanue
HCII0JIB3YeMBbIX
AKTHBHBIX H
HHTEPAKTHBHBIX
o0pa3oBaTe/ib-

Peanuzanus B
pamkax Ilpak-
THYeCKoii noa-
TOTOBKHU
(TPYAOEMKOCTh

HaumeHnoBaHue
pa3paboTaHHOrO
DJIEKTPOHHOI 0
Kypca (TpyaoeM-

PbI J0CTHKCHHUSA KOMIIE-

. KOCTh B 4acax)
TeHIuii

HBIX TEXHOJIOTHii B yacax)

Jlekuun
(uac)
HbIe PaGoThI
(uac)
3aHATHSA (4ac)
KCP
CamocTtosiTeibHast
paéoTa cTya1eHTOB
(4ac)

Jla6opaTtop-
TpakTHYecKkue

MeTtomp! U cpeacTBa XpaHCHHUS
KJIFOUEBOI HH(pOpMaIUH.

Tema 2.3 3ammura nporpaMm ot 2 1 2 I[ToarortoBka K JEKIIHASIM
n3yuernsi. Crioco6bl BCTpanBa- [6.1.1,6.1.2,6.1.3]

HUA Cpe}lCTB 3alIUThl B HpO—
rpaMMHOE 0OecredeHHe.
3ammra 0T  pa3pyIIaloUMX
MIPOTPpaMMHBIX BO3JEUCTBUI U
BPEIIOHOCHOTO MPOrPaMMHOI0
o0OecIeueHusI.

3ammTa mporpaMM OT M3MCEHE-
HUS ¥ KOHTPOJIb [IEJIOCTHOCTH.

Tema 2.4CpexnctBa KOHTPOIS 2 1 2 I[ToarotoBka K JEKIASIM
3alIMIIEHHOCTH  MH(POPMAIHH [6.1.1,6.1.2,6.1.3]

JUIL  Pa3iMYHBIX  MOJCHCTEM
3aIUTHI

Tema nadopaTopHoii padoThI: 8 5 8
«3nakomctBO ¢ eToken API»

Tema nadopaTopHoii padoThI: 8 5 8
«Pabora ¢ ceprudukaTamu
X.509 na eToken»

Tema 1adopaTopHoii paGoThI: 8 5 8
«O06bekTh eTokeny

Tema 1adopaTopHoii padoThI: 10 5 10
«llludppoBanne AaHHBIX C TIO-
mombio eTokeny

Hroro no 2 pazgeny 8 34 1 28

Pazpnen 3. [lpaBoBble acneKThI NPOrPaMMHO-ANINAPATHON3AIMTHI HH(pOPMaNHH
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Buapl yueoHoli paboThl (4ac)

Ilnannpyemsblie (KOHTPO- HaumenoBanue Peanuzauus B
nnpyeni)]z,le) pesgrnmal;u Konraicrias pagora ‘E é HCIOJIB3YeMbIX pamKax ;llpax- Hauvenosanue
ocoenusi:kon YK; . = Y E g AKTUBHBIX U THYECKOH MoJ- paspagoraiioro
OIIK; 1K u mmukaro- HaumeHoBaHue pa3jeios, TeM - & g gz = E’E Bun CPC HHTEpAKTRBRLIX OTOBKH DJIEKTPOHHOI 0
_ Eolsges 25| & |E2Z GpasoBaTelib- (TPya0eMKOCTE Kypea (Tpyoem-
PBI 10CTHZACHUST KoMIle %f §125§ E g g E o0p g py. KOCTE B UAcAX)
TCHIUHU = ~ \g g_; ~ E ; § lg HBIX TEXHOJOI'HH B llacax)
= E é- g O =
IKC-2 - UTIKC-2.1 Tema 3.1Ponp craHmapToB 1 2 IMoaroroBka k JekuusiM | Pa3bop KOH-
HH(POPMAIMOHHON 0e30macHo- [6.1.1,6.1.2,6.1.3] KPETHBIX CHTYya-
CTH. UK
Hoxymentsl ['ocynapcTBeHHON
TEXHUYECKOHM Komuccuu Poc-
CHH.
Tema 3.23amauu ¥ TEXHOJIOTHUS 1 2 | llogrotoBka k JnekiusiM | Pa3bop  KoH-
cepT(UKALUU  MPOTrPAMMHO- [6.1.1,6.1.2,6.1.3] KPETHBIX CHTYya-
anmnapaTHbIX CPEICTB Ha COOT- 1005051
BETCTBHE TpeOOBaHUSAM HH-
(hopMaIMoOHHO# 6e30MaCHOCTH.
OcHOBHBIE KaTeropuu Tpedo-
BaHUU K NPOrpaMMHON U MpO-
rpaMMHO-aNMapaTHOH  peaiu-
3aldl  CPEICTB OOCCIeYCHHUs
HHPOPMAIMOHHOW Oe301macHo-
CTH.
IMokazaTenn  3aUIWIIEHHOCTH
CpPE/ICTB BBIUYUCIHUTEILHON TeX-
HUKH OT HECaHKIHOHHPOBaH-
HOTO JOCTYyIA.
TpebGoBanust K mporeccy cep-
TUGUKAIMKA TIPOAYKTa HHPOP-
MAIMOHHBIX TEXHOJIOTHI
Tema 3.1Kmaccel 3amuiieHHoO- 1 2 IonroroBka x mexmusMm | Paszbop KOH-
CTH aBTOMAaTH3HPOBAHHBIX CH- [6.1.1,6.1.2,6.1.3] KPETHBIX CHTYa-
CTEM. uui
Hroro no 3 pazgeny 3 6
IToaroroBka K 3K3aMe- 45
HY(KOHTPOJIb)
KypcoBas pa6ora (KP) 36
HTroro 3a cemectp 17 34 76 34
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5. TEKYIIUA KOHTPOJIb YCIIEBAEMOCTH n INPOMEXYTOYHASA
ATTECTALNMUA ITO U'TOI'AM OCBOEHUSA JUCHUIIVIMHBI.

5.1 TumnoBbie KOHTPOJbHbIE 3aJaHHsI WJIH HHbIe MATEPHAJIbI, HEOOXOAUMbIE /JIs1 OIEHKHU
3HAHUI, YMEHMH U HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH
J171s1 BBITIOJTHEHMS TTPOLIEAYP OILIEHUBAHUSI COCTABJIEH MACIOPT OLEHOYHBIX CPEJICTB.

[TepedeHb BONPOCOB, BEIHOCHUMBIX Ha IPOMEXYTOUYHYIO aTTECTALIUIO (IK3aMEH )

1. TlonsTre nmonutuku 6e3omacHOCTH. ONMCcaHue TUIIOBBIX OJIUTUK OE30MAaCHOCTH.

2. Yrpo3bl 0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM.

3. Tlonsarue monuropa 6e3onacunoctu. Konuenus aucrnerdyepa J0CTyma.

4. JluckpeuuoHHBIN gocTym. Peannzanus pasrpaHuueHus JOCTyIa K BHEIIHUM YCTPOHCTBAM.

5. MannatHslil JOCTYII, €ro peanu3anus 1Jis (ailyioB, Aok 1 MpoLeccoB. YpaBieHHE OTO-
KaMu MH(pOpMaIum.

6. Merox reHepani H30JUPOBAHHON MPOTPAMMHOMN CPEIBI.

7. IlpuHuMnb! co3gaHus IPOrpaMMHO-aNIapaTHbIX CPEACTB oOecreueHust HH(HOpMaMOHHON
0€30I1aCHOCTH.

8. Mertoabl U cpeAcTBa OrpaHUYEHUS JIOCTYNA K KOMIIOHEHTAaM BBIYMCIUTEIbHBIX CUCTEM.

9. Meroabl U CpeAcTBa NPUBS3KH MPOTPAMMHOI0 00ECIICYEHHS K alllapaTHOMY OKPYKESHHUIO U
(bU3NYECKUM HOCUTEIISIM.

10. VYmpasnenue KitoyaMu KpUNTOrpapuyecKuMH KIIF0YaMu. MeTOIbI ¥ CpesICTBA XPAHEHUS
KJIF04eBOI MH(pOpMAIIH.

11. 3ammra nporpamm oT u3y4eHusi. CriocoObl BCTpauBaHUsI CPEJICTB 3AIIUTHI B IPOTPAMMHOE
obecrnieueHue.

12. 3ammra OT pa3pymIaoIX IPOrPaMMHBIX BO3JICHCTBUN M BPEIOHOCHOTO IIPOTPAMMHOTO
obecrieyeHus.

13. 3ammra mporpaMm OT U3MEHEHUS 1 KOHTPOJIb IIETIOCTHOCTH.

14. CpencrBa KOHTPOJIS 3AIUUIIEHHOCTH MH(OOPMAIMK [T PA3IUYHBIX TOACUCTEM 3aIUTHI.

15. Crannaptel ”HGOPMAIMOHHOMN OE30MTaCHOCTH.

16. Ceprudukanus nporpaMMHO-aNNapaTHbIX CPEICTB.

17. TpeGoBaHus K IpOrpaMMHON U POrpaMMHO-aIIapaTHOMN peanu3aluii cpeacTs odecneye-
HUS MH()OPMAIIMOHHOM 0€30MacHOCTH.

18. Tloka3arenu 3alIMIEHHOCTH CPEACTB BEIYMCIUTEILHON TEXHUKH OT HECAHKIIMOHHPOBAHHO-
ro JOCTYyTIA.

19. Kunaccel 3aMIIeHHOCTH aBTOMaTH3MPOBAHHBIX CHCTEM.

20. TpeboBaHMs K Mpoleccy cepTU(UKaUU MPOTyKTa HHPOPMALMOHHBIX TEXHOIOTHH

Komrtext OLCHOYHBIX CPCACTB ABJIACTCH HeoTheMiieMol yacTteio ®OC u XpaHUTCA Ha Ka(bezlpe «HH-
(1)OpMaTI/IKa " CUCTEMBI YIIPABJICHUS.

5.2 Onmucanme mnokasarejeid W KpHUTepHeB KOHTPOJISI YCIeBAeMOCTH, ONMCAHHE IIKAJ
OLICHMBAHUSA

Jly1g oLleHKY 3HaHUN, YMEHUN, HAaBBIKOB U (POPMUPOBAHUS KOMIIETEHLIMHU MO TUCHUIUINHE TPUMEHSI-
€TCsl TPaAMIIMOHHAs CHCTEMa KOHTPOJIS U OLIEHKH YCIIEBAEMOCTH CTYZIECHTOB.

[Ipn npomMekyTOYHOM KOHTpPOJIE YCIEBAEMOCTh CTY/IEHTOBOLIEHUBAETCS MO YeThIpeXOaIbHOU cH-
CTEME «OTIUYHO», «XOPOIIO», «YAOBIETBOPUTEIBHO», «HEYAOBIETBOPUTEIBHOY.
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Ta6muma 5.4-Kpurepun orieHuBaHUsI pe3yibTaTa OOY4YEeHHS 0 JUCIUTIIIMHE | IIIKaTa OIEHUBAHUS

Kpurtepuu oneHnBaHus pe3yJbTaToB 00y4eHHs

OmneHka Ouenka Ouenka OrneHka
Kozt u naumeHoBaHue MHAH  (gey/0BIeTBOPUTEIBHO» «YIOBJIETBOPUTEIBHO» / «3a- «xopomuro» / «OTIAMYHO» /
Kon n HanMeHoOBaHHe KOMIIETEHIMH | KAaTOPa J0CTHKEHHsI KOMIIe / «HE 3a4TEHOY ATEHOY «GATTCHO» «GAYTEHO»
TEHIUH 0-59% 60-74% 75-89% 90-100%
OT max pedTUHIOBO’ OT max PeUTHHIOBON OLEHKH 0T max peHTUHTIOBOMI 0T max peiTUHroBoi
OLICHKU KOHTPOJIS KOHTPOJIS OLICHKH KOHTPOJIS OIICHKH KOHTPOJIS

IMKC-2. CnocobeH mpoBOIUTH pas-
paboOTKy W aHanu3 OOBEKTOB WH-
(hopMaIMOHHO OE30MaCHOCTH

UIIKC-2.1. Pa3zpabathl-
BaeT 00BEKTHI MHpOpMa-
IIMOHHOM 0e30macHoCTH

W3noxxenne yueOHOTO MaTe-
puana 6eccucTeMHoOe, He-
MOJTHOE, HE OCBOCHBIOA30-
BBICTIPUHIUITBIIPOTPAMMHO-
anmnapaTHOH 3alUThl HH-
hopmarim;

HE BO BCeX ciIydasx Ipa-
BUJILHO OTIIEPHPYET OCHOB-
HBIMUIIOHATUSIMUB O6J'IaCTI/I
nHpopmManmoHHO#t 6e3omac-
HOCTH;

HE OTBEYaeT Ha 3a][aBacMbIC
BOIPOCHI

dparMeHTapHbIe, TIOBEPX-
HOCTHBIE 3HaHUs 0a30-
BBIXITPUHIHITOBIPOrPAMM-
HO-aMNapaTHOM 3aIlUThI
nHpOpMALNH,

HE BO BCEX CIIydYasx HAXOAUT
NpaBHJIEHBIC OTBETHI Ha 3a-
JlaBacMble BOIPOCHITIO
3amuTe nHGopManuu

3Haer MaTtepuail Ha 10-

CTaTOYHO XOpOoIIeM
YpOBHE;,  TIPEACTAaBIISCT
OCHOBHBIE  KOHILIEMIUHU-
MPOTrPaMMHO-
anmnapaTHoOM 3QIIUTEL
HHPOpPMALNH;

MOATBEPIKIACT TECOPETH-
YEeCKUE 3HAaHUS OTJElb-
HBIMH ~ TPaKTHYECKUMH
NpUMepaMu 10 3alluTe
nHdopmanuu B aBTOMa-
TU3UPOBAaHHBIX  CHUCTe-
Max;

JaeT OTBETHI Ha 3a/1aBa-
€MBbIe BOIPOCHI

Hmeet rayOokue 3HAHUS
BCEro Marepuaia Mompo-
rpaMMHO-anmapaTHON
3ammTe HHQpOpMAaIH;
JacT pa3BepHYTHIE OTBE-
THI Ha 3aJaBacMbIC BO-
TIPOCHI;

nMeeT COOCTBCHHEIC
CYXJEHUSI O pelICHUH
3a/1a4 3alIuTe JaHHBIX
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Tabnuua 5.5 - Kputepuu ornieHnBanus

Ouenka Kputepuu oueHuBaHus
Bricokuit ypoBeHb OLICHKY «OTJHMYHO» 3aCIIy’)KMBAeT CTYJCHT, OCBOMBIIHNI 3HAHUS, YMEHUS, KOMIIETEH-
«5» IUU ¥ TEOPETHYCCKHIA MaTepuas 0e3 MpoOesioB; BBHIMOJHHUBIINI BCE 3aaHUs, TPEIY-
(oTIMaHO) CMOTPCHHBIC YUEOHBIM IUTAHOM Ha BBICOKOM KAadeCTBEHHOM YPOBHE; MPAaKTHIECKHE

HAaBBIKH IPO(ECCHOHATPHOTO MPUMEHEHHS OCBOSHHBIX 3HAHUH c()OPMHUPOBAHEL.

CpemHmii ypoBeHB «4»
(xopom10)

OLICHKY «XO0POII0» 3aCIIy’KUBACT CTYACHT, NMPAKTUICCKU ITOJTHOCTHIO OCBOHMBIIIHI 3HA-
HUA, YMEHHUSA, KOMIIETCHIUN U TeOpCTI/I‘IeCKI/Iﬁ Mmarepua, y‘le6HbIe 3aJJaHuA HE OLICHC-
HbI MaKCUMaJIbHBIM YHCJIOM 6ann013, B OCHOBHOM C(I)OpMPIpOBaH TIPAKTUIECKUE HABBI-
KH.

IToporoBelif ypoBEHb | OIEHKY «yAOBJeTBOPUTEIbHO» 3aCIyKUBACT CTYAEHT, YACTHYHO C IpoOeIaMu 0CBO-
«3» (yIOBIETBOPH- | MBIIMH 3HAHMSA, yMEHHS, KOMICTEHINN ¥ TEOPETUUECKUI MaTepHal, MHOTHE yIeOHbIC
TEJBHO) 3a7aHusl MO0 He BBIMIOJHWI, JIMOO OHM OIIEHEHBI YHCJIOM OAJUIOB OJM3KMM K MUHH-

MaJIbHOMY, HCKOTOPBIC NPAKTUYCCKNUEC HABBIKU HE C(l)OpMI/IpOBaHLI.

MuHuManbHbIA ypo-
BEHb «2» (HEYIOBIIC-
TBOPHUTEIHHO) MPAKTUYCCKUE HABBIKU HE CHOPMUPOBAHEI.

OLIEHKY «HEYJOBJIETBOPUTEIHHO» 3aCITyKHBACT CTYJCHT, HE OCBOMBIINI 3HAHMS, yMe-
HUSI, KOMIETCHIUN U TCOPETHYECKHMI MaTepual, ydeOHbIE 3aJaHUsl HE BBINOJHMI,

6. YYEBHO-METOJNYECKOE OBECIIEYEHHUE JUCHUITIJIMHbBI

6.1 YueOnas iureparypa

6.1.1.

6.1.2.

[TporpamMMHoO-anmapaTHbIe CpeACTBa 3aUTHl HHOpMaIu [DIeKTpOHHBIN pecypc] : yueo-
HOE TI0coOMe ISl CTY/ICHTOB BY30B IO HampaBieHHIO MoArotoBku «MHdopmamronnas 6e3-
omacHocTh» / JI.X. Mudraxosa [u ap.]. — Dnekrpon.TekctoBbie nanasie. — CII6. : MaTEp-
meaus, 2018. — 408 c¢. — 978-5-4383-0157-8. — Pexum jgoctyma:
http://www.iprbookshop.ru/73644.html

Huxudopor C.H. 3ammra uHpopmanuu. 3auiuiieHHble ceTH [DIEKTPOHHBIN pecypce] :
yuebHoe nocooue / C.H. HukudopoB. — DnextpoH.TekcToBbie qanHbie. — CII16. : CaHkT-
[TeTepOyprckuii rocy1apcTBEHHBIN apXUTEKTypHO-CTpouTenbHbINH yHUBepcuTeT, ObC ACB,
2017. — 80 C. — 978-5-9227-0762-6. — Pexum JIOCTYTIA:
http://www.iprbookshop.ru/74382.html

6.2 CnpaBouyHo-0ud1Horpadguyeckas Jurepatrypa
—  YueOHUKU u yuebHvle nocooust

6.1.3.

Kapmanosckuit H.C. Opranu3airioHHO-TIpaBOBOE U METOIMYECKOEe o0ecreueHne napopma-
IIMOHHOMU Oe3omacHOCTH [DneKTpoHHBIN pecypc] : yueOHoe mocobue / H.C. Kapmanosckuii,
O.B. Muxaiinuuyenko, H.H. IIpoxoxeB. — DnektpoH.TekcToBbie nanubie. — CII6. : YHu-
Bepcu-rer UTMO, 2016. — 169 c. — 2227-8397. — Pexum jgocryma:
http://www.iprbookshop.ru/67452.html

6.3MeToauueckue yKa3aHus, peKOMEHIAIMHU U IPyrue MaTepuaibl K 3aHATHAM

Metoanyeckue yka3zaHHUs 110 BBIIOJHEHHMIO NMPaKTHUECKuX padoT mo aucuuminHe [Iporpammuo-
anmnapartHasi 3aimTa UHQOpMallMMBAJIEKTPOHHOM BapuaHTe HaxozsaTcs Ha kadeape «MHpopmaruka u cu-
cTeMbl ynpaBieHus», B oubnuoreke HI'TY um. P.E.AnekceeBa.DneKTpoHHbIE BapHaHThl METOJUYECKUX
YKa3aHUU MO BBIMOJHEHUIO JJa00paTOPHBIX pabOT OTHPABISAIOTCS Ha 3JIEKTPOHHBIE apeca IPYIIIL.

6.1.4.

[TporpamMHo-anmapaTHas 3auiuTa UHGOpPMALUU [DIEKTPOHHBIE TEKCTOBBIC JaHHBIE]: Me-
TOJI.yKa3aHUsl K Ja0OpaTOpHBIM M KypcOBBIMpaOoTaMm 1o auciumuinHe «[IporpamMmHo-
amnmaparHas 3aluTa MHPOpPMaLUW» A CTYIEHTOB HAIpaBlIEHHs MOJIrOTOBKH Marmcrpa
09.04.02 «MHbOpMaAIIMOHHBIE CHCTEMBI W TEXHOJOTHH» ITHEBHOW (opmMbl OOyueHHs /
HI'TY; Cocr.: C.H. Kanpanos. H.Hosropog, 2021.
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7. TH®OPMAIIMOHHOE OBECIIEYHEHUE JUCHUIIJINHBI

Y4eOHblIii mpolecc Mo AUCHUIIIMHE 00ecrieueH HeOOXO0AUMBIM KOMILJIEKTOM CBOOOJIHO pacnpocTpa-
HSIEMOTO IMPOTPAMMHOT0 0OecredeHus (COCTaB Mo AUCHHUIUIMHE onpeeseH B HacTosmeit PI1J] u moanexur
OOHOBIICHUIO TIPU HEOOXOAMUMOCTH ).

7.1 IlepeyeHb HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM

Ta6muma 7.1 -ITepedeHn JIEKTPOHHBIX OMOIMOTEYHBIX CUCTEM

Ne HaumenoBanue 9B5C Ccolika k 9BC

1 KoHcynbTaHT cTyneHTa http://www.studentlibrary.ru/
2 Jlanb https://e.lanbook.com/

3 IOpaiirt https://biblio-online.ru/

4 TNT-ebook https://www.tnt-ebook.ru/

7.2 llepeveHnb cBOOOTHO PACTIPOCTPAHSIEMOT0 MPOTrPAMMHOIO 00ecedyeHust

Tabnuua 7.2 — [IporpammHoe obecrieueHue, NCIoIb3yeMOE CTYEHTaMU OYHOTO 00y4eHUs

IIporpammuoe obecnieyenue,

JOTOBOPHOM OCHOBE

HCNOJIb3yeMoe B
YHHBepcHTeTe Ha

HpOFpaMMHOQ odecneyeHue CBOOOTHOIO pacnpocrpaHeHusd

Adobe Acrobat Reader (https://acrobat.adobe.com/ru/ru/acrobat/pdf-reader.html)

Linux (https://www.linux.com/)

OpenOffice (FreeWare) https://www.openoffice.org/ru/

JDK 8 u Brie (https://adoptopenjdk.net/)

DpeiimBopk Java Spring 5
(https://spring.io/projects/spring-framework)

Eclipse (https://www.eclipse.org/)

Intellij Idea (https://www.jetbrains.com/ru-ru/idea/)

git (https://git-scm.com/), github (https://github.com/)

Maven (https://maven.apache.org/), Gradle (https://gradle.org/)

Penakrop 610k-cxem (https://app.diagrams.net/)

Microsoft Visual

Studio 2017 Community Edition

(https://visualstudio.microsoft.com/ru/vs/community/)

7.3 IlepeyeHb cOBpeMeHHBIX MNPOPECCHOHAIBbHBIX 0a3 [JaHHBIX U HHGOPMALMOHHBIX
CIIPABOYHBIX CHCTEM

B tabnune7.4yka3an nepedeHb mpodecCHOHANBHBIX 0a3 JTaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX
CHCTEM, K KOTOPBIM o0ecredeH JoCTyN (yAaleHHbld JocTyn). JlaHHbIN nepeueHb MOANSKUT OOHOBIEHHUIO B
cooTBeTcTBUM ¢ TpeboBanusimMu OI'OC BO.
B nmanHOM pasnene MOTryT OBITH MPHUBEACHBI PEeCypChl (CCBUIKM Ha CAaWThI), HA KOTOPHIX MOXKHO
HaAWTH MOJEe3HYI0 A Kypca HH(popmaluio, B T.4. CTATUCTUYECKUE WIIM CIIPABOYHbBIE JaHHbIE, yUEeOHbIE Ma-
TepHuabl, OHJIIAH KypChI U T.[I.

Tabnuua 7.4— IlepeueHb cOBpeMEHHBIX TPOPECCHOHATBHBIX 0a3 TaHHBIX U MH()OPMAITMOHHBIX
CTIPAaBOYHBIX CHCTEM

Ne HanmenoBanue npogeccuoHaIbLHON 0a3bl JaHHBIX, Joctyn k pecypcy (yaajieHHBIH J0CTYN € yKa3aHUeM
B HH(OPMANMOHHO-CIIPABOYHOI CHCTEMBbI CCBLJIKH/IOCTYII M3 JIOKAJTbHOH CeTH YHHBEPCUTETA)
1 2 3
1 Baza nansbix cranmaptoB u periiameHToB POCCTAH- https://www.rst.gov.ru/portal/gost/home/standarts
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https://app.diagrams.net/
https://www.rst.gov.ru/portal/gost/home/standarts

TIAPT
2 Iepeuenp npodeccronanbHbIX 0a3 TaHHBIX U HHPOP- https://cyberpedia.su/21x47¢0.html

MaIHOHHBIX CIIPABOYHBIX CHCTEM
3 Karanor naTTepHOB MPOCKTHPOBAHHS https://refactoring.guru/ru/design-patterns/catalog

8. OBPA30OBATEJIBHBIE PECYPCBbI J1JIs1 UTHBAJINJOB U JINIL C OB3

B tabmune8.1 ykazan nepeueHb 00pa3oBaTEIbHBIX PECYPCOB, MMEIOUINX (POPMBI, aJanTUPOBAHHBIC
K OTPaHUYCHHSM UX 370POBbS, A TAK)KE CBEIEHHS O HAIMYMH CIICHHAIBHBIX TEXHHYECKUX CPEIICTB 00yde-
HUSA KOJUICKTUBHOI'O U MHAWBUAYAJIbHOT'O IMOJIb30BAHUA. HpI/I 3aI110JIHCHUU Ta6JII/IL[BI MOJKET OBITH HUCIIOJIE-
30BaHa MH(pOpMaIUs, pa3MeIleHHas B mojpasaene «/locTymHas cpenay CIENUaIM3HMPOBAHHOTO pasjerna
caiita HI'TY «Cenenus 06 oOpazoBarenbHol opranu3anum»https://www.nntu.ru/sveden/accenv/

Tabnuma 8.1 - ObOpa3zoBaTenbHbIC PECYPCHI 11 MHBATUIOB | Jinil ¢ OB3

Ne Ilepeyens 00pa3oBaTeIbHBIX PeCypcoB, MPH- CaeJieHHS 0 HAJTHYMH CHENHATBHBIX TEXHUYECKHX CPEeACTB
cnoco0JIeHHBIX /Il MCII0Ib30BAHUS HHBAINAA- | 00y4YeHHUS KOJIJIEeKTHBHOIO U HHAMBUAYAJILHOIO N0/1b30Ba-
mHu 1 imnamu ¢ OB3 HHA
1 OBC «KoHCyNIbTaHT CTyAECHTa» 03BYYKa KHHI' U YBEJIMUEHHE MpUdTa
2 9BC «Jlaub» crieuaIbHOe MOOMIIbHOE MPUIIOKEHHE - CHHTE3aTOp PEUH,
KOTOPBII BOCIPOU3BOANT TEKCThI KHUT U MEHIO HaBUTAITUH
3 OBC «lOpaiT» BEpCHst JJIs1 CITa00BHISIINX

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE, HEOBXOJIMUMOE JJIsA
OCYHECTBJIEHUA OBPA3OBATEJIBHOTI'O ITPOLHECCA 11O JUCHUIIJIMHE

J1J11 KOHTaKTHOM M CaMOCTOSITETbHOM pabOThl 00YJAIOIIUXCS BbIIEJICHBI TOMEIIEHUS, OCHAIIEHHbBIE
KOMITHIOTEPHOM TEXHUKOMN C MOAKIIOUeHUEM K ceTH "MHTepHeT" u obecniedeHrueM J0CTymna B 3JIEKTPOHHYIO
nH(}OPMaLMOHHO-00pa30BaTENbHYIO CPEAy OpraHU3aAIIH:

— 3aJ1 AJIEKTPOHHO-UH(OPMAITMOHHBIX pecypcoB (aya. 2210 — 11 xommbioTepos, aya. 6119 — 9

KOMIIBIOTEPOB);
— YHUTaJIBHBIN 3aJ1 OTKPBITOro AocTyna (aysa. 6162 — 2 koMmbioTepa);
— ayn. 2303, 2202, obopynoBanubie Wi-Fi.

[lepeueHp MaTepuanbHO-TEXHUYECKOTO oOecrieueH s, HeOOXOAMMOro Uil peaau3aliy MporpaMmbl
MarucTpaTypbl ¥ MPOBEACHHS JTa0OpaTOPHBIX padoT Ui CTYACHTOB OYHOTO OOYYEHHs, BKIIOUAET B ceOs
KOMITbIOTEPHBIE KJIACCHI

1. Ayo. 4403 kagheopovr «Hngpopmamuka u cucmemot ynpagnenuny - navopamopusn Ilpozpam-

mupoeanus ACOu 'y
KomnbroTepsl, OCHalleHHble HEOOXOAMMBIM OOOPYJIOBAaHHEM, TEXHHYECKHMHU U 3JIEKTPOHHBIMHU
cpeAcTBaMu O0YYEeHHUsI U KOHTPOJISI 3HAHUH CTYIACHTOB:
— 10 APM (TepmuHamnoB);
— MyJnbpTUMenuiiHbI poekTop Vivitek H 1180,
— okpad HacteHHsli LMP 100109,
— cereBas kKynoaeHasg PTZ-kamepa AXIS M5014.
[Takets! [1O (J1MLIEH3HMOHHOE):
— Dr.Web (c/u ZNFC-CR5D-5U3U-JKGP ot 20.05.2024),
— MATLAB R2008a DVD KIT-WIN & UNIX/MAC (Ne munien3un 527840, Ne 3akaza 2035235
Softline ot 05.05.2008).
[Makets! I1O (pacnpoctpansiemoe 1o cBOOOAHOM JTHIIEH3UN):
— ApacheOpenOffice;
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— Eclipse (https://www.eclipse.org/)

— git (https://git-scm.com/)

— Microsoft Visual Studio 2017 Community Edition
(https://visualstudio.microsoft.com/ru/vs/community/)

TanKe, JJIA CaMOCTOATEIIbHOM pa6OTBI o6yqa10m1/1xc51 BBIJACIICHBI ITIOMCIICHHUA, OCHAIIEHHbBIE KOM-

NBIOTEPHON TEXHUKOHN ¢ mojkiarodeHneM K cetu "MHTepHeT" M obOecriedeHneM JOCTyIa B AJICKTPOHHYIO
nH(}OPMaLMOHHO-00pa30BaTENbHYIO CPEAy OpraHU3aIIH:
Tabmuua 9.1 - OcHaEeHHOCTh ayIUTOPUHA W TIOMEIIEHUH Il CAMOCTOSITENIbHOW PabOThI CTYACH-

TOB 110 JUCHHUIIIIMHE

Ne HaumenoBanue ayau-

OcHalmeHHOCTbayIMTOPUIA

IlepevyeHpb TNEH3HOHHOTO MPOTPAMMHOI0

TOPUIi M MOMeLeHu i noMenleHuil U nomMenieHui odecrneyeHusl.
JJIS1 CAMOCTOSITEIbLHOM JJISl CAMOCTOSITEIbHOM pado- | PeKBHU3UTHI MOATBEPKAAIOLIETO JOKYMEH-
padoThI ThI Ta
1 1 2 3
1 6421 1. Jocka wmemoBass — 1 mr. | 1. Windows 7 32 bit  kopmopatusHas; VL
yqe6Haﬂ ayILI/ITOpI/IH st 3. 3KpaH — 1 mT. 49477S2
IIPOBEICHNUS 3aHATHiIL 4. MynbTUMEIUHHBIA  TpOeKTOp | 2. Agobe Acrob{_:lt Reader l_)C-Russian (6ecri.)
Epson X12 - 1 wr. | 3. Microsoft Office Professional Plus 2007 (mu-

JIEKIIMOHHOTO 1
CEMHUHAPCKOTO THIIA,
TPYIIOBBIX U UHIAUBHU-
IyaTbHBIX
KOHCYJbTAILUH,
TEKYIEro KOHTPOJIS U
MIPOMEKYTOUHOM aTTe-
cranuy; . Hwkuni
Hosropona, Kazanckoe
ur., 12

5. Kommeiotep PC MB Asus Ha
YUIICETE Nvidia/AMDA thlonXII
CPU 2.8Ggz/ RAM 4
Ggb/SVGAStandartGraphics +Ge-
FORCE Nvidia  GT210/HDD
250Ggb,SATAinterface, MoHHTOp
19”7, ¢ BBIXOAOM Ha MPOEKTOP.
6. Pabouee mecto crymeHra - 74
7. Pabodee mecTo mus TMperopaBa-
Tens — 1 mr.

LEH3USA No 42470655);
4. Dr.Web (c/u ZNFC-CR5D-5U3U-JKGP
ot 20.05.2024)

6543

KOMIIBIOTEPHBIHN KJIacc -
nomenienue st CPC,
KYPCOBOTO MPOEKTUPO-
BaHUs (BBITOJHEHUS
KYpCOBBIX padoT), T.
Hwxuuit Hosropon, Ka-
3aHCKOE III., 12)

1. Paboune Mmecta cTyqeHTa, OCHa-
mennsle [1K ua 6aze IntelCore 15 ¢
MOHUTOPAMHU - 8 LIT.
2. Paboune Mecrta cTyneHTa, OCHa-
mennsle [IK ra 6a3eCore 2 Duo ¢
MOHUTOPAMHU -2 I0T.
3. Pabouee MecTO mpemnojaBaTes,
ocHaniennoe ITK ma 6ase IntelCore

i5 ¢ w™monutopoMm — 1 mr.
4. Tlpoektop Accer, NpOEKUHOH-
HBIN JKpaH - 1 IT.

K noaxmtouensl k cetn «WHTEp-
HeT» W O0O0ECIeYNBAIOT JOCTYN B
NEKTPOHHYI0  HH(OPMAIMOHHO-
00pa30BaTeNbHYI0 Cpedy YHUBEp-
cUTeTa

5. llpuntep HP LaserJet 1200 — 1
IT.

1. MicrosoftWindows 7 MSDN pexBU3UTHI HO-
rosopa - moamnucka DreamSparkPremium, moro-
BOp Ne 0509/KMP or 15.10.18
2. becmnatnoe I10:
IMaker nmporpamm OpenOffice, TrueConf, bpay-
3ep GoogleChrome, bBpaysep MozillaFirefox,
Bpaysep Opera, McAfeeSecurityScan,
AdobeAcrobatReader DC, AutoCAD2013

10. METOAUYECKHUE

JUCIHUIIVINHBI

PEKOMEHJAIIMKX OBYYAIOIUHIUMCAIIO OCBOEHHIO

10.1 O6mme MeroanMUYecKHe PEKOMEHIANUHU /sl 00YyYAIUIMXCANO OCBOEHUI) AUCHMIIHHBI,

06p330BaTeJILHbIe TEXHOJOI'MM

JlucumiuHa peanu3yercs: HoCpeCTBOM MPOBEACHHSI KOHTAKTHOM paboThl ¢ 00y4alomuMucs
(BKJIIOUAs TMPOBEJCHHE TEKYIEr0 KOHTPOJIS YCIIEBAEMOCTH), CAMOCTOSITENIbHOW paboThl 00yuaro-
LIUXCS ¥ IPOMEXKYTOYHOM aTTECTALUH.
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[Tpu npenopaBanun aucuuiuiiHabl «[IporpaMMHoO-anmapaTHas 3ammTa UHGOPMAMNY», HCIONB3Y-
IOTCA COBPCMCHHBIC OGpa?;OBaTeHI:HBIC TCXHOJIOTUH, TMTO3BOJIAIOIIUEC MTOBBICUTE AKTUBHOCTL CTYACHTOB IIPU
OCBOCHHUH MaTepHaja Kypca U IPEIOCTaBUTh UM BO3MOKHOCTD 3()(EKTHBHO PEar30BaTh Yachl CaMOCTOS-
TEJIbHOU PabOTHI.

Bech JIeKIIMOHHBI MaTepual Kypca CONPOBOXKAACTCS KOMIBIOTEPHBIMU MPE3CHTAIMSIMU, B KOTO-
PBIX HATJISHO MMPEHOJAHOCITCS MaTepHall Pa3IMYHBIX PA3/IeIoB Kypca U 4TO AaeT BO3MOKHOCTh OOCYIUTh
MaTtepHa co CTyICHTaMU BO BPEMsl UTCHUs JICKLIUiA, aKTUBUPOBATh UX JCATEIbHOCTh IPU OCBOCHHUU MaTe-
puana. DIeKTPOHHBIC MaTepHAaIbl JICKIMHA B MEPHO]] AUCTAHIMOHHOTO OOYYEHHS OTIIPABIISIOTCS IO 3JICK-
TPOHHOI{ IOYTE Ha ajpeca IPYIN KM MOTYT OBITh IMOJYYCHBI 10 YTCHHs JICKIUH U IPOpPadOTaHbl CTYACHTa-
MH B X0JIC CAMOCTOSITEIIBHON PabOTHI.

Ha nexuusix, 1a00paTOpHBIX 3aHATUSAX PEANHU3YIOTCSI HHTEPAKTUBHBIC TEXHOJIOTHH, IPUBETCTBYIOT-
Cs1 BOIPOCHI U OOCYKICHHSI, UCIIOJIb3YETCsl IMYHOCTHO-OPUEHTHPOBAHHBIN MOAX0]I, TEXHOJIOTUSI pabOThI B
MaJIbIX TPYIIax, 4YTO MO3BOJISET CTyIEHTaM IPOSIBUTH ce0s, MOJYyYUTh HABBIKU CAMOCTOSITEIbHOIO H3y4e-
HUS MaTepuala, BBIPOBHATH YPOBEHb 3HAHUH B TPYIIIIE.

Bce Bompochl, BO3HMKILME IPU CaMOCTOATENBHOM paboTe HaJl JOMAIIHUM 3aJaHHEeM I0APOOHO
pa3duparoTcst Ha JJaOOPATOPHBIX 3AHATUAX W JEKIHIX. [IpOBOAATCS MHIMBUAYaAIbHBIC M TPYMIIOBBIE KOH-
CyJbTallMU C UCIOJIb30BAHUEM COBPEMEHHBIX MH(POPMALMOHHBIX TEXHOJIOTUH: IEKTPOHHAs MOo4YTa, Mec-
ceHkepsl, Zoom, Discord.

Wuunuupyercs akTMBHOCTb CTYJEHTOB, HOOILPSIETCS 3aJaHHMe JHOBIX BOIPOCOB 10 Marepuaiy,
NPaKTUKYETCsl MHAWBUYAIbHBIA OTBET HA BOIIPOCHI CTYACHTA, PEKOMEHYIOTCS METO/BI YCIEITHOT'O CaMO-
CTOSITEJILHOTO YCBOCHMS MaTepualla B 3aBUCUMOCTH OT YPOBHS €ro 6a30BOi MOATOTOBKHU.

Jlnist OLleHKW 3HAHWW, YMEHHW, HABBIKOB U YPOBHS C(OPMHPOBAHHOCTH KOMIIETECHIIMU MPUMEHSIET-
CATPAJAULIMOHHAsICUCTEMA KOHTPOJIS U OLIEHKH YCIIEBAEMOCTH CTYIEHTOB B IIPOLECCE TEKYIIEro KOHTPOJIS.

[IpomesxyTouHas aTTecTanus NPOBOIUTCA B (hOpME SK3aMEHA C YUETOM TEKYIIEeH yCIIeBaeMOCTH.

Pe3ysabTat 00ydyeHusi cuuraercss c)OpMHUPOBAHHBIM HA NMOBBIIIEHHOM YPOBHE, €CIIU TEOPETH-
YECKOE COJIEpyKaHUE Kypca OCBOEHO MOJIHOCThIO. [Ipu yCTHBIX coOecenoBaHUAX CTYAEHT UCUEPIbIBAIOIIE,
II0CJIEI0BATENBHO, YETKO U JIOTHYECKHU U3/1araeT yuyeOHbl MaTepHrall; CBOOOJHO CIPABIISIETCS C 3a1aHUsAMH,
BOIIPOCAMHU, UCIIOJIb3YET B OTBETE JOTIOJIHUTENBHBIA MaTepruan. Bee mpeaycMoTpeHHble pabodei ydeOHoH
IPOTPaMMOI1 3a/1aHUS BBIIIOJIHEHBI B COOTBETCTBUU C YCTAHOBJIEHHBIMU TPEOOBAaHUSMM, CTYJICHT CIIOCOOEH
aHAJTM3UPOBAThH MOJTyYEHHBIE PE3yIIbTATHI, POSBISIET CAMOCTOSTEILHOCTD TPH BBHITIOJTHEHUH 3a/IaHUH .

PesysabTaT 00yuyeHusi cuuTaercs c)OpMHPOBAHHBIM HAa MOPOroBOM YPOBHeE, €CJIU T€OpeTHYe-
CKO€ COoj/IepKaHMEe Kypca OCBOEHO MOJIHOCThIO. [Ipu yCTHBIX cobeceoBaHMsIX CTYACHT IOCIEI0BaTENbHO,
YEeTKO M JIOTMYECKHM H3JlaraeT yuyeOHbIM MaTepuall; CIpaBiISeTCs C 33aJaHUSIMHU, BOIIPOCAMHU, TPEOYyIOIUX
NPUMEHEHUS 3HaHWI; BCe MPeayCMOTpEeHHbIEe pabouell yueOHOM mporpaMmoi 3a/1laHus BBIIIOJHEHBI B COOT-
BETCTBUU C YCTAaHOBJIEHHBIMU TPEOOBAaHUSMH, CTYAECHT CIOCOOEH aHAJIM3HPOBATH MOJYYEHHbIE pe3yibTa-
TBI; IPOSIBIISIET CAMOCTOSITETLHOCTH MPH BBITIOJTHEHUH 3a1aHUMH.

Pe3ysbTaTt 00yyeHust cuutaercss Hec(hOPMUPOBAHHBIM, €CJIM CTYJCHT IIPU BBINOJIHEHUH 3aJJaHUN
HE JIEMOHCTPUPYET 3HAHUN y4eOHOro mMarepuala, JI10nyCcKaeT OIIUOKH, HEYBEPEHHO, C OOJIBLIINMU 3aTPy.I-
HEHMSIMHU BBINIOJHSET 33/1aHUs], HE JEMOHCTPUPYET HEOOXOIUMBIX YMEHHM, KaueCTBO BBIITOJHEHHBIX 3a/1a-
HUIl HE COOTBETCTBYET YCTAaHOBJICHHBIM TPEOOBAHUSAM, KAU€CTBO WX BBIITOJHEHHS OI[CHEHO YUCIIOM 0aljIoB
HWKE TPEX MO0 OLIEHOYHON CUCTEME, YTO COOTBETCTBYET JONOPOrOBOMY YPOBHIO.

10.2 MeTtoauueckue yKa3anus 1Jisi 3aHATHI JIEKIIMOHHOT0 THIA

JIeKIIMOHHBIIN KypC MpeanoiaraeT CUCTEMaTU3UPOBAHHOE U3JI0KEHHE OCHOBHBIX BOIIPOCOB TEMATH-
YEeCKOro IiaHa. B Xo/ie IeKIMOHHBIX 3aHATHI PacKphIBAIOTCS 0a30BbIe BOIPOCH B PAMKAX KaKIOW TEMBI
muctuminael (Taomuuer 4.4, 4.5, 4.6) . O603HaYaIOTCS KIIFOYEBbIE aCIIEKTHI TEM, a TAK)Ke JCIAI0TCs aKIIeH-
Thl Ha HauboJiee CIOXKHBIE U Ba)KHbIE MOJIOKEHUS U3ydyaeMoro MaTepuaia. MaTtepuansl JJeKIUN SBISIOTCS
OTIOPHOM OCHOBOM JJIsi MOJATOTOBKH O0YYaIOIIMXCs K J1a00opaTOpHbIM paboTaM M BBHIOJHEHUS 3a/laHUil ca-
MOCTOSTEIBHOM pabOTHI, a TAKXKE K MEPOTIPHATHIM TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M TIPOMEKYTOUHOM
aTTeCTalluy 1O AUCLUIIINHE.

10.3MeToauveckne yKa3aHus 0 OCBOEHUIO TUCHMILIMHBI HA JJAa00pPaTOPHBIXpPadoTax
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[ToAroToOBKY K KaKJ0i 1ab0opaTopHOU paboTe CTYACHT AOKEH HauaTh ¢ O3HAKOMIICHUS C TUIAHOM
3aHATHUSA, KOTOPBIH OTpa)kaeT coJepKaHue MpeasioskeHHoi Tembl. Kaxas BeimonHeHHas padota ¢ odpopMm-
JIEHHBIM OTYETOMIIOJICKUT 3aLIUTE Y IIPENIOAaBATEIIA.

[Ipu oneHMBaHUM 1Ta0OPATOPHBIX PAOOT YUUTHIBAETCS ClIEAYIOIIEE:

— KAQueCTBO BBIMOJHEHUS MPAKTHUECKONW YacTH pabOThI U CTEIIEHb COOTBETCTBHS PE3YIbTATOB PabOTHI
3aJJaHHBIM TPEOOBAHUSIM;

— KaudecTBO oopMIIeHHUs OTYETA IO paboTe;

— KaueCTBO YCTHBIX OTBETOB HAa KOHTPOJBHBIE BOIIPOCHI IPH 3AIIUTE paOOTHI.

10.4 Metoauueckue yKa3aHUs M0 OCBOCHHIO JUCHUILIMHBI HA 3aHATHIX CEMHMHAPCKOI0 THNIA
[IpakTuueckue (CeMUHAPCKKE) 3aHATUS HE TIPEyCMOTPEHbI YUeOHBIM IJIAHOM

10.5 MeToauyeckne yka3zaHus 10 0CBOEHHUIO JMCHUILIMHBI HA KYPCOBOii padoTe
KypcoBas pabota He npenycMOTpeHa y4eOHbIM MIJIaHOM.

10.6MeToauyeckne yKazaHus Mo CaMOCTOSATEIbHOIl padoTe o0yyaommxcs

CamocrosiTenbHas pabota obecrieyuBaeT MOJATOTOBKY OOYUYarOLIErocss K ayJUTOPHBIM 3aHITHIM U
MEPONPHUATHIM TEKYIIETO0 KOHTPOJIS U MPOMEKYTOYHOH aTTeCTallK 10 U3y4aeMoi JucuuIumHe. Pe3ynb-
TaThl TOM MOJATOTOBKHU MPOSBISIOTCSA B aKTUBHOCTH O0YYArOIIETOCS Ha 3aHATUSAX M B KAYECTBE BBIMOIHEH-
HBIX MMPAKTHYECKUX 3aTaHUN U JPYTruX (HOpM TEKYIIEero KOHTPOJIS.

[Ipu BBIMONMHEHUU 3alaHUN JUISI CAMOCTOATEIBHONM paboThl peKOMeHAyeTcsl mpopaboTka MaTepua-
JIOB JIEKIIMM IO KAXKJIO0M NPOMICHHON TEME, a TAK)KE U3YYCHHE PEKOMEHIYEMOM JIMTEpaTyphl, IPEICTaB-
nedHou B Pasneine 6.

B nporiecce camocTosTebHON pabOTHI MPH U3YYEHUH JAUCHUILUIMHBI CTYIEHTHI MOTYT paboTarh Ha
KOMIIBIOTEPE B CIECIMATU3UPOBAHHBIX ayIUTOPUAX IJI CAMOCTOSITEIbHOM paboThl, ykazaHHbIX BPazmene 9.
B aymutopusx wumeercs AOCTyN uyepe3 WHGOPMALMOHHO-TEICKOMMYHUKAMOHHYIO ceTh «VHTEepHET» K
ANEKTPOHHOU MH(pOpMaIMOHHO-00pa3oBaTenbHoi cpene yHuBepcutera (OMOC) u snexkTpoHHOM 61bImo-
teunoi cucreme (3BC), rae B 3JeKTPOHHOM BHUE PACHOJararoTcsi yueOHbIe U yUeOHO-METOANYECKIE Ma-
TepHalbl, KOTOPbIE MOTYT OBITh UCIIOJIB30BAHBI JIJISI CAMOCTOSITENILHOW PabOThl IPH U3YYCHUH TUCIUILIH-
HBL.
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11. OHEHOYHBIE CPEACTBA J1JIsd KOHTPOJISA OCBOEHUA JUCHUIIJIMHBI

11.1 TunoBbie KOHTPOJIbHbIE 32/IaHUSI UJIH MHbIE +MAaTepPHUAJIbl, HEOOX0AUMbIE VIS OLEHKHU
3HAHUM, YMEHHH, HABBIKOB U (MJIM) ONBITA B X0/I€ TEKYIIEro KOHTPOJIsl YCIIeBAeMOCTH

JI1st TeKyIero KOHTPOJIsl 3HAaHUHM CTYJEHTOB MO JAUCIUIUIMHE MPOBOAUTCS KOMILIEKCHAS OIl€HKA
3HAHUI, BKIIOYAOIIas

— BBINIOJIHCHHE U 3alIUTa Ja00paTOPHBIX PabOT ISl CTYIEHTOB BceX (hopM 0OyUeHHUS;

Tewmpl 1abopaTOpHBIX PadOT:
1. 3nakomctso ¢ eToken API
2. Pabora ¢ cepruduxaramu X.509 na eToken
3. Oo6wekto eToken
4. IudpoBanue naHHpIxX ¢ nomoibio eToken

11.2 TunoBble KOHTPOJbHBIE 33/IaHUSI WM HHbIe MAaTepHaJbl, HEOOXOAUMBIE IJIA OLEHKH
3HAHUM, yMEHHH, HABBIKOB U (MJIM) ONbITA B X0/1€ POMEKYTOYHOM aTTeCTAIUU MO JUCIUIINHE

DK3aMeH 715 CTYACHTOB 04HOM opmbl 00yueHusi B 3 ceMecTpe.

3amuTa KypcoBoi pabOThl IPOXOIUT ISl CTYIEHTOB OYHOU (hOpMBI 00ydeHHs B 3 cEMECTpe.
Tunossie 3agaHus A1 KypCOBOM paOOThI:

— PazpaboTkamaHgaTHON CHCTEMBI KOHTPOJISA JOCTYMA K (aitnam Aist IpeanpusTus

— PazpaboTkamMaTpuuHOil cUCTEMBI KOHTPOJIS T0CTyNA K (aiinaM Juist MpeAnpUsSTHS

TurmoBsie BONPOCH! TSI TPOMEKYTOUHOW arTecTanud B (opMe SK3aMeHa JUIsl CTYJACHTOB OYHOM-
bopMBIOOYUCHUS

1. [TonsTue nmommTHkU 6e3omacHOCTH. ONMUCaHNE THITOBBIX MOJUTHK 0€301TacCHOCTH.

2. VYTrpo3bl 0€30aCHOCTH KOMITBIOTEPHBIX CUCTEM.

3. [TonsitTue MonuTopa 6e3onacHoctu. Konuenuus aucneryepa A0CTyIa.

4. JluckpenoHHbIN focTyn. Peanusanus pasrpaHMueHUs TOCTYIA K BHEIIHUM YCTPOMCTBaM.

S. MaHnaTHbIN TOCTYII, €ro peanu3anus A (aiaoB, MArmoK U MPOIECCOB. YIPAaBICHUE MOTO-
KaMu MH(pOpMaIum.

6. Meron reHepanuy U30JMPOBAHHON POTPAMMHOM CPEJIBI.

7. [TpuHIMOBI CO3aHMUS MPOTrPaMMHO-aNIapaTHBIX CPEACTB obecrieueHust UH(OPMAIIMOHHON
0€30MacHOCTH.

8. MeToapl 1 CpeacTBa OrPaHUYEHMS 1OCTYIIa K KOMIIOHEHTaM BBIUMCIIUTEIbHBIX CUCTEM.

9. MeTto/ibl M cpesicTBa MPUBSA3KU MPOTPAMMHOI0 00ECTIEUeHHS K allapaTHOMY OKPYXEHHUIO U
(U3NYECKUM HOCUTEIISIM.

10. VYrpapneHnue Kkio4aMy KpunrorpadpuyeckKuMu KirouamMu. MeToJpl M CpelicTBa XpaHEHHUS
KJII04eBOI MH(OpMAIIH.

11. 3amuTa nporpamm ot uzydeHus. CriocoObl BcTpauBaHUs CPEACTB 3aLIUTHl B IPOrPaMMHOE
o0ecrieueHue.

12. 3ammuTa OT pa3pyllaIIUX MPOrPAMMHBIX BO3ICHCTBUN M BPEIOHOCHOIO IPOTrPAMMHOTO
o0ecreyeHusl.

13. 3aiuTa nporpamMm OT U3MEHEHHS U KOHTPOJIb IIETOCTHOCTH.

14. CpencTBa KOHTPOJIS 3aIIMIIEHHOCTH MHPOPMALIUH [T Pa3IMYHbIX TOJCUCTEM 3alUTHI.

15. Crangaptbl HHQOPMALIMOHHOM 6€30IacHOCTH.

16. Ceprudukanus nporpaMMHO-aNapaTHbIX CPEACTB.

17. TpebGoBanusi Kk MPOrpaMMHON M MPOrpaMMHO-aNIMapaTHON peanusaluii cpeacTB obdecreye-

HUS MH(OPMAIIMOHHON 0€30MacHOCTH.
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18. IToka3zarenu 3alMUIICHHOCTHU CPCACTB BBIUHMCIIMTEIbHOM TEXHUKH OT HCCAHKIIMOHUPOBAHHO-

ro JIOCTYyTIA.
19. Kitacchl 3alUIIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.
20. TpebGoBanus K Iporieccy cepTU(UKALNK MPOAYKTa HHPOPMAIIMOHHBIX TEXHOJIOTHI

B nonHoM 00BeMe orieHOUHBIE cpeicTBa uMeroTcs Ha kadenape «CYy». OuneHouHble cpeacTBa MO-
T'yT OBITh MOJIYYE€HBI 110 TPEOOBAHMUIO.
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