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B pa6ouyro nporpammy 2022r BHOCATCS U3MEHEHHUS:

1) TaOauiy 7.1 4yuTaTh B CICAYIOIIEH PeIAKIUH:

Ne HanmenoBanune ObC Cceblika k 9BC

1 KoHCcynbTaHT CTy/IeHTa http://www.studentlibrary.ru/
2 JlaHb https://e.lanbook.com/

3 IOpaiit https://biblio-online.ru/

4 TNT-ebook https://www.tnt-ebook.ru/

2) ITyHKT 9 yHTaTh B CIEAYIONIEH PEAAKIHH:

Jlis KOHTaKTHOM U CaMOCTOSATEIbHOW pabOThl OOYUYaIOLIUXCSI BbIIEIECHBI MMOMEIIEHUS,
OCHAIIEHHBIE KOMIIBIOTEPHOW TEXHUKON ¢ MOAKIOUeHneM K ceTH "MHTepHeT" u obecrneueHnem
JIOCTYTIa B 3JEKTPOHHYIO MHPOPMAIIMOHHO-00pa30BaTENbHYIO CPE/ly OpraHUu3aluu:

HaumeHoBanme moMemeHuid Ui TPOBEJACHHS BCEX BHIOB y4eOHOU
JIeATENBbHOCTH, TPEIyCMOTPEHHON YyUeOHBIM TUIAHOM 00pa3oBaTeNbHOM
MPOTPaMMBbI, B TOM YHCJIC MOMEIICHUS I CAMOCTOSATEILHONH PabOThI, C
yKa3aHUEM T[EePe4Hs OCHOBHOTO O0OpYyIOBaHMs, Yy4eOHO-HATIISHBIX
MOCOOMIT M MCTIOITL3YEMOTO MPOTPAMMHOT0 00€CTICUSHHS

Anpec MecTa HaxXO0XICHUS
MOMEILIEHUN [JIsi TIPOBEJCHUS BCEX
BHJIOB  y4eOHOW  JeATEIBHOCTH,

MPEAyCMOTPEHHOH YueOHBIM IJIAHOM
00pa3zoBaTeNILHON MPOTPaMMBI

Jlabopatopus «IIporpaMMHO-annapaTHbLIX CPeICTB M TeXHHYeCKOii
3amuThl HHopManum» Ne6039 yuedbHO-1a00paTopHOTO KOpiryca Ne6 mist
MPOBEICHUS yUCOHBIX 3aHATHH
OcHalmeHHOCThL  000pyAOBaHMEM H
o0yueHus:

1.YueOnblit 1abopaTopHslii crenn "bioynoe konuposanue” — 1 mr.
2.Y4ebuslii naboparopusiii crery "OcHoBbl kKpunTorpagpuu” — 1 mT.

TEXHHYECCKUMHU cpeacrBaMu

603163, Hmxeropoackas 00J1acTs, T.
Hwxnuuit Hosropon, Kasanckoe
mocce, 1.12
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3.YueOHslit 1abopaTopHslii crenn "buomerpudeckas ayrenrupukanus’ — 2
IMIT.

4.Y4eOusiit maboparopusiii creHn "Jlosepennas 3arpyska (Coboms)" — 1
IMIT.

5.Yuebuprii mabopatopuslii creHn "JloBepeHHas 3arpyska (Axkopn)' — 1
IMIT.

6.Y4e6nsrit mabopaTopuslii cteny "Kpunrokonteineps! u JLI1" — 2 mT.

7. Hna uBamunoB u aui ¢ OB3: mepeHocHOH paanoxacc, KiaBUaTypa
aJlanTHpOBaHHAs

8. M@V Brother LC

9. Ilocanounsix mecT - 16.

IIporpammHoe o6ecneyeHnne:

PacnipoctpansieMmoe 110 cBOOOJHOM JIMIICH3NU:

1.Oneparmonnas cucrema Ubuntu Linux 20

2. GNS3

3. Snort

4. Wareshark

5. OpenVPN

6. Libre Office

7. OpenVPN

8. IP scanner

Myabrumenuniinasi aymuropuss Ne6421 y4eOHO-1a00paTOpHOTO KOpIyca
Ne6 nnst mpoBesieHUs yIeOHBIX 3aHATHH

OcHalleHHOCTh  000pyIOBaHMEM M TeXHHYECKHMMH CpeAcTBaMu
o0y4eHus:

1. locka menoBast — 1 .

3. Dkpad — 1 .

4. MynsTuMenniiHbIi ipoekTop Epson X12 — 1 mT.

5. Kommeiorep PC - MB Asus nHa gnncere Nvidia/AMDAthlonXII CPU
2.8Ggz/ RAM 4 Ggb/SVGAStandartGraphics +Ge-FORCE Nvidia
GT210/HDD 250Ggb,SATAinterface, monutop 19”, ¢ BBIXOJOM Ha
MPOEKTOP.

6. Pabouee mecto ctyzaenra - 30

7. Pabouee mecTo A npenoaaBarens — 1 1miT.

IMporpammHoe odecnieuenne:

1. Windows 7 32 bit kopmoparusnas; VL 49477S2

2. Adobe Acrobat Reader DC-Russian (6ecrt.)

3. Microsoft Office Professional Plus 2007 (mumensus Ne 42470655);

4. Dr.Web (C/u ZNFC-CR5D-5U3U-JKGP ot 20.05.2024, no 30.05.25)

603163, Hmkeropopackast 001acTh, T.
Hwuxunit Hosropon, Kaszanckoe
mocce, 1.12

[Iporpamma 2022r axryanusupoBana i 2023, 2024 r. Hayana HOArOTOBKH.

Pazpabotuuk (n): Kampanos C.H., K.T.H., JOIIEHT

(®UO, yueHas CTENICHD, YUCHOE 3Ba1—me)
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Pabouas mporpamma nepecMoTpeHa u ogodpena Ha 3acenanuu kapeapsr UBBCC

mpotokoi Ne 9 or« 15 » 05 2024 .

W.o. 3aBenyromuii kadempoi JlasxmanoB JI.A.
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MHUHOBPHAYKH POCCHUH
(denepasibHOe rocygapcTBeHHOE 0I01KeTHOE 00pa30BaTe/ibHOE YUpeKIeHue
BbICIIETr0 00pa30BaHUSA

«Hukeropoacku rocyiapcTBeHHbIN TEXHUYECKUA YHUBEPCUTET
uM. P.E. AnexkceeBa» (HI'TY)

VY4eOHO-HAyUHBI UHCTUTYT PAAUOITIECKTPOHUKN U UH(OPMAITMOHHBIX TEXHOJIOT U
(UPUT)

(HOJ’IHOC 1 COKpAIIE€HHOE HAa3BaHUE MHCTUTYTA, pCAIM3YIOMIETO JaHHOC HanpaBne}me)
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MsakuabpkoB A.B.
MOJITNCH dUO

“« 93 7 04 2023 .

PABOYASA ITPOT'PAMMA JIUCHUIIJIMHBI
b1.B.OJI.1 AHanu3 Bpea1OHOCHOTO MPOTrPAMMHOT0 00ECIIEYESHUS

(MHIEKC 1 HAaMMEHOBAaHHE AUCIUILIMHBI 10 YYeOHOMY IUIaHY)

JJIA ITIOATOTOBKH CIICHUAINCTOB

Hanpasnenue noarorosku: 10.05.03 «MHupopmarrionHast 6€30MacHOCTh aBTOMaTH3UPOBaHHBIX
CHCTEM»

HaHpaBHeHHOCTBI be3omacHOCTE OTKPBITBIX I/IHd)ODMaIH/IOHHBIX CHUCTEM

®dopma 00yueHus: OovHas
I'ox Havaa MOATOTOBKH 2022

Beimyckatomas kagpenpa HUBEBCC

Kadenpa-pazpabotunk HUBBCC

O0beM TUCIUTLINHBI 144/4
4acoB/3.e

IIpomexxyTouHas arrectanust 3adyer

Pazpabortunk: Kanpanos C.H., K.T.H., TOIIEHT

Hwxnuit HoBropon

2023



Pabouass mporpamMma AWCHMIUIUHBL:  pa3paborana B  cooTBeTcTBUUM ¢ DenepanbHbIM
roCyJapCTBEHHBIM 00pa30BaTeNIbHBIM CTaHAApTOM BhIciiero oopazoanusi (PI'OC BO 3++) mo
HANPAaBICHUIO TOATOTOBKH «MHpOopMamoHHas 0e30MacHOCTh aBTOMATU3UPOBAHHBIX CHCTEMY,
yrBepxkaenHoro mpukazom MHUHOBPHAVYKU POCCHUU ot 26 Hosi6ps 2020 r. Ne 1457 nHa
OCHOBaHMHU y4eOHOro 1uana, npuaiaroro YMC HI'TY

npotokod ot 20.04.2023r Ne 18.

Pabouast mporpamMmma ofgoOpeHa Ha 3acenanuu kadeapsl npotokon ot 21.04.2023 Ne 4
3aB. kadenpoii k.T.H, nomeHt Jisxmanos J[.A.

(moamucek)

IIporpamma peKOMEHIOBAHA K YTBEPKIACHUIO ydeHbIM coBeToM uHcTuTyTa PUT, IIpoTokon ot
21.04.2023 Ne 4

Pabouas nporpamma 3apeructpupoBana B YMYVY, peructpaunonusii  Ne 10.05.03-6-51
Havansauk MO

3aBenyromas otaenom komiuiekroBanusa HTh H.U. KaGanuna

(moamuck)
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1. IEJIM U 3AJAYU OCBOEHUS JUCHUITJIINHBI
1.1 Heab ocBOEHUS TUCHTUILIHHBI

[lenpl0 OCBOCHMS IUCLMIUIMHBI SIBJSIETCS pPa3BUTHUE KOMIETEHIMI B 00JacTH aHanm3a
3aMIMIIEHHOCTH WH(OPMAIMOHHBIX CHUCTEM, OCHOBAHHOE HAa M3YYCHHMH AHTHBUPYCHOW 3aIIUTHI
uHpopMaIuu.

1.2 3agauyu ocBOeHMS IMCUMILTUHBI (MO1YJIs1)

JucuummHa «AHaIu3 BpPEAOHOCHOTO TMPOTPaMMHOIO OOECIEYeHHS» CIOCOOCTBYET
MOJIrOTOBKE CTYAECHTOB K PEIICHHUIO CIEAYIOIUX TPOGECCUOHATIBHBIX 3a/1au:

1. OueHka COOTBETCTBUSI MEXAaHU3MOB AHTHUBHMPYCHON O0€30IaCHOCTH KOMIIbIOTEPHOM
CHUCTEMBbl TPEOOBAaHUSAM CYIIECTBYIOIIMX HOPMATUBHBIX JOKYMEHTOB, a TaKXke HX
aJIeKBaTHOCTHU CYILIECTBYIOIIUM PUCKaM

2. HccnenoBaHue BUPYCHOU ySA3BUMOCTH KOMIIBIOTEPHBIX CUCTEM U CETEH.

2. MECTO JANCHUIIVIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM
ITPOI'PAMMBbI

VYuebHasg NUCLUIUIMHA «AHAJIU3 BPEIOHOCHOIO mporpaMmmHoro obecneuenusi» b1.B.OJI.1
BKJIIOYEHA B II€peYeHb BapUATUBHOM 4YacTW AUCUMIUIMH (popMHpyeMOil ydacTHHKaMH
00pa3oBaTeNbHBIX OTHOLIEHUI), HANIpaBJIEHHBIH Ha yrilyOJeHHE YpOBHS OCBOCHMS KOMIIETEHIIMH.
Juctunnuua peanusyercss B cooTBeTcTBUU ¢ TpedoBanusmu DOI'OC, OIl BO u VII, mo
HarpasieHuto noarorosku 10.05.03.

JucnumimHa Oasupyercss Ha JUCHUIUIMHE Onoka 3amuThl HMHGpopMauuu «OCHOBBI
MH(POPMAIMOHHOM 6€30MacHOCTH.

JuctumimHa  «AHamu3  BPEJOHOCHOIO  MPOTPaMMHOIO  OOecreueHHus»  SBIIeTCs
OCHOBOIIOJIAraroIel /Ui MPakTHK: MPAKTUKA MO MOJYyYEHUIO NMPO(ecCHOHAIBHBIX YMEHUHM U OIbITa
npodeccnoHaNbHOM eATeIbHOCTH, IPEAIUIIOMHAs PAKTHKA.



3. KOMIOETEHIAM OBYYAIOUIETOCSI, ®OPMUPYEMBIE B PE3VJIBTATE
OCBOEHHUS JUCHUATLITAHBI (MOIYJIsT)

JucuumimHa «AHaIM3 BPEIOHOCHOTO MporpamMMHOro obecrnedeHus» (opmupyer
koMmreTeHIwo [1K-2 coBMECTHO ¢ MUCIUTUIMHAMHU U TIPAKTHKAMHU, YKa3aHHBIMU B Ta0mwie 3.1
HucnunmunapHas yacth komneTeHuu [1K-2 «CnocoGeH mpoBouTh pa3pabOTKy W aHAIHU3
00BEKTOB WH(MOPMAIMOHHONW OE€30MaCHOCTH»: CIIOCOOEH MOHMMATh W MPUMEHSTh Ha MPAKTHKE
METO/Ibl aHTUBUPYCHOI 3aIIUThI, 0OecreyrBarore HHPOPMAIMOHHYIO 0€30MacCHOCTh 00BEKTOB
Tabmuna 3.1 - ®opMupoBaHUE KOMIIETCHIIUN JUCIUTLTTHAMHE

HaumeHnoBaHue CemecTpsl, POPMHUPOBAHUS TUCITHIUTHHBI
JMCLUTUIMH, (OPMHUPYIOLIHX Komnerennuu 6epyrcs u3 YueGHOro miaHa 1o
KOMIICTCHIIUIO HalpaBJICHUIO NOATOTOBKH CIICHUAJIUCTA»
COBMECTHO 1‘2‘3‘4‘5‘6|7‘8‘9 IlO ‘11

1IK-2 (Cnocoben nposodums pazpabomky u anaius 00vbekmos UHOOPMayUoOHHOU 0e30NACHOCU)

AHanusz 6pe0oHOCHO20 NPOSPAMMHOZ0
obecneyenus

3awuwennoe aomunucmpuposanue
UHDOPMAYUOHHBIX CUCTEM

Komnaexcnas 3awuma ungopmayuu

HHme]ZJZeKmya]leblﬁ aHanu3 OAHHbIX

Paspabomxa u sxcnnyamayus
aA8MOMAMU3UPOBAHHBIX CUCTEM 8 3AUULYEHHOM
ucnonHeHuu

OcHogol nocmpoernust 3aujuyeHHblx
KOMNbIOMepHblx cemell

L labronbl npoekmuposanus NPO2PAMMHO20
obecnevenus

Memoodul npoexmuposanus npozpammHo2o
NPOEeKMUpOBaAnUs

HpoeKmHo—mexuwzoeuquKaﬂ npakmuka

HpaKmuKa no noaiy4eHuro onblmda KOHmMpOJlbHO-
AHAIUMUYECKOU 0eSIMeNIbHOCIU

3l<cnﬂyamauu0HHaﬂ npakmuka

Ipaxmuka no noayyeHuIo yMmeHuii u onvima
npogeccuoHanbHOU 0esmenbHOCU

Ilpeodunnomunas npakmuxa

Iloozcomoexa u 3auuma BKP




Tabnuma 3.2 - [lepedeHp MIaHUPYEMBIX PE3YJIBTATOB O0yUEHUS IO JUCIHUILTUHE, COOTHECEHHBIX C ITIAHUPYEMBIMHU pe3yIbTaTaMH OCBOCHHUS

Kon u HauMeHOBaHHE

Koa u HaumMeHoBaHuUe

OueHoYHbIE cpeacrea

KOMMETEeHIHH HHAUKATOPA JOCTHKECHUS HﬂaHﬂpyeMbIe pe3yjabTaThbl 06yqemm nmo JIMCHMIIJIMHE Texymero HpOMe)KyTO‘lHOﬁ
KOMIICTCHIMU KOHTPOJIsA aTTeCTallun

IK-2. Cnocoben | MI1K-2.2. Bemonaser | 3nams: Ymemo: Bnaodems: Habop Bormpocsr st yerHoro
MPOBOIUTE Pa3pabOTKy W | aHAIH3 — CTPYKTYpy — TPOBOAMTH PabOTHl | —  OCHOBHBIMU WHIUBHAIYaJbHBIX cobecejoBanus  — 16
aHanus 00BEKTOB | 3aIIUIIEHHOCTH BPEIIOHOCHBIX 0 CepTUhUKAIIH AHTHBHPYCHbIMK | 331aHHH (1-4) BOTIpOCOB
MH(OPMALMOHHOH MH(OPMALMOHHBIX porpamMm CPENCTB 3aIUThI uHCTpyMeHTamy; | (TA0OPATOPHBIX
0€e30MacHOCTH CHCTEM — NIPHHIUIIBI uH(pOpMAIHH B HABBIKAMIE pabot)

MPOHUKHOBEHUS U ABTOMATH3HUPOBAHH T —

Q)yHKHI/IOHI/IpOBaH bIX cHCTeMax AHTUBUPYCHOTO

Usl BpEJOHOCHBIX | — MPOBOJAUTH 1o

nporpamMmm MPOQUIAKTUKY

— OCHOBHBIC THITBI KOMITBIOTEPHBIX

BHUPYCHBIX aTakK

CHCTEM Ha IIOHUCK
YSI3BUMOCTEH OT
BHPYCHOTO
MPOrPaMMHOTO
obecrieueHus

— BBIIOJHATH IOMCK
BPEIOHOCHBIX
porpaMMm U
OCYHIECTBIISITh
JIEUCTBUS 110 UX
H3BJIEUEHUTIO

OcBoenne aucuurmivabl npuyactHo k TA C/03.7 (IIC 06.032 «Cnenuanuct mo 0€30MacHOCTH KOMIBIOTEPHBIX CHCTEM U
ceTel»), pemaeT 3aaady OILIGHKH COOTBETCTBUS MEXaHW3MOB AaHTHUBUPYCHOM 0€30MacHOCTH KOMIBIOTEPHOU CHUCTEMBI
TpeOOBAHMSIM CYIIECTBYIOIINX HOPMATHUBHBIX JIOKYMEHTOB, a TAKKE X aJIeKBATHOCTU CYIIECTBYIOIINM PUCKaM.

OcBoenune mgucrtumuinabl mpudactHo Kk TO C/02.7 (TIC 06.032 «Crnenmanuct mo 0€30MacHOCTH KOMIBIOTEPHBIX CHCTEM H
ceTeil»), pemraer 3ajavdy OIEHKH COOTBETCTBHSI MEXAaHM3MOB AaHTHUBUPYCHOM O€30MaCHOCTH KOMIBIOTEPHON CHCTEMBI
MOJINTUKAM 0€30MacCHOCTH KOMITHIOTEPHBIX CUCTEM M CETEH.



4. CTPYKTYPA U COAEP KXKAHUE JUCHUIIJINHBI

4.1 Pacnipenesienne TPyA0EéMKOCTH IMCHUILJIMHBI 110 BUIaM padoT Mo ceMecTpam

OOmiast Tpy10OEMKOCTh JAUCHUILUIMHBI COCTaBIseT 4 3ad. en. 144 4acoB, pachpenelieHue 4acoB MO BHJIaM
paboT cemecTpam mpeAcTaBieHo B Tadmmie 4.1.

Tabnuma 4.1 - Pacnipenenenue Tpyno€MKOCTH TUCITUIUIMHEI 110 BUAAM paboT Mo cemecTpam st
CTYJEHTOB OYHOTO O0y4YECHUS

TpyaoéMKocTh B 4ac

Bup yueOHoli pabdoThI Bcero B 1.4. no cemecTpam
yac. 10 cem
®opMaT U3ydeHHsI THCHHILUTHHBI C MCIOJIb30BAHUEM 3JIEMEHTOB JIEKTPOHHOTO
00yueHHs

OO6mas TPy10€MKOCTh JUCIMIUIMHBI 10 yICOHOMY IIJIaHy 144 144
1. KonrakTHas padora: 72 72
1.1 AynutopHasi pa6oTa, B TOM YHCJI€: 68 68
3aHATHS JeKIMoHHoro THna (JI) 34 34
3ansiTus cemuHapcekoro tuna (I13-ceMuHapsl, MpakT. 3aHATHS U AP)

nabopaTopasie pabotsr (JIP) 34 34
1.2 BHeayauTOpHAasi, B TOM 4YHCjIe 4 4
KypcoBast pabota (mpoekt) (KP/KII) (koHCYmbTaImsI, 3aImTa)

TEKYIIUH KOHTPOJIb, KOHCYJIbTAIIMH 10 AUCIMIUINHE 4 4
KOHTaKTHas paboTa Ha npoMexxyTouHoM KoHTpoie (KPA)

2. CamocrosiTeabHas padora (CPC) 72 72
pedepat/acce (MOArOTOBKA)

pacuétHo-rpaduueckas pabota (PT'P) (moaroroBka)

KOHTpOJIbHAs paboTa

kypcoBast pabota/mpoekT (KP/KII) (moaroroska)

CaMOCTOSTENILHOE U3yUCHHE PA3IeJIOB, CAMOITIOIIOTOBKA (TIpopadoTKa U 68 68
MOBTOPEHHE JIEKIHOHHOTO MaTepuaja u MaTepraia y4eOHUKOB U Y4eOHbIX
mocoOuit, MOJIrOTOBKA K JTaOOPaTOPHBIM M IMTPAKTUIECKUM 3aHATHAM,
KOJUIOKBUYM H T.11.)
IToaroroBka K 3auéry 4 4




4.2 Cogepxxanme TUCUMILIMHBI, CTPYKTYPUPOBAHHOE 10 TeMaM

Tabnuna 4.1 - Coneprkanue AUCUMILTUHBI, CTPYKTYPUPOBAHHOE 10 TEMaM JUIsl CTY/IEHTOB OYHOT'O 00y4eHUS

Buapl yueoHoii padoThl (ac)
Tlxanupyemrie HaumeHnoBanue Peanuzanus B
(KOHTpOJIUpYeMbIe) Konraxrnas pabora g2 HaumenoBaHue
= = HCIOJIB3YEMBbIX paMKax
PE3YILTATLI 0CBOCHI: HaumenoBanme pasjienon 22| 2o £ 3 AKTHBHBIX U I[IpakTuyeckoi paspaGoTansoro
kox YK; OIIK; IIK n P ? 28| 2% g = Bux CPC P DJIeKTPOHHOT0 Kypca
TEM = 25 | 55 g B8 HHTEPAKTUBHBIX HOATOTOBKH
MHIMKATOPbI Eo| &3 2= A oz (TpPy10eMKOCTH B
Eg| 52| Ex O |g= o6pasoBarejbHbl | (TPYA0EMKOCTH
JOCTHKEHUS x| &5 | £EE Z |8 & . yacax)
. Tl ge z & S8 X TEXHOJIOr Ui B yacax)
KOMIIEeTeHIM i S 'z s = ]
SSlE2 i
Pa3gen 1. OcHOBBI KOMIIBIOTEPHON BHPYCOJI0THHA
IK-2 - UIIK-2.2 Tema 1.1 OcHOBHBIE 2 2 TloaroToBKka K HEKIHSIM
noHstus. Knaccudukarus [6.1.1,6.1.2]
KOMITBIOTCPHBIX BUPYCOB
Hroro mo 1 paznery 2 2
Pazgea 2. ®aitnosbie Bupycol (FILEWARE)
[K-2 - UTIK-2.2 Tema 2.1 Tumer 4 2 [oxroroBka k sekumsM | Pazbop
HCTIOJHAEMBIX (paiiiioB [6.1.1,6.1.2,6.1.3,6.1.4] | KOHKpETHBIX
CUTyalun
Tema 2.2 Metoauku 4 4 [onxroroBka k neknusm | Pazbop
BHE/IPCHUS. Cocras [6.1.1, 6.1.2, 6.1.3, | KOHKPETHBIX
(aiinosoro BUpYCa. 6.1.4], CUTYaIMi
[Momamopdusm  ¢aitmoBeIX
BHPYCOB. 3arpy3ouHbie
Bupycsl (BOOTWARE)
Tema J1abopaTopHoii 12 12 | IloaroroBka K 6
paboTsI: nmabopaTopHOH  pabote
“U3BreueHre BUPUOHA W3 [6.1.1,6.1.2,6.1.3,6.1.4]
MHQHUIHPOBAaHHOTO daiina”
Hroro no 2 pazaeny 8 12 8 18
Pasnea 3. CereBbie uepBu (WORMS)
[IK-2 - UTIK-2.2 Tema 3.1 Crpykrypa | 4 4 | [loAroToBKa K JEKIHAM
CETEBOr0 UepBs [6.1.1, 6.1.2, 6.1.3,
6.1.4], pabota Haj
3aJlaHHEM
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Buasl yue6Hoi paboThl (4ac)

IInanupyemsle
(KOHTpOJIApYeMbIe) KonrakThasi paGora g e Haumenosanue Peannsauus o Haumenopanmue
A HCIOJIB3YeMbIX paMKax
PE3YALTATLI 0CBOCHMSL: HaunmeHnoBaHue pasieJioB. 22| 2o £ 3 AKTHBHBIX U HpakTHyeckoi paspaGoTansoro
xox YK; OIIK; IIK u ? 28| 8% g 2o Bua CPC DJIEeKTPOHHOI 0 Kypca
MHIUKATOPBI TEM E = §.§, § = o E S E HHTEPAKTUBHBIX MOATOTOBKH (prI[OCMKOCTl:- B
0CTIGKEHSE %f E g E E E g g %: 06pa30BaTeJlbIjbI (TPyAOEMKOCTh uacax)
KOMITeTeH il = l§ E 2 £ 8 X TeXHOJIOTHil B yacax)
=S| EF o=
Tema 3.2. CereBpie | 4 4 | lloxroroBka k nekuusMm | Pazbop
SIHAIEMHUH. MeTobt [6.1.1,6.1.2,6.1.3,6.1.4] | KOHKpETHBIX
MIPOTUBOEHCTBUSA CUTyauun
HTtoro mo 3 pa3nexy 8 1 8
Pa3nen 4. Tposinsl (TROJANS)
IIK-2 - UIIK-2.2 Tema 4.1. 4 1 2 IlogroToBKka X JIEKIIHSIM
Pa3HOBUAHOCTH  TPOSHOB. [6.1.1,6.1.2,6.1.3,6.1.4]
Crioco0sI pa3MeleHui
TPOSTHOB. 3axBaTUNKA
(RANSOM). HludpaTopst
(ENCRYP-TORS).
BbiokupoBiuku
(BLOCKERS).
BACKDOOR. DDoS-
03K JI0pHI
Tema 4.2. 4 4 IToarotoBka k nekuusm | Paz6op
DoS wu DDoS araku. [6.1.1, 6.1.2, 6.1.3, | KOHKPETHBIX
LlenTpaninzoBaHHas 6.1.4], CUTYaIMi
aTaKylomas CeTh
Tema J1aboparopHoii 12 12 | IloaroroBka K 6
paboTsI: nmabopaTopHOH  pabote
«“ Amnanus [6.1.1,6.1.2,6.1.3,6.1.4]
HECaHKUIMOHUPOBAHHON
CETeBOM aKTUBHOCTH
Hroro no 4 pasnpeny 8 12 3 1 18
Pa3gen S. AHTHBHpYCHBIE CpeICTBA
[K-2 - UIIK-2.2 Tema 5.1. 4 1 2 | IoxgrotoBka k JyekuusiM | Pa3bop
Buner AHTHBHPYCHBIX [6.1.1,6.1.2,6.1.3,6.1.4] | KOHKpETHBIX
IIPOrpaMM. CxaHepsl CUTYyalui
(SCANNERS).
Iecounnusr (SANDBOX).
Pesuzoper  (REVISORS).
Momnutopst (MONITORS).
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Buasl yue6Hoi paboThl (4ac)

ILnannpyevnie HaumeHoBanue Peanuzauus B
(KOHTpOJIApYeMbIe) KonrakThasi paGora g e ! Haumenopanmue
g e HCIOJIb3YeMBbIX pamkax
PE3YALTATHI 0CBOCHMS: HaumeHoBaHHe pa3/iesioB. =% | &~ El AKTHBHBIX U IIpakTHyeckoii paspaboTanmoro
xox YK; OIIK; IIK u P ? 28| 8% g 2o Bua CPC P DJIEeKTPOHHOI 0 Kypca
TEM = 2 | o5& = = MHTEPAKTHBHBIX MOATrOTOBKH
HHIHKATOPBI Es| e T a |85 F (Tpy10eMKOCTh B
52| E2| E& O |5 =™ o0pa3oBaTelbHbl | (TPYI10EMKOCTH
JMOCTHKEHUA 5| a5 = Z |S 5 o qacax)
N 2 &8 £ 5 B X TeXHOJIOTHii B yacax)
KOMIIeTeH Ui e'g | 32 =S
o =" O =
S o = &
HNMMmyHH3aTOPHI (IM-
MUNIZER)
Tema J1aboparopHoii 10 16 | IloaroroBka K 5
pa6oThI: mabopaTopHOH  paboTte
“  CurHaTypHbIl aHaIM3 [6.1.1,6.1.2,6.1.3,6.1.4]
HCIIOJHIEMOro Koma”
Hroro mo 5 paznery 4 10 1 18
Pasnen 6. UHCTpyMeHTHI HcCIeI0BAHUSA
IIK-2 - UIIK-2.2 Tema 6.1. 4 2 [oxroroBka k nexknusM | Pa36op
OTnagunKH. [6.1.1, 6.1.2, 6.1.3, | KOHKPETHBIX
JuzacceMOiephl. 6.1.4], pabota  Hapm | cUTyaIui
JexoMnuisiTopsl 3alaHuEM
Hroro mo 6 pa3mery 4 1 2
IToaroroBka k 3auéry 8
Hroro 3a cemecTp 34 34 4 72 17
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5. TEKYIIUA KOHTPOJIb YCIHEBAEMOCTH n MNPOMEXYTOUYHASA
ATTECTALIMS ITIO U'TOI'AM OCBOEHMUS JUCIHUITJINHBI.
5.1 TunoBble KOHTPOJbHbIE 3aJaHUSI MM HHbIE MATEPHAJIbI, HEOOXOAUMBbIE JIsl OLEHKHU
3HAHUI, YMEHHH U HABBIKOB M (WJIH) ONBITA 1eATEJILHOCTH

[Iepeuenb BOMpOCOB, BHIHOCUMBIX Ha MPOMEKYTOUHYIO aTTECTALMIO (3a4eT).

1) Yro Takoe KOMIIbIOTEPHBIN BHPYC?

2) Uto Takoe MOJIHOTEIbHBIC BUPYCHI?

3) Yto Takoe 3arpy304HbIie BUPYCHI?

4) Yto Takoe ¢aiisioBbic BUPYCHI?

5) Urto Takoe BUPYCHBIC TAHICMBI?

6) Uro Takoe nmosmmMophusm?

7) B yem ocobenHoCTh, MeTamMopduma?
8) OmnummTe aHTHOTIIaJ0YHBIC MEXaHU3MbI

I[JI?I BBITTIOJHCHHUA NPOUCAYP OLUCHHUBAHUS COCTABJICH IMTACIOPT OUCHOYHLIX CPEACTB.

KOMIUIEKT OIEHOYHBIX CPEJCTB sBIsieTCS HeoThemiieMoi yacThio @OC u xpanutcs Ha Kadempe
«udopmarrionHas 6e30MacHOCTh BHIYMCIUTEIBHBIX CUCTEM U CETEII.

5.2 Onucanue moka3arejieii W KpPUTEPHEB KOHTPOJISI YCIEBAEMOCTH, ONMCAHHE IIKAJ
OLlEHUBAHUS

Jlnst OlleHKM 3HAaHWM, YMEHMM, HABBHIKOB M (DOPMUpOBAHUS KOMIETEHIIMU 10 JIUCIMILIUHE
MPUMEHSETCA TPAAUIIMOHHAS CUCTEMA KOHTPOJISL U OLICHKH YCIIEBAEMOCTH CTYJIEHTOB.

[Ipr nmpoMekyTOYHOM KOHTPOJIE YCIEBAEMOCTh CTYACHTOB OLEHHBAETCS MO CHUCTEME «3a4TCHOY,
«HE 3a4TCHOY.
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Tabnuna 5.4 — Kpurepun oneHuBaHus pe3yibTata 00yueHus Mo JUCIUILIMHE U IIKajia OLeHUBAaHUS

Koa u HauMeHOBaHHE KOMIIETEHIIMU

Koa u HaumMeHoBaHuUe
HHAUKATOPA AOCTHKCHUSA

Kpurtepuu oneHnBaHus pe3yJbTaToB 00y4eHHs

OrneHka
«HEey/I0BJIETBOPHTEILHO
/ «He 3a4TEHOY

OreHka
«YI0BJIETBOPUTEIBHOY /
«3aYTEHOY

Onenka
«xopomoy /
«3aUTEHO»

OrneHka
«OTJIMYHO» /
«3aYTEHOY

KOMIIETEH MU 0-59% 60-74% 75-89% 90-100%
OT max pedTUHIOBO’ 0T max peiTUHIOBOM OLIEHKU OT max pedTUHIOBOI 0T max peiTUHroBoi
OLICHKH KOHTPOJISL KOHTPOJISL OLICHKH KOHTPOJIS OLICHKH KOHTPOJIsL
IIK-2.  Cmocoben  mposoguts | MIIK-2.2.  Bemonnuser | M3noxeHue yueGHOro ®parmeHTapHsIe, 3HaeT Marepuan  Ha | MIMeeT riayOokue 3HaHUS
pa3paboTky W aHajdu3 OOBEKTOB | aHAM3 3alIMIIEHHOCTH | MaTepualia 0eCCUCTEMHOE, MIOBEPXHOCTHBIE 3HAHUS JOCTATOYHO  XOpOUIEM | BCETO  MaTepuajla IIo
nHpopMaMOHHOH 6e30MacCHOCTH nH(pOpMaLMOHHBIX HEIIOITHOE, HE OCBOEHBI 0a30BbIX MPUHIUIIOB MO YPOBHE;  NPEACTABIIACT | aHTUBUPYCHOM  3aIluTe
CHUCTEM 0a30BbIC MTPHUHITUITEI AQHTUBUPYCHOM 3aIIUTE OCHOBHBIC  KOHIICTIIIUH | HHPOPMAIIHU;

AHTUBUPYCHOM 3aILUTHI HHpOPMAIINH; AHTUBUPYCHOM  3alIUTHl | JAeT pa3BepHYTHIE

HHPOpPMALINY; HE BO BCEX ClIy4asax HHPOPMALINY; OTBETHl Ha 3aJaBacMble

HE BO BCEX CIy4asx BBIIOJIHAET KOPPEKTHOE MOATBEPKAACT BOIIPOCHI;

MPaBUJIBHO OIIEPUPYET CpaBHEHHE CUCTEM TEOPETUYECKUE 3HAHUSI | UMEEeT COOCTBCHHEIC

OCHOBHBIMU IOHATUAMH I10 obecrieueHnst 0€30MACHOCTH | OTAEIbHBIMH CY)XKIEHHS O DEIICHUN

3anuTe nHpopMaluy; JTaHHBIX NIPaKTUYECKUMU TEOPETUYECKUX U

HE OTBEYAET HA 3a/1aBacMbIC IIpUMEpPaMU 110 3aIIUTE | NMPAKTHYECKUX

BOIIPOCHI nHpopmanuy; BOIIPOCOB IO  3aLIUTE

JlaeT OTBETHI Ha | uHpopManuu

3a/JaBa€MbIC BOIIPOCHI
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Tabnuua 5.5 - Kputepuu orieHuBanus

Ouenka Kpurepuu ouenuBanus

OLEHKY «OTJIMYHO» 3aCiy)XMBaeT CTYJICHT, OCBOMBIUMH 3HAHUS, YMEHHS,
KOMITETEHIIMY ¥ TEOpPEeTHYECKUI MaTepuan 0e3 mpoOesioB; BEIMOJHUBIINHN BCe 3a/1aHMs,
NpPeIyCMOTPEHHBIE y4eOHBIM IUIAHOM HAa BBICOKOM KAa4eCTBEHHOM  YPOBHE;
[PaKTUYeCKHE HAaBBIKM NPO(QECCHOHAIBHOIO NPHMCHEHHS OCBOCHHBIX 3HAHUH
c(OPMHPOBAHBL.
OLICHKY «XOPOWIO» 3aCIly)XKUBAaeT CTYACHT, IPAKTHYECKH IOIHOCTHIO OCBOMBIIHH
3HAHUSA, YMEHUS], KOMIETCHIMH ¥ TEOPETHYCCKHH Marepuall, y4eOHble 3aJaHus He
OLICHEHBI MAaKCHMAaJIbHBIM YHCJIOM 0aljIoB, B OCHOBHOM C(HOPMHUPOBAI MPAaKTHYCCKHE
HAaBBIKH.
IToporoBelif ypoBeHb | OLICHKY «YIOBJIETBOPUTEIBHO» 3aCly)KUBAaeT CTYIEHT, YaCTHYHO C MpoOeraMu
«3» OCBOMBIINI 3HAHWS, YMEHHUS, KOMIETCHLUUH M TEOPETHUECKHH MaTepuay, MHOTHE
(ynoBneTBOpHUTENbHO) | y4eOHbIE 3aJaHus JIMOO HE BBINOJIHMII, JIMOO OHU OLCHEHBI YUCIIOM OaIoB OJIM3KHM K
MHUHUMAJIBHOMY, HCKOTOPBIC NPAKTUYCCKHUEC HABBIKU HE C(bOpMI/IpOBaHLI.

Bricokuil ypoBeHb
«»
(oTaI4HO)

Cpemamii ypoBeHB «4»
(xopom0)

MuHuMaNbHBLH OLICHKY «HEYIOBJCTBOPHTEIHHO» 3aCITyKHBaeT CTYICHT, HE OCBOMBILIMII 3HAHMI,
YPOBEHD «2» YMEHHS, KOMIICTCHITUN U TEOPETHUSCKUI MaTepHall, yaeOHbIe 3aJaHusl He BBITOJHIII,
(HeYIOBIIETBOPUTEIBH

MPAKTUYCCKHUC HABBIKH HE C(bOpMI/IpOBaHBI.

0)

6. YAEBHO-METOJNYECKOE OBECIIEYEHUE
JTUCHUATIIAHBI

6.1 YueOnas iuteparypa

6.1.1 Mrtepenbepr C. 1. Accembnep B 3amayax 3amuThl nHGopMaluu : yuedHoe mnocodue / C. U.
HITependepr, A. B. Kpacos, B. E. Pagpiackas. — Cankr-IlerepOypr : CIIOI'YT um. M.A. bonu-bpyesuua,
2019. — 82 c. — Teker : snexkrpoHHbld // Jlaub : snmexkTpoHHO-OMONMOTEe4yHas cuctema. — URL:
https://e.lanbook.com/book/180080

6.1.2. MakcumoB, A. B. OnrumanbHOoe NPOEKTHUPOBAHME acCEeMOJIEPHBIX  MPOrpaMMm
MaTeMaTUYECKUX aJlFOPUTMOB: TEOpHs, MH)KEHEpPHbIE METoAbl : ydeOHoe mocoOue ans By3oB / A. B.
MaxkcumoB. — 3-e u3zf., crep. — Cankrt-IletepOypr : Jlanp, 2021. — 192 ¢. — ISBN 978-5-8114-8056-2.
— Texkct : onextpoHHwelt //  Jlawb : 31ekTpoHHO-OMOmmoreuHas cuctema. —  URL:
https://e.lanbook.com/book/171415.

6.2 CnpaBouHo-0u0Horpadguyeckas Jureparypa
—  YueOHUKU u yuebHvle nocooust

6.1.3. 3yoxos, C. B. Assembler. lig DOS, Windows u Unix : yuebHoe nmocodbue / C. B. 3yokoB. —
Mocksa : JIMK Ilpecc, 2008. — 640 c. — ISBN 5-94074-259-9. — Tekcrt : snexkrpoHHslii // Jlaub :
ANIEKTPOHHO-O0nOMMoTeuHas cuctema. — URL: https://e.lanbook.com/book/1243

6.1.4. Assembler : Ilpaktuxkym / B.U. FOpos. - CII6. : ITurep, 2003. - 400 c. : un. + JJuckera. -
bubmmorp.:c.393-395. - ISBN 5-272-00380-2

6.3 MeToanuyeckne yKa3aHusl, peKOMEHIAHH U IPyrue MaTepuasbl K 3aHATUIM

Meroandeckue yKa3aHHsl IO BBITIOJIHCHHUIO JIA0OPATOPHBIX PadOT MO JUCHUIUIMHE «AHAIU3
BPEIOHOCHOTO TMPOTPAMMHOTO OOecreueHus» B DJISKTPOHHOM BapuaHTe HaXomiITcs Ha Kadeape
«MuadopmaronHass 0€30MacHOCTh BBIYUCIUTEIBHBIX CHCTEM U CeTei». OIEKTPOHHBIE BapHUAHTHI
METOJUYECKIX YKA3aHUU O BBITIOIHEHUIO Ja00paTOpHBIX pabOT OTHPABISAIOTCS HAa DJICKTPOHHBIE aJipeca
rpymmn

6.3.1. AHanu3 BPEeIOHOCHOTO MPOTPaMMHOrO oOecredeHus: [DJIEKTPOHHBIE TEKCTOBBIC JAaHHBIE]:
METOJI. yKa3aHus K J1ab. paboTe Mo TUCHUIUIMHE «AHAIU3 BPEAOHOCHOTO MPOTPAMMHOI0 OOECIeUeHUs»
JUISE CTYICHTOB HampaBieHus mnoaroroBku crenuanucra 10.05.03 «Mudopmarnmonnas 6e30macHOCTh
aBTOMAaTHU3UPOBAHHBIX cHUCcTeM» MTHEeBHOU (popmbl 00yuenus / HI'TY; Cocr.: I.A. JIsxmanos. H. Horopon,
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2019.

/. ”TH®OPMALMOHHOE OBECIIEYEHHUE JTUCIHHUIIJINHBI

Y4eOHBI  mporecc MO  JAUCIMILTAHE

oOecrieueH

H€O6XOI[I/IMBIM KOMIIJICKTOM

CBOOOIHO

pacmnpocTpaHseMoro NporpaMMHOro odecrnedyeHus (CocTaB Mo JUCHUILIMHE onpezenieH B HacTosueil PI1/]

Y TIOJJIC)KUT OOHOBIICHUIO TIPH HEOOXOIUMOCTH).

7.1 Hepeqeﬂb HH(])OpMaIII/IOHHbIX CIIPaBOYHBIX CUCTEM

Tabmuua 7.1 - [lepeueHb 3MEKTPOHHBIX OMOIMOTEUHBIX CUCTEM

Ne HaunmenoBanue 96C

Ccolika k 9BC

TCXHUYCCKOT'O By3a»

1 «KoHcynbTaHT cTyneHTa - DJIeKTpOHHas OUOIHOoTeKa

http://www.studentlibrary.ru/

3aKOHOAATCJIbCTBO Poccum»

2 Jlanb https://e.lanbook.com/
3 «lOpaiiT» (komekus «JlereHaapHbie KHUTH») https://urait.ru/
4 «TexakcnepT» - «HopMbl, TpaBuia, CTaHIAPTHL U https://www.nntu.ru/frontend/web/ngtu/files/org_struc

tura/library/resurvsy/tehekspert.pdf

7.2 llepeyeHb CBOOOIHO PACTIPOCTPAHSEMOI0 MIPOrPAMMHOI0 00ecreYeHus

Tabnuua 7.2 — [IporpammHoe obecrieueHue, UCIoIb3yeMoe CTYACHTaMI OYHOTO 00y4eHUs

IIporpamMHoe oGecnieyeHue,
HCIO0JIb3yeMoe B YHHBEPCHTeTe Ha
JIOTOBOPHOIi OCHOBE

IIporpammHoe oGecrieueHue cBOOOIHOI0 PacCPOCTPAHEHUS

1. Windows 7 32 bit xoprioparuBHas
VL 49477S2

2. Microsoft Office Professional Plus
2007 (mumensust Ne 42470655);

3. DrWeb (c/u GMN9-DSLH- | Scan
G4U1-LW6H or 11.05.23

4. Microsoft Windows 7 MSDN
(moamucka DreamSpark Premium,
norosop Ne Tr113003 ot 25.09.14)

Adobe Acrobat Reader DC-Russian
Omnepanponnas cucrema Ubuntu Linux 20, GNS3, Snort, Wareshark, OpenVPN,
Libre Office, OpenVPN, IP scanner
OpenOffice, Bpay3ep Google Chrome, Bpaysep Mozilla Firefox, McAfee Security

7.3 IlepedyeHb COBpEeMEHHBIX NPO(EeCCHOHAIBbHBIX 0a3 JaHHBIX W HH(OPMAIMOHHBIX

CIIPaBOYHBLIX CHCTEM

B Tabmume 7.4  ykazan

nepevyeHb NpodecCHOHANBHBIX 0a3 MaHHBIX W HH(POPMAIIMOHHBIX

CIPAaBOYHBIX CUCTEM, K KOTOPbIM oOecrieueH J0cTym (yAaaeHHbIH qoctym). JlaHHbIi nepedyeHb MOMIEKUT
00HOBJIEHHIO B cooTBeTcTBUHU ¢ TpeboBanusmu ®I'OC BO.

B nanHoM paznene MoryT ObITh NMpHBEIEHBI PeCypchl (CCBUIKM Ha CalThl), HA KOTOPHIX MOYHO
HaWTH IMOJIC3HYIO IJId Kypca I/IH(l)OpMaI_H/IIO, B T.4. CTAaTUCTUYCCKHUEC HJIM CIIPABOYHBIC JTAHHBIC, yqe6H1>Ie

MaTepHalbl, OHJIAH KypChl U T.JI.

Tabnuua 7.4 — [lepedeHb COBpEMEHHBIX MPO(ECCHOHANBHBIX 0a3 JaHHBIX U HH()OPMAIIHOHHBIX

CIIPpaBOYHBIX CUCTEM

Ne .
HHGOPMAIMOHHO-CIIPABOYHOI CHCTEMBbI

HaumenoBaHue npodeccHoHATbHOI 0a3bl JaHHBIX,

JocTtyn k pecypcey (yAaJIeHHBIN JOCTYN ¢ yKa3aHHEM
CCBHLIKHU/IOCTYN U3 JTOKAJILHON CeTH YHHBEPCHTeTa)

1 2

3

1 baza manubix m3narensctBa Wiley

https://onlinelibrary.wiley.com/
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http://www.polpred.com
http://elibrary.ru
https://www.rst.gov.ru/portal/gost/home/standarts

2 Bbasa nanseix Polpred

Hayunas snextponnas 6ubanoreka ELIBRARY.RU
4 baza naHHBIX CTaHAAPTOB U PETIIAMEHTOB
POCCTAHIAPT

5 Ilepeuens npodeccrnoHanbHEIX 0a3 JTAHHBIX H
MH(OPMALMOHHBIX CIIPAaBOYHBIX CUCTEM

6 Karasnor narTepHOB IIPOEKTUPOBAHUS

w

https://cyberpedia.su/21x47c0.html

https://refactoring.guru/ru/design-patterns/catalog

8. OBPA3OBATEJIBHBIE PECYPCBI JJISA HHBAJINAOB U JINI]
C OB3

B Tabmune 8.1 ykazau nepeueHb 00pa3oBaTENbHBIX PECYpPCOB, UMEIOHINX (OPMBI,
AalITUPOBAHHBIC K OrpaHUYCHUAM HUX 3J0pPOBbA, a TAKIKC CBCACHUA O HaJIWYUK CICHUATIBbHBIX
TEXHUUYECKUX CPEJICTB OOy4YEHHUS KOJUIEKTHBHOTO M WHIMBUAYAIBHOTO MOib30BaHus. [Ipu 3amonnenuun
TaOJIMIBI MOET OBITh WCIOJBb30BaHA HHQOpMAIU, pa3MeNIcHHas B moapasnene «locrymHas cpema»
cnenuanusupoBaHHoro pasgena caiita HITY «Csemenus 00 o0oOpa3oBaTenbHOM OpraHu3aldn»
https://www.nntu.ru/sveden/ovz/.

Tabnuna 8.1 - ObpazoBaTenbHbIE PECYPCHI st MHBAIUIOB U Jjinil ¢ OB3

CBez[emm 0 HAIMYHHA CIIENUAIBHBIX TEXHUYIECKHUX CPEICTB
oﬁyqem/m KOJUICKTUBHOI'O U UHAUBUIYAJTBHOT O
MMOJIb30BaAHUA

Ne IlepedeHb 0Gpa3oBaTebLHBIX PECYPCOB,
MPHUCIOCOOIEHHBIX IUISl HCTI0JIb30BAHUS
HHBaJduaaMu U gunamu ¢ OB3

Bepcnﬂ JUIA CJ'Ia6OBI/I,Z[HH.[I/IX, MMpociaymurBaHue ¢ TOMOIIBIO

1 OBC «KoHCyNnbTaHT CTYAEHT»
CHHTE3aTopa peur

9BC «Jlaap» Bepcust mutst cnaboBUAAIINX, IPOCITYITUBAHKE C ITOMOIIBIO

CHHTE3aTOpa peun

Bepcus s cnaboBuasimux

3 «IOpaiiT» (komnexiys «JlerengapHble KHUTH)

9. MATEPUAJIBHO-TEXHUYECKOE OBECINEYEHHUE, HEOBXO/JNMOE AJIsA
OCYHWECTBJIEHUSA OBPA3OBATEJIBHOT'O NPOUHECCA 11O JIUCHUIIJIMHE
Y4eOHble ayIUTOPUU IJIs1 TPOBEICHUS 3aHSITHUN MO TUCIUIUIMHE, OCHAIIEHBI 000PYI0OBAHUEM U
TEXHUYECKUMH CPEJICTBAMHU 00YyUEHUS

B Tabauue 9.1 nepeuncieHsr:

- yueOHBIE ayTUTOPUM MJisi TPOBEJACHUS YUEOHBIX 3aHATHI, OCHAIIEHHBIE OOOPYIOBAaHHUEM W
TEXHUYECKUMHU CPEJICTBAMHU O0yUYECHHUS;

- TIOMEMIEHUS JJISI CAMOCTOSITEIIbHOW PabOThl 00YyJaroNIUXCsi, KOTOPBIE JOJKHBI OBITH OCHAIIEHBI
KOMIIBIOTEPHON TEXHUKOW C BO3MOXKHOCTBIO MOJKIIOUeHHS K ceTh «IHTepHEeT» U obecrneueHneM J0CTymna
B DJICKTPOHHYIO HHPOPMAIIMOHHO-00pa3zoBarenbhyto cpexy HI'TVY.

Tabmuma 9.1 - OcCHaImEHHOCTh AyIUTOPHN W TIOMEIMICHWH IS CaMOCTOSATEIBbHOW pPabOThI
CTYJICHTOB 110 JUCIUIUINHE

IlepeyeHb JIMLEH3UOHHOTO
NMPOrPaMMHOI0 o0ecneyeHmus.

OcHalIeHHOCTh ayIUTOPHIi IOMeIleHN i 1
NMOMeELIeHHI JJIsl CAMOCTOAATEeJIbHOM PadoThI

Ne HaumeHoBaHue ay1uTopuii u
NMoMeLIeHHil 1J1st

CaMOCTOAITEILHOH padoThI PexBU3UTHI
MOATBEPKAAI0LIEr0 JOKYMEHTAa
1 1 2 3

1 VYuebnast ayauropus Ne 6421 1. locka menoBast — 1 . 1. Windows 7 32 bit

yueOHO-1a00paTOPHOTO
xopiyca Ne 6 11 IpoBeIeHHS
y4eOHBIX 3aHATHH.

603163, Hmxeropoackas
0071aCTh,

r. Huwxnauit Hosropon,

3. Okpan — 1 mT.

4. MynsTumenuiinsiit npoekrop Epson X12 — 1 mT.
5. Kommetorep PC MB Asus Ha guncere
Nvidia/AMDAthlonXIl CPU 2.8Ggz/ RAM 4
Ggb/SVGAStandartGraphics +Ge-FORCE Nvidia
GT210/HDD 250Ggb,SAT Ainterface, MoHUTOD

kopniopatuBHasi; VL 4947752
2. Adobe Acrobat Reader DC-
Russian (6ecrur.)

3. Microsoft Office Professional
Plus 2007 (munensus No
42470655);
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Kaszanckoe mocce, .12

197, ¢ BBIXOJOM Ha IPOEKTOP.
6. Pabouee mecTo cTynenra - 74
7. Pabouee mMecTo i mpenogaBatens — 1 mrT.

4. Dr.Web (c/u GMN9-DSLH-
GAU1-LW6H or 11.05.23 5o
28.05.24)

JlabopaTopus «IIporpammHuo-
anmnapaTHBIX CPEACTB U
TEXHUYECKOH 3aIUThI
nHpOpPMAIUN - YaeOHas
aynuropus Ne 6039 yuebHO-
naboparopHoro kopmyca Ne 6
JUIS TIPOBENICHUST Y4eOHBIX
3aHATUN U IPAKTUYECKON
TIOJIrOTOBKH O0YYaIOIUXCSL.
603163, Huxeropoackas
00J1aCTh,

r. Hwxuuit Hosropon,
Kazanckoe mocce, 1.12

1.Yue6ns1it mabopatopHsiii creHy "brodnoe
KoxupoBaHue" — | miT.

2.Y4e6Hblit mabopaTopHslii cTeH ] "OCHOBHI
kpunrorpagun” — 1 mrT.

3.Y4eOHbIit 1a00paTOPHEIA CTEHNT
"Buomerpuueckas ayreHTuduKanus”’ — 2 mrT.
4.Y4eOHb1it nabopatopHslii creHn "JloBepeHHas
3arpy3ka (Cobosn)" — 1 miT.

5.Y4eOHslii nabopaTtopHblil cTena "JloBepeHHas
3arpyska (Akkopa)" — 1 wir.

6.YueOHbIi 1a00paTOPHBIN CTEH
"Kpunrokonrerinepst u JLIT" — 2 mr.

7. M®Y Brother LC

8. [TocamoyHbIX MecT - 16.

Pacnpoctpansemoe no
CBOOOIHOM JINIIEH3UU:
1.OnepanmonHas cucrema
Ubuntu Linux 20

2. GNS3

3. Snort

4. Wareshark

5. OpenVPN

6. Libre Office

7. Splunk

8. Zeek Network Security
Monitor

9. Security Onion

10. OpenVPN

11. IP scanner

12. Nemesis

13. Eyercap

TTomemienue s
CaMOCTOSITENILHOM PaboTHI
oOyuarormuxcst Ne 6545 y4ye6Ho-
nabopaTopHoro Kopimyca Ne 6
JUTSL IPOBENICHUS HAYyIHO-
HCCIIeI0BATEIbCKOM PaOOTHI
00yJaromuxcst, KypcoBOTO H
JUIIIOMHOTO TIPOCKTHPOBAHUSI.
603163, Huxeropoackast
001acThb,

r. Hwxuuit Hosropon,
Kazanckoe mocce, 1.12

1. Paboune mecta, ocHamennsle 1K na 6azeCore 2
Duo c MOHHUTOpPAMH - 5 IT.
2. Paboyee MecTO mpernojaBareis, OCHAIICHHOE
IIK na 6ase Intel Core i5 ¢ moHutopoM — 1 1mT.
3. Jlocka  wuHTepakTuBHas  ScreenMedia-M.
I[IK nonkmouenst k cetu «UHTepHET» W
00ecIIeYnBaroT JOCTYTI B ANEKTPOHHYIO
HHPOPMAINOHHO-00Pa30BaTEIBHYIO cpeny
YHHUBEPCHTETA.

4. ITocamounbix MecT - 12, mecth ocHamensl I1K.
5. Ilpunatep Xerox Phaser 3300 MFP

1. Microsoft Windows 7 MSDN
PEKBH3HTHI JOTOBOPA - MOJMUCKA
(moamucka DreamSpark
Premium, morosop Ne 0509/KMP
oT 15.10.18),
2. BecrunatHoe I10:
IMaker mporpamm Open Office,
True Conf, Bpayzep Google
Chrome, Bpayzep Mozilla
Firefox, Bpaysep Opera, McAfee
Security Scan, Adobe Acrobat
Reader DC

10. METOANMYECKHUE PEKOMEHJAIIMU OBYYAIOLIIUMCS ITO OCBOEHHUIO
JUCHUIITIMHBI

10.1 O6mme MeToaMYecKHe PeKOMEHIAUMH AJs 00yYAIOIMXCSl 110 OCBOCHUIO AW CHMILIMHBI,
o0pa3oBaTe/bHbIE TEXHOJIOTHH

JlucummiuuHa peanu3yercs IMOCPEICTBOM IMPOBEACHHUS KOHTAKTHOM paldOThl ¢ 0OyyaroluMUcs
(BKJItOUAsl IPOBE/IEHUE TEKYLIEr0 KOHTPOJsSl YCHEBAEMOCTH), CAMOCTOSATENIbHOM paboThl 00ydaromuxcss U
IPOMEKYTOYHON aTTEeCTAaIUH.

[Ipu mnpenonaBaHUM JUCHUIUIMHBI «AHAIM3 BPEAOHOCHOTO MPOrPaMMHOTO obOecredeHus»,
UCTIONB3YIOTCS COBPEMEHHBIE 00pa30oBaTeIbHBIE TEXHOJOTHH, MO3BOJISIOIINE MOBBICHTH AKTHBHOCTH
CTYZICHTOB TIPH OCBOCHHH MaTepHaja Kypca W IpeAOCTaBUTh UM BO3MOXKHOCTh d()(hEKTHBHO pean30BaTh
4achl CAMOCTOSITEIILHOM pabOTHI.

Becr neKIMOHHBIA MaTepuan Kypca COINPOBOXKIAECTCS KOMIBIOTEPHBIMU TPE3CHTALUSMH, B
KOTOPBIX HAMIAJHO IPENOJHOCITCS MaTepuall pa3jIMyHBbIX pPa3[esioB Kypca M YTO JaeT BO3MOYKHOCTh
0o0CYIMTh MaTepHall CO CTYAEHTaMHM BO BpeMsl UTEHMs JIEKIMH, aKTMBHPOBATh UX JESITEIbHOCTb MpPU
OCBOCHMM MaTepuayia. JEKTPOHHbIE MaTepuaibl JIEKIUH B TEPHOA JUCTAHLMOHHOTO OOYy4eHUs
OTIIPABIISIOTCS 110 JIEKTPOHHOM MouTe Ha ajpeca Ipymnn U MOTYT OBITh MOJYYEHbI 10 YTCHHUS JIEKIHUNA U
MpOopabOTaHbl CTYIGHTAMH B XOJI€ CAMOCTOSITEILHON pabOTHI.

Ha nexkumsx, 1a0OpaTOpHBIX  3aHATUSAX  PEATU3YIOTCS  MHTEPAKTHBHBIE  TEXHOJIOTHH,
NPUBETCTBYIOTCSI BOIPOCHI M OOCYXIEHHs, HCIONb3YeTCsl JMYHOCTHO-OPUEHTUPOBAHHBIA IOAXOJ,
TEXHOJIOTUSI PadOThl B MajbIX TPYMMAax, YTO MO3BOJISAET CTYACHTAM MPOSBUTH ce0sl, MOIYYUTh HABBIKU
CaMOCTOSITEJIbHOTO U3YYEHUS MaTepuana, BBIPOBHATh YPOBEHb 3HAHUN B IPYIIIE.
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Bce BOIMPOCHI, BO3HHUKINKE MPH CaMOCTOSATEIbHOM paboTe Hal JOMAIIHAM 3aJaHHeM IMOIpOOHO
pa3buparoTcs Ha 1a0OpaTOPHBIX 3AHATHAX M JEKIMAX. [IpOBOIATCS HMHAMBHUAYaIbHBIE M TPYIIIOBBIE
KOHCYJIBTAI[MA C KCIOJIb30BAaHUEM COBPEMECHHBIX HH()OPMAIMOHHBIX TEXHOJOTHI: SJIEKTPOHHAS II04Ta,
mecceHKepbl, Zoom, Discord.

WHUIUUpYETCsT aKTUBHOCTD CTYAEHTOB, IMOOMIPSETCS 3aJaHhe JI0OBIX BOIPOCOB IO MaTepuay,
HPAKTUKYETCS HMHAMBUAYaIbHBIM OTBET Ha BOIPOCHI CTYIEHTA, PEKOMEHIYIOTCS METOMAbI YCIELIHOIO
CaMOCTOSITEIILHOTO YCBOCHHSI MaTepralia B 3aBUCHMOCTH OT YPOBHs €ro 0a30BOM IMOATOTOBKH.

JIst OLIEHKH 3HAHUI, YMEHHH, HABBIKOB U YPOBHSI C(OOPMUPOBAHHOCTH KOMIIETEHIIUM IIPUMEHSIETCS
0aUTbHO-PEUTHHIOBAsE CHCTEMa KOHTPOJISI M OIEHKH YCIIEBAEMOCTH CTYJACHTOB B IPOILECCE TEKYILETO
KOHTPOJIS.

ITpoMeKkyTOUYHAas ATTECTALUS MPOBOIUTCS B (POPME 3a4eTa ¢ yIETOM TEKYILEH YCIIeBAEMOCTH.

10.2 MeToanuyeckne yKa3aHus Uil 3aHATHH JEKIIHOHHOTO THIIA
JIeKIMOHHBII KypC MpeanojiaraeT CUCTEMaTH3UPOBAHHOE H3JIOKEHHE OCHOBHBIX BOIIPOCOB
TEMaTUYECKOro IjIaHa. B Xo/ie TEeKIMOHHBIX 3aHATUN pacKpbIBalOTCs 0a30BbI€ BONPOCH B paMKax KaXKIou
TeMbl nucnuiuidHbl (Tabmuiel 4.4, 4.5, 4.6) . O603HaYaIOTCS KIIFOUEBBIE aCIIEKThI TEM, a TAK)KE JICJIA0TCS
aKIEHTHl Ha HamOoJiee CIOKHBIC M BaXKHBIE IMOJIOKEHHS W3ydyaeMoro Martepuasa. MaTepuaibl JIeKIUH
SBJISIOTCSI ONTOPHOW OCHOBOM /1711 MOJATOTOBKM OOYYaOLIMXCs K JIaOOpPaTOpHBIM paboTaM M BBIIOJIHEHUS
3a/laHuil CaMOCTOSITENIbHOM pabOThl, a TakkKe K MEpONPUATUSAM TEKYLIEro KOHTPOJSl YCIEBAEMOCTU U
IPOMEKYTOUHON aTTeCTalluy 1O AUCLUIIIUHE.
10.3 MeToauyeckue yKa3aHusi 10 OCBOCHUIO JMCIUILIMHBI Ha J1A00paTOPHBIX padoTax
ITonroToBKy K Kax/10i 1abopaTopHOil paboTe CTYAEHT I0JKEH HayaTh C O3HAKOMJICHHUS C IJIAHOM
3aHATHUS, KOTOPBI OTpakaeT CoJIep)KaHWE TPEAIOKEHHONH Tembl. Kakmas BbImoiHeHHass pabora ¢
0(OpPMIICHHBIM OTYETOM MOAJICKHUT 3AILUTE Y MPETOAaBaTEs.
[Ipu oneHuBaHUM J1aOOPATOPHBIX PAOOT YUUTHIBAETCS CIIEAYIOIIEE:
— KauecCTBO BBIMOJIHEHUS MPAKTUUECKONW YacTH pabOThl U CTENIEHb COOTBETCTBUS PE3YIbTATOB pabOThHI
3aJJaHHBIM TPEOOBAHUSAM;
— KayecTBO OOpPMIIEHHUS OTUETa 110 paboTe;
— KauecTBO YCTHBIX OTBETOB Ha KOHTPOJIBbHBIE BOIIPOCHI MPH 3alUTe pabOThI.

104 MeToauueckue YKa3aHUuA 110 OCBOCHUIO JUCHHUIIJIMHBI HA MPAKTUYECCKUX 3AHATUAX THUIIA
HpaKTI/I‘leCKI/Ie 3aHATUA HC MTPEAYCMOTPCHBI y‘Ie6HLIM IJIaHOM

10.5 MeToauyeckne yKazaHus 10 OCBOCHHUIO TMCUMILIMHBI HA KYPCOBOii padoTte
Kypcogas pabora He mpeycMOTpeHa YIEOHBIM TIJIAHOM.

10.6 MeToauyeckue yKa3aHus M0 CAMOCTOSITEJIbHOM padoTe 00y4aronuxcs

CamocrosrenbHas pabota o0ecrieuyrBaeT MOArOTOBKY OOYUalOIIerocss K ayAUTOPHBIM 3aHATHAM U
MEPONPUITHSIM TEKYIIEro KOHTPOJIE M IPOMEXYTOUHOH aTTecTalud IO H3y4aeMoW JUCHMILIUMHE.
Pe3ynbTaThl 3TOM MOATOTOBKM MPOSIBJISIOTCS B AKTUBHOCTH OOYYaroIIErocss Ha 3aHATUSAX U B KayecTBE
BBIMIOJTHEHHBIX MPAKTUYECKUX 3aJJaHUI U IpYTUX GOpPM TEKYIIEro KOHTPOJIS.

IIpu BBIMONHEHMM 33JaHUN IS  CAaMOCTOSITENBHOW paboThl pEKOMEHAYEeTCs MpopadboTKa
MaTepHaJIOB JIEKIUA MO KaXI0M NMPONIEHHOM TeMe, a TaKKe W3YyYEHUE PEKOMEHIYEMOH IIMTEepaTyphl,
npejcTaBieHHON B Paznene 6.

B mporecce camocToATeIbHONW pabOTHI MPU U3YYEHUHN TUCLUILUIMHBI CTYE€HThl MOTYT padoTaTh Ha
KOMITBIOTEPE B CHEIMAIU3UPOBAHHBIX ayAUTOPUAX UL CAaMOCTOSATENbHONW paboThl, yka3aHHbIX B Pa3nene
9. B ayautopusix uMeeTcsl JOCTyN yepe3 UH(POPMAMOHHO-TEIEKOMMYHUKALMOHHYIO ceTh «/HTepHeT» K
DIIEKTPOHHON WH(POPMAIIMOHHO-00pa3oBarenbHOl cpene yHuBepcutera (OUMOC) u  2nmeKTpoHHOMN
oubmmoteunoir cucreme (OBC), Tme B AJICKTPOHHOM BHJE pacIoyiaralorcs y4deOHbIe W y4eOHO-
METOAMYECKHE MaTepUallbl, KOTOPbIE MOTYT OBITh HCIOJB30BAHbI JUISI CaMOCTOSITEIbHON paboTHl HpU
W3YYEHUU JUCLUIIINHBL.
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11.

OLHEHOYHBIE CPEACTBA JJIA KOHTPOJIA OCBOEHUA

JTUCHUATIIAHBI

11.1 TunoBbie KOHTPOJIbHbIE 32/IaHUSI UJIH MHbIE +MaTepuajbl, He00X0AMMbIe IJIs1 OLEHKH
3HAHUI, YMEHHH, HABBIKOB U (MJIM) ONIBITA B X0/I€¢ TEKYIIEr0o KOHTPOJISl yCIIeBAeMOCTH

JI1st TeKyiero KOHTPOJIS 3HAHUHM CTYIEHTOB MO JAUCIUIUIMHE MPOBOJUTCA KOMILIEKCHAS OLlEHKA
3HAHUI, BKIIOYAOIIas

— BBINOJIHEHUE U 3aIIUTa Ja00paTOPHBIX PAOOT AJIsl CTY/IEHTOB O4HOIi (hOpMBbI 00yUeHH,

IIpumepHasi TeMaTHKAa JIA0OPATOPHBIX 3AHATHI

1. U3BieueHue BUpHOHA U3 HHPHUIIMPOBAHHOTO (haiiia
2. AHanu3 HEeCaHKIIMOHMPOBAHHON CETEBOW aKTUBHOCTH
3. CurHarypHBII aHaJIN3 UCTIOTHSAEMOTO KOJIa

BapuanTsl 3amanuii s 1abopaTopHbIX padoT MpHUBENEHBI B y4eOHO-METOIUYECKOM TTOCOOUH TIO
IPOBEICHUIO JIAOOPATOPHBIX PadoT.

11.2 TunoBble KOHTPOJbHbIE 32JaHUsI WM MHbIE MAaTePHAJbl, HEOOXOAMMbIE JI OLEHKH
3HAHWH, YMeHHIi, HABLIKOB H (MJIH) ONBITA B X0/1€ MPOMEKYTOYHON ATTeCTAIUM MO IMCUMILIUHE

3ader 115 CTyIeHTOB ouHOM (hopmbl 00yueHus B 10 cemectpe

TumoBsie BOMPOCHI ISl MPOMEXYTOYHON aTTecTalu B (GopMe 3auera I CTYJACHTOB OYHOMN
dbopMbI 00yUeHHS
Bomnpocel, HanpaBiieHHBIE Ha TPOBEpKY KommereHun [1K-2:

RRpooo~NoOR~wWNE

0.
1.
12.
13.
14.
15.
16.

YT0 Takoe KOMIbIOTEPHBIA BUPYC?

UTto Takoe MoTHOTEIbHBIE BUPYCHI?

YTto Takoe 3arpy304Hble BUPYCHI?

Urto Takoe (aitioBrie BUPYCHI?

YTto Takoe BUPYCHBIE TaHIEMBbI?

Yro Takoe nonumopduzm?

B uem ocobennoctp Metamopduszma?

OnuimTe aHTUOTIIAJOYHBIE MEXAHU3MBI

Kakue meToap HHPUIMPOBAHUS CYIIECTBYIOT?

B ueMm cyTh MeTo1a MOAMUKAIINHN 3aTPY30YHBIX CEKTOPOB.
Yro Takoe hopManbHbIC SI3BIKH?

HazoBuTe nekcuueckre pacro3HaBaTeli.

Kak paboTaroT CHHTaKCHYeCKHe Pacrlo3HOBATEIH?

Uro sBNsIeTCS HICTOYHUKOM BUpyca?

Kakwue crocoOsl MpOTHBOACHCTBHS IPOHUKHOBEHUIO BPEAOHOCHBIX MMPOTPAMM CYIIIECTBYIOT.
HazoBuTe BUBI aHTUBUPYCHBIX ITPOTPAMM.

B momnHOM 00BEMe OIICHOYHBIE CpeficTBa UMEIOTCs Ha Kadenpe «HpopManmonHas 6€30MacHOCTh
BBIYUCITUTEILHBIX CUCTEM U ceTeily. OlleHOYHBIE CPEICTBA MOTYT OBITh ITOYYEHBI IO TPEOOBaHUIO.
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