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B pabouyro mporpammy 2022 1. BHOCSATCS N3MCHCHUS .

1) 1) TaGmumy 7.1 uuTaTh B CIACIYIOIICH pPEIaKIUH:

Ne HanmenoBanune ObC Cceblika k 9BC

1 KoHcynbTaHT cTyneHTa http://www.studentlibrary.ru/
2 Jlanp https://e.lanbook.com/

3 IOpaiit https://biblio-online.ru/

4 TNT-ebook https://www.tnt-ebook.ru/

2) ITyHKT 9 yuTaTh B CICAYIONICH PEAAKITIH:

JlJis KOHTaKTHOM U CaMOCTOSATEIbHOW pabOThl OOyYaIOLIUXCSl BbIIEIEHBI MMOMEIIEHUS,
OCHAIIEHHBIE KOMIIBIOTEPHOW TEXHUKON ¢ MOAKIoUeHneM K cetH "MHTepHeT" u obecrnedeHnem
JIOCTyTA B 3JEKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTENbHYIO CPEly OpraHUu3aluu:

HanmMeHnoBanme moMmemeHud A TPOBEACHHS BCEX BHIOB Y4eOHOM
JIEATEBHOCTH, TPEIyCMOTPEHHON YyUeOHBIM TUIAHOM 00pa3oBaTeNbHOM
MPOrpaMMbI, B TOM HYHCJIE TIOMEMIEHUS JII CaMOCTOATEIbHONW paboThI, ¢
yKa3aHHEM TIepeYHs OCHOBHOTO OOOpYIOBaHWSA, Y4eOHO-HATJISTHBIX
MOoCcOOUH M UCTIONIE3YEMOT0 IPOTPAMMHOT0 00CCIICYCHUS

Anpec MecTa HaXOXKICHHS
MOMELIEHUN JJIsi TIPOBEJCHUS BCEX
BHUJIOB y4aeOHOM HEATCIIBHOCTH,

IIPEyCMOTPEHHOH yUeOHBIM IIIIAHOM
00pa3oBaTeIbHOM NPOrpaMMBI

JlaGopatopusi «IIporpaMMHO-annapaTHbIX CpeIcTB M TEXHHYECKOMH
3amuTsl nHpopmamum» Ne6039 yueOHo-1aboparopHoro xopiyca Ne6 s
NpOBECHUs yueOHBIX 3aHATHH
OcHalmeHHOCTL  000pyAOBaHMEM H
o0yueHus:

1.Yuebnsrit mabopatopHsliii creHn "biounoe konupoBanue" — 1 1miT.
2.Yuebubrit madopatopHsiii creHn "OcHOBBI kpurnitorpaguu” — 1 mr.
3.YueOHblit 1abopaTopHbIi cTeH "bruomMerprueckas ayreHTuuKanus” — 2
IIIT.

4.Vaebupiii nmaboparopubiii ctenn "Jlopepennas 3arpyska (Co6onp)" — 1

TEXHHYECCKUMHU cpeacrBaMu

603163, Huwkeropockas 00J1acTh, T.
Hwxnwmit Hoeropona, Kazanckoe
mocce, 1.12
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IIT.
5.Yuebuprii mabopatopuslii creHn "JloBepeHHas 3arpyska (Axkopn)' — 1
HIT.

6.YueOnsrit mabopaTopuslii cteHy "Kpunrokonteineps: u JLI1" — 2 mT.

7. Hnsa wBamumoB u ymr ¢ OB3: mepeHoCHO# panmmokiacc, KilaBHaTypa
a/lanTupOBaHHAs

8. M®YV Brother LC

9. [Mocagounsix mMecT - 16.

IIporpammHoe oGecneyeHne:

Pacnpoctpansemoe 110 CBOOOIHO# JTHIICH3UU:

1.0nepanmonnas cucrema Ubuntu Linux 20

2. GNS3

3. Snort

4. Wareshark

5. OpenVPN

6. Libre Office

7. OpenVPN

8. IP scanner

Myabrtumenuiinas ayauropus Ne6421 ydeOHO-1a00paTOpHOTO KOpITyca
Ne6 mnst mpoBenieHUsT YIEOHBIX 3aHATHHA

OcHalleHHOCTh  000pyI0BAaHHEM W TEeXHHMYECKHUMH CpeICTBaMHU
o0y4eHus:

1. Jlocka menoBast — 1 .

3. Okpan — 1 mT.

4. MynsTuMenuitaeii npoextop Epson X12 — 1 mr.

5. Kommeiorep PC MB Asus nHa unncere Nvidia/AMDAthlonXII CPU
2.8Ggz/ RAM 4 Ggb/SVGAStandartGraphics +Ge-FORCE Nvidia
GT210/HDD 250Ggb,SATAinterface, mMonutop 19”, ¢ BBIXOZOM Ha
MPOEKTOP.

6. PaGouee mecto ctynenra - 30

7. Pabouee MecTo [t mpenogaBatens — 1 mT.

IIporpammHoe oGecrieyeHue:

1. Windows 7 32 bit kopmoparusnas; VL 49477S2

2. Adobe Acrobat Reader DC-Russian (6ecrt.)

3. Microsoft Office Professional Plus 2007 (nunensus Ne 42470655);

4. Dr.Web (C/u ZNFC-CR5D-5U3U-JKGP ot 20.05.2024, no 30.05.25)

603163, Hmkeropoackast 001acTh, T.
Hwuxunit Hosropon, Kazanckoe
mocce, 1.12

[Tporpamma 2022 r. aktyanuszupoBana anst 2023, 2024 r. Hauasa moaroToBKHY.

Pazpabotuuk (1): Kampanos C.H., K.T.H., JOIIEHT
" (PUO, yueHas cTeneHb, y4CHOE 3BaHNUE)

« 17 » 05 2024r.

PaGouas nporpamma nepecMoTpeHa u 0Jj00peHa Ha 3aceganuu kadeapst UBBCC
npotokoa Ne 9  or« 17 » 05 2024 r.

W.o. 3aBexyrommii kadenpoit JIsxmanos [[.A.

JlueT akTyajm3anum NPUHAT HA XPaHeHHe:
3aBenyromuii Beimyckaronieit kadeapoit UBBCC «03» uronsa 2024 r.

Metoanueckuii otaen YMYVY: «03» uronsa 2024 r.
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uM. P.E. AnekceeBa» (HI'TY)

Y4eOHO-HayUYHBId HHCTUTYT PAAMOAICKTPOHUKHN U HHPOpMaLnOHHBIX TexHonoruit (MPUT)
(ITostHOE M COKpallleHHOE Ha3BaHWE MHCTUTYTA, PEATU3YIOLIEro JaHHOE HAIPaBJIeHUE)

YTBEPXJIAILO:
JlupexTop HHCTUTYTA!
MskunbkoB A.B.
MOJIINCH D10
“ 22 04 2022 r.

PABOYAS ITPOI'PAMMA JIUCHUITJIMHBI
b1.B.0O /1.3 KomIuaekcHas 3aliuTa HHQOpMaLuu
(MHIEKC 1 HAUMEHOBAHUE JUCIHUILTUHBI IO YI€OHOMY TUIaHY)
JUIA IOATOTOBKH CIIEIUAIICTOB

Hampasnenne noarorosku: 10.05.03 «MudpopmannonHas 6€300acCHOCTh aBTOMATH3WPOBAHHBIX
CHCTEM»

HaHpaBJ’IeHHOCTbZ be30macHOCTh OTKPBITHIX I/IHd)ODMaL[I/IOHHLIX CHUCTEM

®opma 00yuyeHHs: OYHas
I'ox Hauasma MOArOTOBKH 2022

Brimyckaromas kadenpa HUBBCC

Kadenpa-pazpabotunk HUBBCC

O0BeM TUCHUIUINHEL 144/4
4acoB/3.e

IIpomexxyTouHast arrecTanmss 3ader

Pazpabortunk: Kanpanos C.H., K.T.H., TOIIEHT

Hwxnuit HoBropon

2023



Pabouass mporpamMma OUCHMIUTUHBL: pa3paborana B  cooTBeTcTBUM ¢ DenepanbHbIM
roCyJapCTBEHHBIM 00pa30BaTeNIbHBIM CTaHAApTOM BhIciiero oopazoanusi (PI'OC BO 3++) mo
HANPAaBICHUIO TOATOTOBKH «MHpOopMamoHHas 0e30MacHOCTh aBTOMATU3UPOBAHHBIX CHCTEMY,
yrBepkaenHoro npukazom MHUHOBPHAVYKUN POCCHUU ot 26 HosiOps 2020 r. Ne 1457 nHa
OCHOBaHMHU y4eOHOro 1uana, npuaiaroro YMC HI'TY

npotokod ot 20.04.2023r Ne 18.

Pabouast mporpamMmma ogoOpeHa Ha 3acenanuu kadeapbl npotokon or  21.04.2023 Ne 4
3aB. kadenpoii k.1.H, nomeHt Jisxmanos J[.A.

(moamucek)
IIporpamma peKOMEHIOBAHA K YTBEPKIACHUIO ydeHbIM coBeToM uHcTuTyTa PUT, IIpoTokon ot

21.05.2023 Ne 4

Pabouas nporpamma 3apeructpupoBana B YMYVY, peructpaiinoHsblii Ne 10.05.03-6-48
Havansnuk MO H.P. bynrakosa

3aBepmyromias otaenom komiuiekroBanus HTh H.W1. KabGanuna

(moamuce)
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1. IEJIM 1 3AJJAYU OCBOEHUSA JUCIIUITJIMHBI

1.1 Heab ocBOEHUS TUCHTUILIHHBI

HCJ'IBIO OCBOCHHA AUCHOUIIIIMHBI SBJISICTCSI OCBOCHHC ,[[I/ICL[I/IHJII/IHapHLIX KOMHCTCHHI/Iﬁ B
00JIaCTH TOCTPOCHHMS KOMILICKCHBIX CHCTEM 3alllUThl Ha MPEINPUATHAX pas3IHdHbIX  (HOpM
COOCTBEHHOCTH.

1.2 3agauyu ocBOeHMS IMCUMILTUHBI (MO1YJIs1)

Juctumumaa «KoMriekcHas 3amuTa nHGpopMamum» CrocoOCTBYET MOATOTOBKE CTYIACHTOB
K PEIICHHUIO CIeYIOMUX MPOo(dheCcCHOHATBHBIX 3aay:

1.

2.

N OA

U3ydeHHE [eJIel U 3a/1a4 KOMIUIEKCHOTO oOecriedeHns: nH(OPMAIIMOHHON 0€30MacHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM;

OCBOCHHE IIPUHITUIIOB U 3TarnoB pa3padoTku KC3U B COOTBETCTBUU C MEXKTyHAPOIHBIMH
CTaHJapTaMM U OTE€YECTBEHHBIMH I'OCYJapCTBEHHBIMH U OTPACIEBBIMH CTaHIapTaMU;
OCBOEHHE TEXHOJOTMH YCTAHOBJIEHHS COCTaBa 3allldllaeMod MH(OpManuu U OOBEKTOB
3alIUTHI,

U3y4eHHE METOOB OLIEHKHU YS3BHUMOCTH 3alIMIAeMON HH(OpMAIIHH;

U3y4eHHe napaMerpoB u cTpykrypsl KC3U;

U3y4eHHE COCTaBa MEPONPHUATHH 10 obecrieueHuto pynkunonuposanus KC3U;
M3Yy4EHHUE CTPYKTYphl U MeTo10B ynpasieHus KC3H;

u3ydeHue nokasarenei g dexkruHocTd KC3U 11 METOIHMKY €€ OIICHKU

2. MECTO JANCHUITVINHBI B CTPYKTYPE OBPA3OBATEJIbHOM

INPOI'PAMMBI

VyeOnas aucnumuinHa «KommnekcHas 3ammurta uHpopmanuu» b1.B.OJ[.3 BkitoueHa B
NepeyeHb BapuUaTHUBHOM YacTH AMCHUIUIMH (popMupyemoit ydacTHUKaMH 00pa3oBaTelbHbIX
OTHOIIECHMI), HaNpaBJICHHbIM Ha YriayOJeHHe ypOBHS OCBOEHHS KomrereHuui. JlucuumiuHa
peanusyercss B cooTBeTcTBUM ¢ TpedoBanusmu OI'OC, OIl BO u VII, mo HampaBieHHIO
noarotroBku 10.05.03.

Jucuurmumaa Oa3zupyercs Ha JUCHMIUIMHE Ojoka 3amuThl HHpopManmuu «OCHOBBI
MH(OPMAIIMOHHON 6E30MaCHOCTH.

Jucuummna «KomriuiekcHast 3amura MHGOpMAIMM» SBISIETCS OCHOBOIIOJIAralolIeH s
MPAaKTUK: MpPaKTHKa MO MOJIyYEHUIO MPO(ECCHOHAIBHBIX YMEHMH U OmbITa Mpo¢ecCHOHATBbHOM
JESATENbHOCTH, IPEIIUILIOMHAS! IPAKTHKA.



3. KOMIOETEHIAM OBYYAIOUIETOCSI, ®OPMUPYEMBIE B PE3VJIBTATE
OCBOEHHUS JUCHUATLITAHBI (MOIYJIsT)

Hucuunnmna «KomrmuiekcHast 3amurta uHpopmanuu» Qopmupyer kommereHiuio [1K-2
COBMECTHO C JTUCIUIUIMHAMU U MPAKTUKAMH, YKa3aHHBIMH B Ta0nwmie 3.1

HucnunmunapHas yacte komneteHuu [1K-2 «CnocoGeH mpoBouTh pa3pabOTKy W aHAIHU3
00BEKTOB WH(MOPMAIMOHHONW OE€30MaCHOCTH»: CIIOCOOEH MOHMMATh W MPUMEHSTh Ha MPAKTHKE
METOJIbl TOCTPOCHHUS KOMIUIEKCHBIX CHCTEM 3alllUThl Ha MPEeANpHUATHIX pa3IuyHbIX GopM
COOCTBEHHOCTH

Ta6muma 3.1 - ®opMupoBaHUE KOMIETSHITMH TUCITUTUIMHAM

HaumenoBanwne CemecTpbl, pOpMUPOBAHUS JUCIUILTAHBI
TUCIUILINH, (POPMUPYIOLTUX Komnerenuun 6epyrcest u3 Y4uebHOro mjiaHa mno
KOMTICTCHITHEO HAIPaBJICHUIO TIOATOTOBKH CIICITUAIIUCTAY
COBMECTHO 1]2[3]4]5]|6 |7 [|8]9 |10 |11
1IK-2 (Cnocoben nposooums pazpabomky u anaius 006vbeKmos uH@popMayuoHHoU
bezonacnocmu)

Ananuz 8pedoHOCH020 NPOSPAMMHO20
obecneuenus

Jawuwennoe adMuHuCmMpuposarue
UHDOPMAYUOHHBIX cUCmEM

Komnnekcuas 3awyuma ungopmayuu !

HHmeJZ]ZeKmya]lebllZ AHAIU3 OAHHBIX

Paspabomxa u sxcnnyamayus
asmMoMamu3upOBaAHHbIX CUCTEM 6
3AUUUEHHOM UCNOJIHeHUU

Ocnosul nocmpoerus 3auuyELHbLX
KOMNbIOMEPHbIX cemeil

Lllabnonst npoexmuposanus
NPOSPAMMHO20 0OecneyeHuUs

Memoowvl npoekmuposarusi
NPOSPAMMHO20 0OecneyeHuUs

HpOéKWlHO'me)CHOJIOZLlLleCKa}Z npakmuxka

Ipakxmuxa no nonyuenuro onbima
KOHMPOIbHO-AHAIUMUYECKOT
oesamenvHocmu

3Kcnﬂyamab;u0HHa}z npakmuxka

Ilpaxmuka no nonyuenuio ymeHuu u
onvima npogeccuoHaIbHOU
oesmenbHOCuU

IIpedounnomunasn npaxmuxa

Iloocomoska u 3auwuma BKP




Tabmuma 3.2 - [lepedeHp MIaHUPYEMBIX PE3YJIBTATOB O0yUYEHUS IO JUCIHUILIUHE, COOTHECEHHBIX C IUIAHUPYEMBIMU Pe3yIbTaTaMHU OCBOCHUS

Koa n OueHo4YHbIE CPEACTBA
Kon n HAaMMEHOBaHUe
IIpomeskyTOUHO
HAHMeHOBaHUe HHAUKATOPA Ilnanupyemsble pe3y/abTaThbl 00y4eHHs 110 JUCHUILIMHE Tekyiero i
KOMIIETeHIH U AOCTHKEHU S KOHTPOJIA
arrecTauMu
KOMIIETCHIM U
[TIK-2. Cnocoben | UTIK-2.2. 3uamo: Ymemn: Bnaoemu: Hab6op Bomnpocsr JUTSt
MIPOBOJIUTH Beinonuser — LeNH U 337a4u — BBISBJIATH U — METOJaMH WHIUBUAYAIbHBI | YCTHOTO
pa3paboTKy U | aHAIU3 ITOCTPOCHHUA OIICHHUBATh ayanta X 3aJIaHAI cobecenoBaHUs
aHaJu3 OOBEKTOB | 3alIUIICHHOCTH KéBH UCTOYHUKH yIpo3 HH(I)E)PMaHHO (;mabopaTOpHBIX
I/IH(l)OpMaLII/IOHHO I/IH(l)OpMaLII/IOHHI)I — oobmue — BBIABJIATH CIIOCOOBI HHOU pa60T)
it 6e30MacHOCTH | X CHCTEM TIPHHIMMIIBT 0 besonacHocTH
MPOCKTUPOBAHUS ACCTAOMTH3SHPYIOLN NpEANPUITHI
KC3U €ro BO3JICHCTBHS Ha Pa3IMYHbIX
—  TPUHIUIIBI HH(pOPMALHIO bopm
CHUCTEMBI — MIPUMEHSTH COOCTBEHHOCT
YIIpaBJICHUSA POCCHICKYIO 1 u;
0e30macHOCTH NPAKTHKY IIOCTPOEHHUE
NpeAnpUATHS MOCTPOEHHS IIPOLIECCOB
— (daxTopsl, CHUCTEMBI
po0sIeMHO-
BIIMAIONINE HA YIPABICHUS
OpraHH3aIHIO OPHUEHTUPOBAHHBIX KC3M.
KC3U KC3U
— MEeXIyHapoIHble | — OpPraHW30BaTh
MOJIETHN U CITykO0y 3aIUThI
CTaHJIapThI uH(popmaluu B
IIPOCKTHPOBAHHA COOTBETCTBUU C
KC31 HOPMaTHBHBIMHU
—  BUJBI MIOJTUTHK [PABOBBIMH
MH(POPMAIIMOHHO
. aKTaMH,
it 6ezonacHoCTH
— OCHOBHEIE HOPMAaTHUBHBIMHU U
YIPO3BI 1 METOANYECKUMU
YSI3BUMOCTH AOKYyMCHTaMH




MH(OPMALIMOHHBI
X CHCTEM
MOJIETN
0e301MacHOCTH
KOMITBIOTEPHBIX
CUCTEM
MIPABOBBIE AKTHI,
HOPMATUBHEIC U
METOINYCCKUE
JIOKYMEHTHI,
perIaMeHTHPYIO
e
NEeSITeNbHOCTD 110
3aIuTe
nH(popManuu B
OpraHHu3aIu
OpraHU3aIMOHHBI
€ MEepHI T10
3aIuTe
nHpopmanuu

OpraHoB
roCcyAapCTBEHHOMN
BJIACTH
pean30BHIBATH U
MPOBOJNTH aHAH3
MOJIUTUK
MH(POPMALMOHHOM
0e301acHOCTH
OIICHUBATh PUCKU
MH(}OPMaLOHHON
0€301acHOCTH B
OTHOIICHUU
KOMITBIOTEPHBIX
CUCTEM
0hOpMIIATH
AHAJIMTUYECKUU
OTYET I10
pe3ynbTaTam
MIPOBEJICHHOTO
aHanm3a
pa3zpabaThIBaTh
MIPEITIOKEHUS TI0
YCTpaHEHUIO
BBISIBJICHHBIX
YSA3BUMOCTEN

OcBoenune aucruminHbl mpudactHo kK TO C/03.7 (TIC 06.032 «Cnenuanuct 1mo 06e30macHOCTH KOMITBIOTEPHBIX CHCTEM U CETEei»), peliaeT 3a1ady
aHaJIM3a KOMILIEKCHOW 0€30MacHOCTH KOMITbIOTEPHBIX CUCTEM.




4. CTPYKTYPA U COAEP KAHUE JUCHUIIJINHBI

4.1 Pacnpeneﬂenne pr)IOéMKOCTI/I JAUCHHUILIMHBI IO BUJIaM paﬁoT Imo cemMecrpam

OOmiast Tpy10EMKOCTh AMCUUILUIMHBI cOCTaBisieT 4 3ad. eA. 144 yacoB, pacrpenesieHue 4acoB MO BHAM

paboT cemecTpam npeacTaBieHo B Tadbnuie 4.1.

Tabnuma 4.1 - Pactipeaenenne Tpy10€MKOCTH TUCITUTIIMHBI 10 BUIaM paboT MO CeMeCTpaM JIJist

CTY/IGHTOB OYHOTO OOyUYCHHS

TpyroéMkocTh B 4yac
Bua y4eOHoii padoThI Bcero B 1.4. mo
yac. ceMecTpam
10 cem
@opMaT U3y4eHHus TUCIHIIHHBI C UCIIOJIb30BAaHUEM DJIEMEHTOB
AIEKTPOHHOTO 00y4eHus

O0masi TpyA0€MKOCTb JUCIUIUIMHBI 110 Y4COHOMY TUTaHY 144 144
1. KonrakTHas padora: 72 72
1.1 AynutopHasi paboTa, B TOM 4ncJe: 68 68
3aHATUS JeKMoHHoro tuna (JI) 34 34
3aHsaTUs cemuHapckoro tuna (I13-cemunapsl, mpaxT. 3aHATHSA
¥ 1p)
nabopartopubie padboTsl (JIP) 34 34
1.2 BueaynuTopHasi, B TOM YHCJIe 4 4
KypcoBas pabdota (mpoekt) (KP/KII) (koncynbranus, 3ammuTra)
TEKYIIMI KOHTPOJIb, KOHCYIbTAIIMN 10 AUCIUIUINHE 4 4
KOHTaKTHas paboTa Ha mpomekyTouyHoM KoHTpose (KPA)
2. CamocTrosiTesabHast padora (CPC) 72 72
pedepat/scce (MOAroTOBKA)
pacuérHo-rpaduyeckas padora (PI'P) (moaroroska)
KOHTpOJIbHAsI paboTa
kypcoBas pabota/mpoekt (KP/KII) (moaroroska)
CaMOCTOATENIbHOE U3YUEHHUE Pa3esIOB, CAMOIOITOTOBKA 68 68
(mpopaboTka ¥ MOBTOPEHME JIEKIIMOHHOTO MaTepuana u
MaTepHaia ydeOHUKOB U Y4eOHBIX TOCOOMH, MOATOTOBKA K
71a00paTOPHBIM U MIPAKTUIECKUM 3aHSTHIM, KOJJIOKBUYM U
T.1.)
ITonroroBka K 3a4é€ty 4 4
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4.2 Cogepxxanme TUCUMILIMHBI, CTPYKTYPUPOBAHHOE 10 TeMaM

Tabnuna 4.1 - Coneprkanue AUCUMILTUHBI, CTPYKTYPUPOBAHHOE 10 TE€MaM I CTYJIEHTOB OYHOT'O O0yUeHUs

Iliianupyembie
(KOHTpOJIMpYyeMble
) pe3yJibTaThl
OCBOEHHUS: KO/
YK; OIIK; IIK u
HHIUKATOPbI
JAOCTHKEHUS
KOMITETEHIM I

[1K-2 - UIIK-2.2

Buabl yuedHoii padoThI HaumenoBa
(4ac) HHe
Peasmmzanusa | HaumenoBanue
KonraxkrHas @ HCIO0JIb3YeM
2 B paMKax | pa3padoTaHHOr
pabora = bIX
5 > = IMpakTnyec 0
HaumenoBanue =~ 25 ) AKTHBHBIX U .
29 g 3 S Bun CPC KO DIeKTPOHHOI0
pa3aesnoB, TeM = =85 F > HHTEPAKTHUB
= &2 S o 5 HBIX MOATOTOBKH Kypca
g s £ 25 E O i (TpynoemMko | (TpPyA0eMKOCTb
v 2 abBlE R = = o0pa3oBareJ
= T3 E &R S CTh B 4acax) B 4acax)
S s 8 = = bHBIX
= S & TEXHOJIOI il
Pa3nes 1. CymHocTh M 321241 KOMILICKCHOM CHCTEMbI 3alIMTHI HH(popManun
Tema 1.1 1 1 | loaroToBka K
Knaccudukanus JIEKIUAM [6.1.1,
TIPETPUSATHIA 6.1.2,6.1.3]
CrpykTypa
MPEANPUITHI
HNHudopmannoHHble
TEXHOJIOTHHI
IPEANPUATUI
Tema 1.2 1 1 | Ilogroroska K
Ilonarue, wemu U JEKIUAM [6.1.1,
3amaun KC3U 6.1.2,6.1.3]
ITprHIMIIBL
OpraHM3ali M JTaIlbl
pa3pabotku KC3U
@DakTOpBl, BIUAIOLINE
Ha OpraHM3aINI0
KC3H1
[InanupoBanue
(G YHKIIMOHUPOBAHUS
KC3H1
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ILnanupyemsle
(KOHTpOJIMpYeMble
) pe3yJabTaThl
OCBOCHHA: KO
YK; OIIK; IIK n
HHIMKATOPBI
AOCTHKEHU S
KOMIIEeTeHIM A

I1K-2 - UIIK-2.2

Buabl yuedHoii padoThI HaunmenoBa
(1ac) HUE
Peamm3zauusa | HammenoBanue
KonrakTtHas . HCIO0JIb3yeM
g B paMKax pa3padoTaHHOT
padora = bIX
) > = IIpakTHyec (
HaumenoBaHue =~ g5 o) AKTHBHBIX U .
292 g =, Bup CPC KO# DJIEKTPOHHOTO
pa3aesioB, TeM = =88 2 HHTEPAKTUB
= I~ S e 5 HBIX MOATr0OTOBKH Kypca
ZSs3EE QL& (TpynoeMKo | (TPyA0eMKOCTH
32 akbts = & s o0pa3oBarte
= S S| E = 0= CTh B 4acax) B Yacax)
© 38 = < bHBIX
S 3 2 D o .
= = TEXHOJIOr Ui
Hroro no 1 pazneny 2 2
Paznea 2. O6mue npuHuunsl npoektuposanusa KC3U
Tema 2.1 2 2 | [loaroroBska K | Paz6op
Ornpenenenue u JEKIUAM [6.1.1, | KOHKpETHBIX
HOPMAaTHBHOE 6.1.2,6.1.3] CHUTYaIUi
3aKperieHue CcocTaBa
3aIUIIaeMON
uHpOpMaLuu
Ornpenenenue
00BEKTOB 3aIIUTHI
Tema 2.2 2 2 | ITogroroska K | Pazbop
BelsiBIIeHHE U OLIEHKa JEKLIHSIM [6.1.1, | KOHKpETHBIX
HCTOYHHUKOB yIpos3, 6.1.2,6.1.3] cUTyaruin
croco6oB "
pe3ynbTaTOB
JeCTaOUIN3UPYIOLIETO
BO3JICUCTBUSA Ha
uH(pOpMaLIHIO
MonenupoBanne
KC3H1
Tema 2.3 2 2 | ITogroroska K 6
TexHonoruueckoe | JCKIUSIM [6.1.1,
OpraHM3aluOHHOE 6.1.2,6.1.3]
noctpoenune KC31
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ILnanupyemsle
(KOHTpOJIMpYeMble
) pe3yJabTaThl
OCBOCHHA: KO
YK; OIIK; IIK n
HHIMKATOPBI
AOCTHKEHU S
KOMIIEeTeHIM A

Buabl yuedHoii padoThI HaunmenoBa
(1ac) HUE
Peamm3zauusa | HammenoBanue
KounraktHas . HCIO0JIb3yeM
g B paMKax pa3padoTaHHOT
padora = bIX
) > = IIpakTHyec (
HaunmenoBanmue =~ 2 5 o) AKTHBHBIX H .
292 g =, Bup CPC KO# DJIEKTPOHHOTO
pa3aesioB, TeM = =88 > HHTEPAKTUB
= I~ S e 5 HBIX MOATr0OTOBKH Kypca
ZSs3EE QL& (TpynoeMKo | (TPyA0eMKOCTH
32 akbts = & s o0pa3oBarte
= S S| E = 0= CTh B 4acax) B Yacax)
© 38 = < bHBIX
S al = D o
= = TEXHOJIOr Ui
MarepuanbsHo-
TEXHUYECKOE u
HOPMAaTUBHO-
METOANYECKOE
obecrnieueHue
(GyHKIIMOHUPOBAHUS
KC3H1
IIpoekTHas
nokymenTanus KC3U
HToro no 2 pa3zageay 6 8 6

Pasznen 3. Mexna

YHapoJHasi NpaKkTuKa npoextuposanus KC3U

[1IK-2 - UIIK-2.2

Tema 3.1 2 2 | Ilogroroska K
IIpoueccHbli  MOAXOX JIEKIUAM [6.1.1,

K YIIPaBIICHUIO 6.1.2,6.1.3]

ceTeBou u

nH(pOpMaLOHHON

UHPPACTPYKTYPOIl.

CnocoObl KOHTPOJS U

MIPOBEPKU  MPOIECCOB

U CUCTEM

Tema 3.2. 2 2 | IlogroroBka k | Pazbop
Mogens Jlemunra wu JICKIHSAM [6.1.1, | KOHKPETHBIX
ITIL 6.1.2,6.1.3] CUTYyaIui

bubmunorexa ITIL wu
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Buabl yuedHoii padoThI HaunmenoBa
Ili1anupyembl 4a HU
pyempre (uac) ¢ Peamm3zauusa | HammenoBanue
(KOHTpOJIMpYyeMBble KounraktHas . HCIO0JIb3yeM B DAMKAX 430200 TAHHOL
) pe3yJIbTaThl pabora e bIX P pasp
. ) > = IIpakTHyec (
OCBOCHHUA: KO HaunmenoBanmue =~ 2 5 o) AKTHBHBIX H .
292 g =, Bup CPC KO# DJIEKTPOHHOTO
YK; OIIK; IIK u pa3aenos, TeM = =88 2> HHTEPAKTUB
= ~ 522 a 5 MOATOTOBKH Kypca
HHAUKATOPbI =%l 2= O = HBIX
2 8l s 28 = s (TpynoemMko | (TPya0eMKOCTb
JOCTHKEHUSA 532 arEER =2 g oOpa3oBareJ
. =] S 8% & 0= CTh B 4acax) B Yacax)
KOMIIeTeHIH € g 8 = = bHBIX
= e )= TEXHOJIOT Hii
noxaxox ITSM
Crangaptr T['OCT P
NCO/M3BK
17799:2005
[Honxon COBIT
Buenpenue  myummx
npaktuk ISO 17799,
ITIL, cobit
[Tonxon Microsoft
YIPABJICHUID CETEBOM
u  uHPOPMAIMOHHOMN
UH(ppacTpyKTypoi
Oo6ume KpUTEPHH
0e30macHOCTH
UH(OPMAIIMOHHBIX
TEXHOJIOTHI
Hroro no 3 pasneny 4 4
Pa3nes 4. [locTpoeHue Mpo1eccoB cUCTEMbI YIIPaBJieHUs] HHPOPMaLMOHHON 0€301aCHOCTH
[IK-2 - UTIK-2.2 TeMma 4.1. 2 4 | IToaroroBka K
[TonsTue CVUBb. JIEKITUSIM [6.1.1,
Knaccuduxanus 6.1.2,6.1.3]
IIPOLIECCOB
YIpaBJICHUS
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Buabl yuedHoii padoThI HaunmenoBa
I[lnanupyemble yac HHE
Py (ac) Peamm3zauusa | HammenoBanue
(KOHTpOJIMpYyeMBble KounraktHas . HCIO0JIb3yeM
g B paMKax pa3padoTaHHOT
) pe3yJIbTaThl padora = bIX
) > = IIpakTHyec (
OCBOCHHUA: KO HaunmenoBanmue =~ 2 5 o) AKTHBHBIX H .
29l g 3 = Buag CPC KOl DJIEKTPOHHOTI 0
YK; OIIK; IIK u pa3aenos, TeM = =88 = HHTEPAKTUB
= ~ 522 a 5 MOATOTOBKH Kypca
HHAUKATOPbI =9 o = HBIX
Z Slg A== s (TpynoemMko | (TPya0eMKOCTb
JOCTHKEHUSA 532 arEER =2 g oOpa3oBareJ
" = S 8% & S CTh B 4acax) B Yyacax)
KOMIIeTeHIH € g 8 = = bHBIX
= e )= TEXHOJIOT Hii
UH(POPMALIMOHHOM
0€30MaCHOCTH.
Tema 4.2. 6 6 | [logroroBka K | Pa36op
IToacucrema JIEKIAAM [6.1.1, | KOHKPETHBIX
yIIpaBJICHUS 6.1.2,6.1.3] CUTYaIHi
WHUUJEHTaMU
IToncucrema
YIPaBJICHUS
MH(OPMaLlMOHHBIMU
pecypcamu u
HOCUTEIISIMU
KOH(UICHIIMATBHOM
uH(popMaluu
IToncucrema

YIOPaBJICHHUS JOCTYIIOM
K UHPOPMAIMOHHBIM
pecypcaM U cepBUcaM
IToncucrema
YIIPaBJICHUS
KOHQUTYpalusiMH U
N3MCHCHUSIMU
IToncucrema
YIPaBJICHUS
MEPCOHAIIOM
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ILnanupyemsle
(KOHTpOJIMpYeMble
) pe3yJabTaThl
OCBOCHHA: KO
YK; OIIK; IIK n
HHIMKATOPBI
AOCTHKEHU S
KOMIIEeTeHIM A

HaumenoBanue
pa3aesioB, TeM

Buabl yuedHoii padoThI

(1ac)

KonrakrHas
padora

Jlekuun

(4ac)
JlaGopaTtopHbie

padoThI (4ac)
IIpakTn4yeckue
3aHATHS (Yac)

KCP

CTAavViOCTIUATC/IbHAaAT |

padoTa CTyJIeHTOB

Bun CPC

HaumenoBa
HHE
HCII0JIb3YyeM
bIX
aKTHBHBIX U
HHTEPAKTUB
HBIX
oOpa3oBareJ
BHBIX
TEXHOJIOr Ui

Peanuzanus
B paMKax
IIpakTHyec
KOH
NMOAr0TOBKH
(TpynoemMmko
CTh B 4acax)

HaumenoBanue
pa3padoTaHHOT
0
DJIEKTPOHHOTO
Kypca
(TPy10€eMKOCTH
B Yacax)

Ilogcucrema
aIMUHUCTPUPOBAHUS
IToctpoeHue cucTembl
AHTUBUPYCHOMN
3aIIUTHI

Iloncucrema
pe3epBHOTO
KOIMHUPOBAHUSA n
BOCCTaHOBJICHHS
IToncucrema amanmsa
3aUIIEHHOCTH
IToncucrema
YIPaBJICHUS
OOHOBJIEHUSIMH
Iloacucrema
obpareHus c
KPUTUYHBIMU
TEXHOJIOTHSIMU

Tema 4.3.
JoxymeHTHpOBaHUE
nponeccoB CYUDb

IloaroroBka K
JIEKIUIM [6.1.1,
6.1.2,6.1.3]

Tema nabGopatopHoii
padoThI:

Hactpoiika  cpencrs

ITonroroBka K
nabopaTopHOI
pabore [6.1.1, 6.1.2,
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Buabl yuedHoii padoThI HaunmenoBa
IInanupyemsie yac HHe
Py (ac) Peamm3zauusa | HammenoBanue
(KOHTpoOJIMpyeMble KonrakTtHas . HCIO0JIb3yeM
g B paMKax pa3padoTaHHOT
) pe3yJabTaThl padora = BIX
) > = IIpakTHyec (
OCBOEHMS: KOJ HaumenoBaHue =~ g5 o) AKTHBHBIX U .
29l g 3 = Buag CPC KOl DJIEKTPOHHOTI 0
YK; OIIK; IIK u pa3aenos, TeM = =88 = HHTEPAKTUB
= ~ 522 a 5 MOATOTOBKH Kypca
HHIMKATOPbI =92 |5 = HBIX
g Slg A== s (TpynoemMko | (TPya0eMKOCTb
JOCTHKEHMSI 37 b= =2 g oOpa3oBareJ
" = S 8% & S CTh B 4acax) B Yyacax)
KOMIIeTeH Uit R & bHBIX
= e )= TEXHOJIOT Hii
IPEOTBPALCHHS 6.1.3]
YTEUKH
KOH(HICHIIMATHLHON
nHpopmanuu
Tema aadopaTopHoii 6 5 | [logroroBka K 6
padoThI: nabopatopHoit
Hacrtpoiika  cpencts pabore [6.1.1, 6.1.2,
3allUTBl U CPEACTB 6.1.3]
aHaiusa
3alUIIEHHOCTH  Web-
MIPUIIOKEHU I oT
TUTIOBBIX CETEBBIX
aTak
Tema nadopatopHoii 6 5 | [loaroroBka K
padoThI: nabopaTopHOI
Amnanus CceTeBoOM pabore [6.1.1, 6.1.2,
3aIUIIEHHOCTH 6.1.3]
Tema nadopatopHoii 6 5 | [loaroroBka K
padoThI: nabopaTopHOI
beszonacuocTh pabore [6.1.1, 6.1.2,
KOPITOPATHBHOM 6.1.3]
HOYTOBOM CITY>KOBI
Tema JadopaTopHoil 6 5 | [loaroroska K
padoThI: 71a00paTOpHOI
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Buabl yuedHoii padoThI HaunmenoBa
I[lnanupyemble yac HHE
Py (ac) Peamm3zauusa | HammenoBanue
(KOHTpoOJIMpyeMble KonrakTtHas . HCIO0JIb3yeM
g B paMKax pa3padoTaHHOT
) pe3yJIbTaThl padora = BIX
) > = IIpakTHyec (
OCBOEHMS: KOJ HaumenoBaHue =~ g5 ) AKTHBHBIX H .
292 g =, Bup CPC KO# DJIEKTPOHHOTO
YK; OIIK; IIK u pa3aenos, TeM = =88 > HHTEPAKTUB
= ~ 522 a 5 MOATOTOBKH Kypca
HHIMKATOPbI =92 |5 = o HBIX
2 8ls2EE S s (TpynoemMko | (TPya0eMKOCTb
JOCTHKEHUSA 532 arEER =2 g oOpa3oBareJ
. = S S| E = S CTh B 4acax) B Yyacax)
KOMIIeTeH Uit R & bHBIX
= e )= TEXHOJIOT Hii
Hacrtpoiika mraTHbIX pabore [6.1.1, 6.1.2,
cpeacts 3amuThl OC 6.1.3]
o TpeOOBaHUSIM
3amuThl 1111
Tema aadopaTopHoii 4 5 | [logroroBka K
padoThI: nabopatopHoit
KommiekcHas 3amura pabore [6.1.1, 6.1.2,
or HCJ] 6.1.3]
HToro no 4 pazneay 10 | 34 4 | 40
Pa3nea S. YnpaBaenne KC3H B ycji0BusIX Ype3BbIYAHHBIX CHTYALHI
[IK-2 - UTIK-2.2 Tema 5.1. 1 1 | IloaroroBka K | Paz6op
IlongTue m OCHOBHBIC JIEKIIUSIM [6.1.1, | KOHKpETHBIX
BUJbl  YpPE3BBIYANHBIX 6.1.2,6.1.3] CUTyaluin
cUTyanun
Tema 5.2. 1 1 | Ilogroroska K 5
[TnanupoBanue JEKLUAM [6.1.1,
obecrieueHus 6.1.2,6.1.3]
OecniepeOoitHOM
JeATEIbHOCTH
OpraHH3aliy B ciyyae
HEMITATHBIX CUTYaIui
Hroro no S pazneny 2 2

Pa3nes 6. Poccuniickasi NPaKTHKA MOCTPOeHNs MPodaeMHO-opueHTHpoBaHHbIX KC3HU

I1K-2 - UI1K-2.2

| Tema 6.1.

(1] 1 |

| 1 | Hoxroroska

x | Pas6op
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Buabl yuedHoii padoThI HaunmenoBa
I[lnanupyemble ya HH
Py (uac) ¢ Peamm3zauusa | HammenoBanue
(KOHTpoOJIMpyeMble KonrakTtHas . HCIO0JIb3yeM B DAMKAX 430200 TAHHOL
) pe3yJIbTaThl padora e BIX P pasp
. ) > = IIpakTHyec (
OCBOEHMS: KOJ HaumenoBaHue =~ g5 ) AKTHBHBIX H .
29l g 3 = Buag CPC KOl DJIEKTPOHHOTI 0
YK; OIIK; IIK u pa3aenos, TeM = =88 2> HHTEPAKTUB
= ~ 522 a 5 MOATOTOBKH Kypca
HHIMKATOPbI =%l 2= O = HBIX
2 8l s 28 = s (TpynoemMko | (TPya0eMKOCTb
JOCTHKEHUSA 532 arEER =2 g oOpa3oBareJ
N = S S| E = S CTh B 4acax) B Yacax)
KOMIIeTeH Uit R & bHBIX
= e )= TEXHOJIOT Hii
IIpoexkTupoBanue JEKIUAM [6.1.1, | KOHKpETHBIX
samumerHbrx UCITIa 6.1.2,6.1.3] CUTyalui
Tema 6.2. 1 1 | loaroToBka K
IIpoexkTupoBanue JIEKIUAM [6.1.1,
6ankoBckux KC3U 6.1.2,6.1.3]
Hroro no 6 pazgeny 2 2
Pa3nes 7. Ayaut nngopManuoHHOi 0e30MaCHOCTH
[IK-2 - UTIK-2.2 Tema 7.1. 2 2 | ITogroroBka K
OO61ure nonoxeHus JEKIUAM [6.1.1,
MeTtoauka 6.1.2,6.1.3]
MH(OPMaLMOHHOTO
oOcrenoBaHus
00BEKTOB ayuTa
NHcTpymeHTalIbHAS
MPOBEPKA
3alIMILEHHOCTH
nH(pOpMaLOHHON
CHUCTEMBI
Tema 7.2. 2 2 | Ilonroroska K
Aynur b JIEKIIUAM [6.1.1,
rOCYIapCTBEHHBIX 6.1.2,6.1.3]
CTPYKTYp
Hroro no 7 paszgeay 4 4

Pa3nen 8. HOCTpOCHI/Ie MOJUTHKH 0€30IaCHOCTH NMpeaANnpuATHs
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Buabl yuedHoii padoThI HaunmenoBa
I[lnanupyemble yac HHE
Py (ac) Peamm3zauusa | HammenoBanue
(KOHTpoOJIMpyeMble KonrakTtHas . HCIO0JIb3yeM
g B paMKax pa3padoTaHHOT
) pe3yJIbTaThl pabora = BIX
) > = IIpakTHyec (
OCBOEHMS: KOJ HaumenoBaHue =~ g5 ) AKTHBHBIX H .
292 g =, Bup CPC KO# DJIEKTPOHHOTO
YK; OIIK; IIK u pa3aenos, TeM = =88 > HHTEPAKTUB
= ~ 522 a 5 MOATOTOBKH Kypca
HHIMKATOPbI =92 |5 = J HBIX
Z Sz A== s (TpynoemMko | (TPya0eMKOCTb
JOCTHKEHUSA 532 arEER =2 g oOpa3oBareJ
. = S S| E = S CTh B 4acax) B Yyacax)
KOMIIeTeH Uit R & bHBIX
= e = TEeXHOJIOTHii
Tema 8.1. 2 2 | llogroroBka K
Peanuzanusa oOomen JIEKIASAM [6.1.1,
HOJUTUKH 6.1.2,6.1.3]
uH(pOpMaITMOHHOM
0e30MmacHOCTH
PEIPUITHS
Tema 8.2. 2 2 | [logroroska K
Peanusanmsa dacTHBIX JIEKIIUAM [6.1.1,
MOJTUTHK 6.1.2,6.1.3]
UH(POPMALIMOHHOM
0e30macHOCTH
ABTOMAaTU3UPOBAHHON
CHUCTEMBI
Hroro no 8 pazneny 4 4
[TonroroBka K 3a4éTy 8
Hroro 3a cemecTp 34 | 34 4 | 72
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5. TEKYIIUA KOHTPOJIb YCIHEBAEMOCTH n MNPOMEXYTOUYHASA
ATTECTALIMS ITIO U'TOI'AM OCBOEHMUS JUCIHUITJINHBI.
5.1 TunoBble KOHTPOJbHbIE 3aJaHUSI MM HHbIE MATEPHAJIbI, HEOOXOAUMBbIE JIsl OLEHKHU
3HAHUI, YMEHHH ¥ HABBIKOB M (WJIH) ONBITA AeATeJbHOCTH

[Iepeuenb BOMpOCOB, BHIHOCUMBIX Ha MPOMEKYTOUHYIO aTTECTALMIO (3a4eT).

1)
2)
3)
4)
5)
6)
7)

8)
9)
10)

Jaiite onpeneneHue NOHATUIO KOMIIJIEKCHAs CUCTEMA 3aIlUThl HHPOPMALIUH.
Ha uro nanpasnena KC3U1? kakoBsl ee 11e511 1 3agaun?

Kakue cylecTByroT ypoOBHU MEp 3aIlUThI?

[Tepeuncnure npuHuunsl opranuzauuun KC3U.

[Tepeuncnure stans pazpadorku KC3U.

[Tepeuncnure ypoBuu Ilonutukn 6€300aCHOCTH M X COCTaB.

ITepeuncnure cocTaB JOrMYECKON LETIOYKH, JIEXKAIIEH B OCHOBE MOJEIUPOBAHUS
IPOIIECCOB HapYyIICHUsI HH(POPMAITMOHHOW 0€30MaCHOCTH.

[TpuBeauTe npuMepbl OOBEKTUBHBIX YSI3BUMOCTEH.

[TpuBenute npuMepsl CyObEKTUBHBIX YSI3BUMOCTEH.

ITpuBennTe NpUMEpPHI CIIy4alHBIX YSI3BUMOCTEU

HJ'ISI BBITIOJIHCHUA IPOUCAYP OUCHUBAHUS COCTABJICH MTACIOPT OUCHOYHBIX CPEACTB.

KommiekT oneHOYHbIX cpelcTB sABiseTcs HeoTbemieMoil yacteio @OC u xpaHuTcs Ha Kadenpe
«MupopmanronHast 6€30MacHOCTh BBIYUCIUTEIBHBIX CHCTEM H CETEW».

5.2 Onucanme mnokasarejeid W KpHUTepHeB KOHTPOJISI YCIeBAeMOCTH, ONMCAHHE IIKAJ

OIICHUBAHUA

Z[J'ISI OIICHKHU 3HaHI/II71, YMGHHﬁ, HaBBIKOB H q)OpMI/IpOBaHI/IH KOMIICTCHIIUKX 110 JUCHHUIIIMHEC
MPUMCHACTCA TpaAULIMOHHAA CUCTEMA KOHTPOJIA U OUCHKHN YCIICBACMOCTU CTYJICHTOB.
HpI/I MMPOMCIKYTOUYHOM KOHTPOJIC YCIICBAEMOCTb CTYACHTOB OLICHUBACTCA IO CHUCTCMCE «3a4YTCHO»,

«HE 3a4YTCHO».
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Ta6muma 5.4 — Kpurepuu olleHMBaHUS pe3ysibTaTa 00y4YeHHUs 110 AUCIUILUIMHE U ITKaJIa OIEHUBAHMS

Kpurepun oneHuBanus pe3yibTaToB 00y4eHust

OrneHka OneHka OneHka OneHka
Kox n HanMeHOBaHH| «Hey/I0BJIETBOPUTEIb | «y/I0BJIETBOPUTEIHHO «xopouo» / «OTJIHYHO» /
Koa n HaumenoBanue HHIUKATOPA HO» » / «3auTEHO» «3aYTEHO» «3aUTCHO»
KOMIIeTeHIHH JAOCTUKEHHS / «He 3a4TeHO» 60-74% 75-89% 90-100%
KOMIIETCHIM U 0-59% OT Max peUTUHIOBOI OT max OT max
OT Max PEUTUHTOBON OLIEHKU KOHTPOJIA PEUTHHTOBOU PEUTUHIOBOU
OLIEHKH KOHTPOJIsI OLIEHKH KOHTPOJISI OLIEHKU KOHTPOJIS
[1K-2. Cnocoben mpooauts | UIIK-2.2. W3znoxenne ydaeOHOro | @parMeHTapHbIE, 3naer marepuan Ha | Mmeer riryookue
pa3paboTKy U aHanu3 | BeimonHsger aHanu3 | MaTepuana IOBEPXHOCTHBIE 3HAHUSI | JOCTATOYHO 3HaHUSA BCETO
00BEKTOB MH(OPMALMOHHON | 3aIUIIEHHOCTH OeccucTeMHoE, 0a30BBIX PUHIUIIOB 10 | XOPOILIEM  YpOBHE; | MaTepuaia 1o
0e30macHOCTH MH(pOPMALIMOHHBIX HEMOJIHOE, HE OCBOEHBl | KOMIUIEKCHOM 3aIllUTe | MPEJCTaBIseT KOMILJIEKCHOM
CUCTEM 0a30Bbl€ PUHLHUIIBI UHpOpMaLnK; OCHOBHBIE 3aluTe
KOMIIJIEKCHOM 3aIllUThl | HE BO BCEX CIy4asix KOHIIeTILIUU uHpOpMaLny;
uH(popMaLnu; BBITIOJTHSIET KOPPEKTHOE | KOMILJIEKCHOM JaeT  pa3BEpHYTHIE
HE BO BCEX CIIydasx CPaBHEHHE CUCTEM 3aLUTBI OTBETHI Ha
MIPaBWJIBHO ONIEPUPYET | oOecreyeHust uH(popMaLnu; 3a/1aBacMble
OCHOBHBIMH MOHATUSAMU | O€30MACHOCTH JAHHBIX | MOJATBEPIKJIAET BOIIPOCBHI;
IO 3aIluTe TEOPETUYECKHE uMeeT
uHpOpMaILnH; 3HaHUS OT/EIbHBIMU | COOCTBEHHBIE
HE OTBEYAET Ha MPaKTUYECKUMHU CYXKICHUS 0
3aJ]JaBaeMble BOIIPOCHI IpuMepamMu IO | pEelIeHUH
3aluTe TEOPETUUYECKUX U
uH(pOpMaINH; NPaKTUYECKUX
JaeT OTBEThl Ha | BOIPOCOB 1o
3aJlaBaeMble 3aIuTe
BOITPOCHI nHpopmanuu
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Tabnuua 5.5 - Kputepuu orieHuBanus

Ouenka Kpurepuu oniennBanust

OLCHKY «OTJIMYHO» 3aClly)KMBaeT CTYJCHT, OCBOUBIUWIA 3HAHUS,
yYMEHUS, KOMIIETCHIIMM W TEOPEeTHYEeCKHid Marepuan 0e3 MmpoOesnos;
BBINIOJIHUBIIMN BCE 3aJaHUsl, IPEIYCMOTPEHHbIC Y4eOHBIM IUIAHOM Ha
BBICOKOM  KAQueCTBEHHOM  YPOBHE;  NPAaKTUYECKHE  HaBBIKK
po(heCCHOHATIBHOTO MPUMEHECHHUS] OCBOCHHBIX 3HAHUI C(HOPMHUPOBAHBIL.
CpenHuii ypOBEHb | OLICHKY «XOPOILIO» 3aCIyKUBACT CTYICHT, MPAKTHYECCKU ITOJTHOCTHIO

Bricokuii ypoBeHb
«5»
(oTHMuHO)

«» OCBOMBIIIMA 3HAHUS, YMEHHS, KOMIICTCHIIMH M TCOPCTHUCCKUU

(xopor10) MaTtepuai, y4deOHbIEe 3aJlaHusi HE OIEHEHBl MAaKCHMAIbHBIM YHCIIOM
0aJJI0B, B OCHOBHOM C(HhOPMHUPOBAT MPAKTHICCKUEC HABBIKH.

[Toporossrii OIICHKY «YyAOBJIETBOPUTEJIbHO» 3aCIIy’)KHUBACT CTYACHT, YaCTUYHO C

YPOBEHB «3% npobenamMu  OCBOMBIIMK  3HAHWS, YMCHHS, KOMIICTCHIIMM |

(YIOBIETBOPUTEND | TCOPETUUCCKUI Marepwall, MHOTHE ydYeOHBIC 3amaHusi JIMOO He

HO) BBINOJHMWII, JIMOO OHU OILEHEHBl YHCIOM OaioB OJHU3KUM K

MUHHMaJIbHOMY, HEKOTOPBIE MPAKTUYECKNE HABBIKM HE C(OPMHUPOBAHEI.
MuHUMaJIBHBIA | OLEHKY «HEYAOBIETBOPUTEIBHO» 3aCIIYKMBACT CTYIEHT, HE OCBOMBIIUI

YPOBEHB «2» 3HAHMA, YMEHHs, KOMICTECHIIMM U TEOPETUYECKHI MaTepual, ydeOHbIe
(Hey1OBJIETBOPUTE | 3a7aHUs HE BBITIOJIHUI, MPAKTUYECKHE HABBIKUA HE C(HOPMUPOBAHBEI.
JIbHO)

6. YYEBHO-METOJAUWYECKOE OBECINEYEHHUE JUCHUITJIMHbI

6.1 YueOnas iutepatypa

6.1.1 KommiekcHble CHUCTEMBbl 3alllUThl MHPOPMALUU Ha OPEANPHUATHAX @ ydyeOHoe mocolue /
cocrasurenn J]. C. Anekcees, O. B. Illekounxun. — Kocrpoma : KI'Y um. H.A. Hekpacosa, 2021. — 167
c. — ISBN 978-5-8285-1164-8. — Texkcrt : snekTpoHHbIH // JlaHb : 31EeKTPOHHO-OMOIMOTEUHasl crcTeMa.
— URL: https://e.lanbook.com/book/201884

6.1.2. bypanosa, M. A. KommiekcHas cucreMa 3aiuThl HHGopMarun : yueOHoe nocodue / M. A.
bypanoBa, H. B. KupeeBa. — Camapa : [II'VTHU, 2019. — 145 c. — Texkcr : anexkTpoHHbIH // Jlanp :
ANeKTPOHHO-O0nbIHoTeuHas cucrema. — URL: https://e.lanbook.com/book/223181.

6.2 CnpaBouHo-0u0Horpadguueckas Jureparypa
—  YueOHUKU u yuebHvle nocooust

6.1.3. Kpakosckuii, FO. M. Metoas! 3anutsl nHpopmaiuu : yaebHoe nocodue nist By30B / 0. M.
Kpakosckuit. — 3-¢ u3n., nepepad. — Caunkt-IlerepOypr : Jlanp, 2021. — 236 ¢. — ISBN 978-5-8114-
5632-1. — Tekct : onekTpoHHBIH // JlaHb : SJeKTpPOHHO-OMOMMOTedHass cucrtema. — URL:
https://e.lanbook.com/book/

6.3 Meroanuyeckue yKasaHusl, peKOMEHAAIUN U APYrue MaTepuajibl K 3aHATUAM

Metoanyeckre yKa3aHUs 1O BBIMOJIHEHHUIO JTa0OpaTOpHBIX paboT mo aucuuruinHe «KomrmiekcHas
3amuTa MHQOpMAIMKM» B AJIEKTPOHHOM BapuaHTe HaxonsaTcss Ha kadenape «MHdopmarmonHas
0€3011aCHOCTh BBIYMCIUTEIBHBIX CUCTEM U CeTei». DJIEKTPOHHBIE BapUAaHThl METOJANYECKUX YKa3aHUU 1O
BBITMOJIHEHHIO JJAOOPATOPHBIX pabOT OTIPABIISIFOTCS HA AJIEKTPOHHBIE a/ipeca rpyI.

6.3.1. KomruiekcHas 3amuTa HHPOpMaLuu [DIeKTpOHHbIE TEKCTOBbIE JaHHBIE]: METO/I. YKa3aHHs K
nab. pabore mo gucuumiimHe «KomIiuiekcHast 3amura HHPOpMAnUW» A CTYIACHTOB HaIpaBlIEHUS
noarotoBku crernuanucra 10.05.03 «udopmannonnas 06e30MacHOCTh aBTOMATU3HPOBAHHBIX CHCTEM)
nueBHOU popmer o0yuenus / HI'TY; Cocr.: [I.A. JIsxmanos. H. Hoeropon, 2019.
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7. TH®OPMALIMOHHOE OBECIIEYHEHHME JUCIUIIJINHBbI
VYueOHBIE  mpolecc MO  JUCHMIUIMHE  OOeCredeH  HEOOXOAMMBIM  KOMIUIEKTOM  CBOOOIHO
pacHpoCTpaHsIeMOro MporpaMMHOro odecrieueHus (COCTaB 10 AUCIUITIMHE onpeaeseH B Hactosmeld PIT/]
Y TIOJJIC)KUT OOHOBIICHUIO TIPH HEOOXOIUMOCTH).

7.1 Hepeqeﬂb HH(])OpMaIII/IOHHbIX CIIPaBOYHBIX CUCTEM

Tabmuua 7.1 - [lepeueHb 3MEKTPOHHBIX OMOIHMOTEUHBIX CUCTEM

Ne HaunmenoBanue I6C Ccebuika k 9BC

1 «KoOHCYIBTaHT CTyeHTa - DIIEKTPOHHAS http://www.studentlibrary.ru/
OMOIMOTEKA TEXHUYECKOTO BY3a»

2 Jlanb https://e.lanbook.com/

3 «tOpaiiT» (komnekuus «JlerenaapHeie https://urait.ru/
KHUTH)

4 «Texakcnepr» - «Hopwmbl, paBuia, https://www.nntu.ru/frontend/web/ngtu/files/
CTaHJIapPThl M 3aKOHOJIATEIILCTBO Poccum» org structura/library/resurvsy/tehekspert.pdf

7.2 llepeyeHb CBOOOIHO PACTIPOCTPAHSEMOI0 MIPOrPAMMHOI0 00ecreYeHus

Tabnuua 7.2 — [IporpamMmmHoe obecrieueHue, UCIoIb3yeMoe CTYACHTaMH OYHOTO 00y4eHUs

IIporpammHoe obecnevennue, IIporpammHoe o0ecneyenre CBOOOIHOr0 PacIpoCTPaHEHH
HCIOJIb3yeMoe B
YHHBepcHTeTe Ha

JAOTrOBOPHOM OCHOBE
- Adobe Acrobat Reader (https://acrobat.adobe.com/ru/ru/acrobat/pdf-

reader.html)

Linux (https://www.linux.com/)

OpenOffice (FreeWare) https://www.openoffice.org/ru/
JDK 8 u Beime (https://adoptopenjdk.net/)

dpeiimBopk Java Spring 5
(https://spring.io/projects/spring-framework)

Eclipse (https://www.eclipse.org/)

Intellij Idea (https://www.jetbrains.com/ru-ru/idea/)

git (https://git-scm.com/), github (https://github.com/)
Maven (https://maven.apache.org/), Gradle (https://gradle.org/)
Penaktop 61ok-cxem (https://app.diagrams.net/)

7.3 IlepedyeHb COBpPEMEHHBIX MNPO(ECCHOHAIBHBIX 0a3 NAaHHBIX M HMH(GOPMALHMOHHBIX
CIIPaBOYHBLIX CHCTEM

B Tabmume 7.4 ykazaH TmiepedeHb MNpPoGECcCHOHANBHBIX 0a3 MaHHBIX W HWH(POPMAIIMOHHBIX
CIPAaBOYHBIX CUCTEM, K KOTOPbIM oOecrieueH J0cTym (yAaaeHHbIH qoctym). JlaHHbIA nepedyeHb MOMIEKUT
0o0HOBJIEHHIO B cooTBeTcTBUHU ¢ TpeboBanusimu GI'OC BO.

B nanHoMm paznene MoryT ObITh NpHBEIEHBI pecypchl (CCBUIKM Ha CaMThl), HA KOTOPBIX MOXHO
HAWTH TOJE3HYIO [UIS Kypca MH(OpMAIio, B T.4. CTATUCTUYECKUE WJIM CIPABOYHBIC JaHHBIC, YIeOHBIE
MaTepuaibl, OHJIAH KypChl U T.1I.

Tabnuua 7.4 — [lepedeHb COBPEMEHHBIX MPO(ECCHOHATBHBIX 0a3 TaHHBIX U UH()OPMAIIMOHHBIX
CIIPaBOYHBIX CUCTEM
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http://www.studentlibrary.ru/
https://e.lanbook.com/
https://urait.ru/
https://www.nntu.ru/frontend/web/ngtu/files/org_structura/library/resurvsy/tehekspert.pdf
https://www.nntu.ru/frontend/web/ngtu/files/org_structura/library/resurvsy/tehekspert.pdf
https://acrobat.adobe.com/ru/ru/acrobat/pdf-reader.html
https://acrobat.adobe.com/ru/ru/acrobat/pdf-reader.html
https://www.linux.com/
https://www.openoffice.org/ru/
https://adoptopenjdk.net/
https://spring.io/projects/spring-framework
https://www.eclipse.org/
https://www.jetbrains.com/ru-ru/idea/
https://git-scm.com/
https://github.com/
https://maven.apache.org/
https://gradle.org/
https://app.diagrams.net/

HaumeHoBaHnue npogeccuoHaJIbHON 0a3bl Hoctyn K pecypcy (yaajJeHHbIH 10CTYH €
Ne AAHHBIX, HHPOPMATHOHHO-CIIPABOYHOM yKa3aHHeM CChbUIKH/TOCTYII U3 JIOKAJIbHOI
CHCTEMBI CeTH YHHBEPCHTETA)
1 2 3
1 | ba3a nannbix usgarenscra Wiley https://onlinelibrary.wiley.com/
2 | ba3za nannsix Polpred http://www.polpred.com
3 | Hayunas snekTpoHHas OubiIroTeKa http://elibrary.ru
ELIBRARY.RU
4 | ba3a 1aHHBIX CTAHJIAPTOB M PETJIAMEHTOB https://www.rst.gov.ru/portal/gost/home/stand
POCCTAHIAPT arts
5 | Ilepeuens npodeccronanbubix 60a3 manusix | https://cyberpedia.su/21x47c¢0.html
UH()OPMAIIMOHHBIX CITPABOYHBIX CHCTEM
6 | Karanor marTepHOB IIPOCKTUPOBAHHUS https://refactoring.guru/ru/design-
patterns/catalog

8. OBPA30OBATEJIBHBIE PECYPCBbI J1JIs1 UYHBAJINJIOB U JIUIL C OB3

B Tabmume 8.1 ykazau nepeueHb 00pa30BaTENbHBIX PECYpPCOB, UMEIOMINX (OPMBI,
AAlITUPOBAHHBIC K OrpaHUYCHUAM HUX 3J0pPOBbA, a TAKKC CBCACHUA O HaJIWYUW CICHHUATIbHBIX
TEXHUUYECKUX CPEJICTB OOy4YeHHUS KOJUIEKTHBHOTO M WHIMBUAYAIBHOTO MOib30BaHus. [Ipu 3amonneHuun
TaOJIMIBI MOKET OBITh HCIOJBh30BaHA HHQOpPMAIM, pa3MelIcHHas B mojapasnene «/loctymHas cpema»
cnenuanusupoBaHHoro pasgena caiita HITY «Csemenus 00 oOpa3oBaTenbHOM OpraHu3alun»
https://www.nntu.ru/sveden/accenv/

Tabnuna 8.1 - Obpa3zoBaTenbHbIC PECYPCHI 711 HHBATUIO0B U Jinil ¢ OB3

CBCI[eHI/IH 0 HAJINYMH CIICHHAJIBHBIX
TEXHUYECCKUX CPEACTB OﬁyquI/Iﬂ KOJIUICKTUBHOI'O
N WHIAUBUAYAJbHOT0 MOJL30BAHUA

Ne | Ilepedennb 00pa3oBaTe/IbHBIX PeCypcoB,
NPHUCIOCO0IeHHBIX VI MCI0JIb30BAHUS
nHBaJuaamMu u unamu ¢ OB3

Bepcust nst cmaboBunsmuyx, mpociymBaHue ¢

1 OBbC «KoHCYJIBTaHT CTYJEHTA»
IIOMOUIBIO CUHTE3aTOpa pEun
2 9BbC «Jlanb» Bepcus nns ciaboBuasIuX, MPOCTYIIMBAaHHUE C
IIOMOUIBIO CUHTE3aTOpa PpEUr
«¥Opaiit» (komiekuus «JlerengapHeie
3 p ( H P Bepcus anst cnaboBuasmx

KHUTH)

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE, HEOBXOJIUMOE JJIsA
OCYHIECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOLHECCA ITO JUCHUIIJIMHE

JI71s1 KOHTAaKTHOM M CaMOCTOSITEIFHOM pabOThI 00YUYaAIOIIUXCS BBIJICIICHBI IIOMEIIEHUS, OCHAIIIEHHBIC
KOMIBIOTEPHON TEXHUKOH C MOJKII0YeHHeM K ceTu "MHTepHeT" u o0ecrieueHrneM JOCTyIa B AIEKTPOHHYIO
nH(})OPMaAITMOHHO-00PA30BATEIBHYIO CPETy OPTaHU3AIINHN:

—  3aJ 3JEKTPOHHO-UH(OPMAIIMOHHBIX pecypcoB (aya. 2210 — 11 komnbroTepos, aya. 6119 — 9
KOMITBIOTEPOB);

— 4YHTaNbHBIN 327 OTKPBITOTO JocTyna (aya. 6162 — 2 kommeioTepa);
— ayn. 2303, 2202, o6opynoBanusie Wi-Fi.

[Tepeuenp MaTepHaIbHO-TEXHUUECKOTO 00ECIICUeHHs, HEOOXOIMMOTO IS PEan3alliy IPOrPaMMBbI
CHelMaINTeTa U MPOBEACHUS JTaOOPaTOPHBIX pabOT AJs CTYAEHTOB OYHOTO OOy4YEeHHMs, BKIIIOYAET B ceOs
KOMITBIOTEPHBIE KIAaCChI
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https://onlinelibrary.wiley.com/
http://www.polpred.com/
http://elibrary.ru/
https://www.rst.gov.ru/portal/gost/home/standarts
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Ayo. 6039 kagpeopvt «Hngpopmayuonnas 6€30nacHocms 6bl4UCTUMETbHBIX CUCHEM U Cemell) -
naoopamopus «Ilpozpammuo-annapamuplx cpeocme u mexHu4uecKoll 3auiumol UHGoOpMayuu»
OcHalleHHOCTh CIEMUATU3UPOBAHHON MEOEIbI0 U TEXHUYECKUMU CPECTBAMH O0YUYCHHUS:

pabouwmii cros — 1 mir.

napra — 8 IT.

cTyn1 — 17 wr.
O6opynoBanue:

y4ueOHbIN JabopaTopHbIil cTeHa "biaounoe kogupoBanue" — 1 mT.
yueOHbIi abopaTopHblil crera "OcHoBBI kpunTorpaduu" — 1 mr.
yueOHbIii 1abopaTopHslii cTenn "buomerpuueckas ayreHTuduKanus” — 2 mir.

yueOHbIN 1abopaTopHsiii cteHa "JloBepennas 3arpyska (Co6omns)" — 1 mir.
yueOHbIii 1abopatopHslii ctenn "JloBepennas 3arpyska (Axkkopna)" — 1 mir.

yueOHbIi mabopatopuslii crenn "Kpunrokonreitnepst u DLIT" — 2 mir.

[Takets! [1O (uuieH3noHOE)
MaxPatrol 8

[TakeTbl, pacipocTpaHsieMble 10 CBOOOIHOM JTUIIEH3UU

NESSUS

Snort Security Kit
Kali Linux v2018
Linux Ubuntu 2020

Ceresoii candep Wireshark

JetBrains Intellijldea Community

Taxxe, A/ CaMOCTOSTENBHON pabOThl OOYYAIOIIMXCS BBIJCNEHBl TMOMEIIEHUS, OCHAIIEHHbBIE
KOMITHIOTEPHOM TEXHUKOMU C MOAKIIOUEHUEM K ceTH "MHTepHeT" u oOecriedeHrneM J0CTyNa B AJIEKTPOHHYIO
UH(}OPMaIIMOHHO-00pa30BaTENbHYIO CPEAY OpraHU3aAINH:

Tabmuma 9.1 - OcHaleHHOCTh ayJUTOPUIl M TOMEIIEHUN

CTYACHTOB IO JUCIUIIJINHE

IUIL  CaMOCTOSITETIbHOM paboThI

Ne | HammenoBanue aynuropuii 1 | OCHAIIEHHOCTHb ayIMTOPHIA IIOMEIIEHUH 1 Ilepeyenb
MOMeLleHuH 1151 NOMeLEeHUH JJIs1 CAMOCTOSITeILHOM pado JIMLEH3MOHHOT O
CaMOCTOSITeIbHOI padoThI ThI NMpPOrpaMMHOIo
olecreueHmsl.
PexBu3nTHI
NMOATBEPKAAIOLIET0
JOKYMEHTa
1 1 2 3
1 MynbpTumenuitHas ydeoHast 1. Hocka MeJIoBas - 1 wr. | 1. Windows 7 32 bit
aymuropus Ne 6421 yue6Ho- 3. DKpaH - 1 WT. | KOpHopaTUBHas, VL
nabopaTopHoro kopiyca Ne 6 4. MynetumenniiHelii mpoekrop Epson X12 — 1 £2194ZQS§ Acrobat. Read
IIT. . obe AcCrobal eader
gg}?;ﬁggeﬂeﬂnﬂ YHeOHBIX 5. Kommpiorep PC~ MB Asus ma uuncere DC-Russ?an (6ecn_n.)
’ Nvidiay/AMDAthlonXIl CPU 2.8Ggz/ RAM 4 | 3. Microsoft Office
603163, Hinkeropozckas Ggb/SVGAStandartGraphics +Ge-FORCE Nvidia | Professional Plus 2007
oburacs, GT210/HDD 250Ggb,SATAinterface, mouurtop | (mumemsus Ne 42470655);
r. Himwknuit Hosropor, 197, c BBIXO/IOM Ha npoekrop. | 4. DrWeb (c/u GMNO9-
Kazanckoe mocce, 1.12 6. Pabouee  mecro  crymenta - 74 | DSLH-G4U1-LW6H oT
7. Pabouee MecTo [uist mpenoaasatens — 1 mr. 11.05.23 no 28.05.24)
2 Jla6opatopus «[IporpammHo- 1.Y4eOuel1it 1abopaTopHbIii cTen "braounoe PacnpocTpansiemoe no

anmapaTHble CPeICTBA U
TEXHUYECKas 3aluTa

kogupoBaHue" — 1 mr.
2.Y4eOHslit m1aboparopusiii creHn "OCHOBEI

CBOOOTHOM JIMIICH3HH:
1.0OnepanyionHasi cucrema
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nHpOpMaLUN» - ydeOHast
aymutopust Ne 6039 yueOHO-
nmaboparopHoro kopmyca Ne 6
IUIs1 IPOBECHHS YIEOHBIX
3aHATUM U MPAKTUYECKOU
MTOATOTOBKY 00YYaIOIIHXCSI.
603163, Hiwkeropoackas
00J1aCTh,

r. Huwxuuit Horopon,

kpuntorpaduu" — 1 mwr.

3.Y4eOHblil 1a00paTOPHBIN CTEH]T
"Buomerprueckast ayreHTH(GUKAUA" — 2 IT.
4.Y4eOnbIit mabopaTopHbIii cTeHn "JloBepeHHas
3arpy3ka (Co6omp)" — 1 mT.

5.Y4e6nbrit m1abopaTopHsIii cTeHn "loBepeHHas
3arpyska (Axkopn)" — 1 mT.

6.YueOHbIi 1a00paTOpHBII CTEHA
"Kpunroxonreitneps! u SLI1" — 2 mrt.

7. M®Y Brother LC

Ubuntu Linux 20

2. GNS3

3. Snort

4, Wareshark

5. OpenVPN

6. Libre Office

7. Splunk

8. Zeek Network Security
Monitor

9. Security Onion

Kasanckoe mocce, 1.12 8. ITocamounbIX MecT - 16. 10. OpenVPN
11. IP scanner
12. Nemesis
13. Eyercap
KommerorepHsrii kiaace Ne 1 - 1. Paboune mecra crynenra, ocHamexnsie [IK va | 1. Microsoft Windows 7
IoMerenue as 6aze Intel Core i5 ¢ mommropamm — § mT. | MSDN PEKBH3HTHI
CaMOCTOSITEIBHOL pa6OTbI 2. Paboune mecrta crynenra, ocHamennse [IK Ha | moroBopa - MOJITMCKA
6azeCore 2 Duo c¢ wmonuropamu -2 wr. | DreamSpark Premium,

oOyuaroruxcs Ne 6543 yueOHo-
nmaboparopHOro Kopmyca Ne 6
IJI IPOBEACHNA HAYUHO-
HCCIIEI0BATENBCKOM PaboThI
00yJaronmxcs, KypcoBOro 1

3. Pabouee MecTO mpenojaBatelnsi, OCHAIIEHHOE
[IK =a 6aze Intel Core i5 ¢ moHHTOpOM — 1 TIIT.
4. IlpoexTtop Accer, IpPOSKIMOHHBIA 3kpaH — 1
LIT.

IIK moxkmrodyeHsl K

cetu «HMHTepHeT» U

noroBop Ne 0509/KMP ot
15.10.18

2. becnnatHoe I10O:
[Taker mporpamm Open
Office, True Conf, Bpayzep

JUIIOMHOI'O POCKTUPOBAHUS. | obecrmeynBarOT  AOCTYyn B 3nekrponHyto | Google Chrome, bpaysep
603163, Hiwkeropoackas HH(OPMAIIHOHHO-00Pa30BATEIbHYIO cpeny | Mozilla Firefox, Bpaysep
obacth, T. Hrwxuauii HoBropon, | yHuBepcuTeTa Opera, McAfee Security
Kaszanckoe moccee, .12 5. Tpuurep HP LaserJet 1200 — 1 mr. | Scan, Adobe  Acrobat

Reader DC, AutoCAD2013

10. METOAMYECKHUE PEKOMEHJALIMU OBYYAIOIIMUMCS 110 OCBOEHHUIO
JUCIHHUIIVINHBI
10.1 O6mme MeToaMYecKHe PeKOMEHIAUMH A 00yUYAIOIMXCS 110 OCBOCHUIO JAWCHMILIMHBI,
o0pa3oBaTe/IbHbIC TEXHOJIOTHH
JlucuuniauHa peaau3yercs IOCPEICTBOM IPOBEACHHUS KOHTAKTHOM pabOThl ¢ OOy4yarouuMUCs
(BKJIIOUAsl IPOBE/IEHUE TEKYLIEr0 KOHTPOJsS YCHEBAaEMOCTH), CAMOCTOSATENIbHOM paboThl 00ydaromuxcss U
IIPOMEKYTOYHOM aTTECTALUN.
[Ipn mnpenonaBaHuM AUCHUILIMHBI

«KommuiekcHas 3ammra  WHGOPMAIMN), HCIOIB3YIOTCS

COBpPCMCHHBIC O6pa3OBaTeJ'II)HBIe TCXHOJIOTHUH, IIO3BOJIAIONIME ITOBBICUTH AKTHUBHOCTH CTYACHTOB IIPpU
OCBOCHMHM MaTepHalia Kypca W TPEIOCTaBUTh MM BO3MOXKHOCTh 3(PPEKTHUBHO peaan30BaTh 4YacChl
CaMOCTOSITENILHOM pa0OTHI.

Bech neknuoHHBI Marepuan Kypca COMNPOBOXKAACTCS KOMIBIOTEPHBIMU MPE3CHTALMSIMHU, B
KOTOpPBIX HArjsi{HO MPENOJHOCATCS MaTepHall pa3MYHbIX Pa3[eioB Kypca U 4YTO J1aeT BO3MOXKHOCTb
0o0CyIuTh MaTepuald cO CTYASHTaMH BO BpEMs UYTEHHUs JIEKIHi, aKTMBHUPOBATh MX ICSATEIBLHOCTH IMPH
OCBOCHMHM Marepuaja. OJIEKTPOHHBIE MaTepuaabl JIEKIUA B TEPUOA JAUCTAHIIMOHHOTO OOYy4YCHHS
OTIIPABJISIIOTCS TIO AJIEKTPOHHOW MOYTE Ha ajipeca rpynn U MOTYT ObITh MOJIYYEHBI 10 YTE€HUS JEKUUN U
MpopadOTaHbI CTYIGHTAMH B XOJI€ CAMOCTOSITEIILHON pabOTHI.

Ha  nexkumsix, 1ma0opaTOpHBIX  3aHATHSIX  PEATH3YIOTCS  WHTEPAKTHUBHBIE  TEXHOJIOTHH,
INPUBETCTBYIOTCS BOMPOCHl U OOCYXACHMS, HCHOJB3YETCSl JUYHOCTHO-OPUEHTUPOBAHHBIN TMOAXOJ,
TEXHOJIOTHS pabOThl B MaJbIX TPyMMax, YTO MO3BOJSET CTYJACHTAM MPOSBUTH Ce0sl, TMOTYyYUTh HABBIKU
CaMOCTOSTEJIBHOIO U3yYEHHUsI MaTeprasa, BBIPOBHATh YPOBEHb 3HAHMI B IPYIIIIE.

Bce Bompochl, BOZHHMKIIME IPU CaMOCTOATENBbHOM paboTe Haja JOMAIIHUM 3aJlaHHEeM IMOAPOOHO
pa30uparoTcsi Ha J1abOpaTOPHBIX 3aHATHAX U JieKuuax. [IpoBoasTcs MHIMBHUIYyaJdbHBIE U TPYIIIOBBIE
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KOHCYJIBTAI[MA C KCIOJIb30BAaHUEM COBPEMCHHBIX HH()OPMAIMOHHBIX TEXHOJOTHIA: SJIEKTPOHHAS TI0YTa,
mecceHKepbl, Zoom, Discord.

WHUIUUpYETCsT aKTUBHOCTD CTYAECHTOB, MOOMIPSETCS 3aJaHhe JIOOBIX BOIPOCOB IO MaTephaly,
IPAKTUKYETCS HMHAMBUAYaIbHBIM OTBET HA BOIPOCHI CTYAEHTA, PEKOMEHIYIOTCS METOMAbI YCIELIHOIO
CaMOCTOSITEIILHOTO YCBOCHHSI MaTepralia B 3aBUCMOCTH OT YPOBHS €ro 6a30BO IMOATOTOBKH.

JIst OLIEHKHU 3HAHU, YMEHHH, HABBIKOB U YPOBHSI C(OOPMUPOBAHHOCTH KOMIIETEHIIUM IIPUMEHSIETCS
0aUTbHO-PEUTHHIOBAsE CHCTEMa KOHTPOJISI M OIEHKH YCIIEBAEMOCTH CTYJACHTOB B IPOILECCE TEKYILETO
KOHTPOJIS.

ITpoMesKkyTOUHAas ATTECTALUS MPOBOIUTCS B (POpME 3aueTa C YIeTOM TEKYILIEH YCIIeBaeMOCTH.

10.2 MeToanyeckne yKa3aHus Uil 3aHATHH JEKIIHOHHOTO THIIA
JIGKIMOHHBII KypC MpeanojaraeT CUCTEMAaTH3UPOBAHHOE W3JIOKEHHE OCHOBHBIX BOIIPOCOB
TEMaTHUYECKOI'o IJ1aHa. B Xo/1e IEKIIMOHHBIX 3aHATUN PacKpbIBatOTCsA 0a30BbIE BOMPOCH B paMKaX Ka)10i
TeMbl aucnuiuivHbl (Tabmunel 4.4, 4.5, 4.6) . O003HaYaAIOTCS KIIFOUEBBIE aCIIEKThI TEM, a TAaK)KE JICJIAI0TCS
aKIEHTHl Ha HamOoJIee CIOKHBIC M BaXKHBIE IMOJIOKEHHS W3ydyaeMoro Martepuasa. MaTepuaibl JIeKIUH
SBJISIOTCSI OITOPHOW OCHOBOM JJIs1 MOJATOTOBKM OOYYaroLUXCsl K J1a0OpaTopHbIM paboTaM U BBINOJIHEHUS
3a/laHuil CaMOCTOSITENIbHOM pabOThl, a Takke K MEpONPHUATUSAM TEKYLIEro KOHTPOJSl YCIEBAEMOCTU U
IPOMEKYTOUHON aTTeCTalluy 1O AUCLUIIIUHE.
10.3 MeToanuyeckne yKa3aHusi 10 OCBOCHUIO JMCIUIIJIMHBI HA JIA00PaTOPHBIX padoTax
ITonroToBKy K Kax/10i# 1abopaTopHOil paboTe CTYAEHT JOJKEH HayaTh C O3HAKOMJIEHUS C IIAHOM
3aHATHUS, KOTOPBI OTpakaeT CoJIep)KaHWE TPEAIOKEHHONH Tembl. Kakmas BbImoiHeHHass pabora ¢
0(OPMIICHHBIM OTUETOM MOAJIEKHUT 3AILUTE Y MPETOAABATENS.
[Ipu oneHuBaHUM J1aOOPATOPHBIX PAOOT YUUTHIBAETCS CIIEAYIOLEE:
— KauecCTBO BBINOJIHEHUS MPAKTUUYECKOM YacTu paboOThl U CTEIIEHb COOTBETCTBUSI PE3yIbTATOB pabOThHI
3aJJaHHBIM TPeOOBAHUSAM;
— KayecTBO OOpPMIIEHHUS OTUETA 10 paboTeE;
— KauecCTBO YCTHBIX OTBETOB HAa KOHTPOJBbHBIE BOIIPOCHI MPH 3alUTe pabOThI.

10.4 MeToauyeckne yKazaHus 10 OCBOEHUIO JUCHUILIMHBI HA KYPCOBO# padoTte
KypcoBas paboTa He mpeIycMOTpeHa yueOHBIM TITaHOM.

10.5 MeToan4yeckue ykasaHus M0 CAMOCTOATEIbHOM padoTe 00y4aromuxcs

CamocrosiTenbHast pabota obecreynBaeT MOArOTOBKY OOyUarolerocss K ayJUTOPHBIM 3aHATHIM U
MEpONPHUATHIM TEKYIIEro KOHTPOJII M MPOMEXKYTOYHOW aTTecTalluil MO M3y4aeMOM JAWCIUILIMHE.
PGSYHI)TaTI)I STOH IMOATOTOBKH MPOABIIAIOTCA B aKTUBHOCTH 06yqa}01uerocs[ Ha 3aHATHUAX U B KaUECTBEC
BBITOJIHEHHBIX IPAKTUYECKUX 3a/IlaHUM U APYTUX (POPM TEKYIIETO KOHTPOJIS.

[Ipn BBIONIHEHMHM 3aJaHUN I CaMOCTOSITEIPHOW paboThl pPEKOMEHIyeTcs TpopaboTka
MaTepHaJoB JIEKIUH MO0 KaXIO0W MpPOMIEHHON Teme, a TakKe H3y4YeHHE PEKOMEHIYEeMOHl JHUTepaTypshl,
npeacTaBiieHHoON B Paznene 6.

B nporecce camocTosTenbHON padOThI PU U3YYEHUH AUCHUILUIMHBI CTYIEHTBHI MOTYT paboTaTh Ha
KOMIIBIOTEPE B CIELHUATN3NPOBAHHBIX ayJIUTOPUAX JJIi CAMOCTOSTENIbHOM paboThl, yKkazaHHbIX B Paznene
9. B aymutopusx umMeeTcst AOCTYH 4yepe3 MH()OPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHYIO ceTh «/HTepHEeT» K
JNEKTPOHHOUW HWH(pOpMalMOHHO-00pa3oBaTenbHol cpene yHuBepcuteta (OMOC) u  3nekTpoHHOU
o6ubmuoreunoit cucteme (OBC), rne B AIEKTPOHHOM BHJE pacroyiaraiorcs ydyeOHble M y4yeOHo-
MCETOANYCCKHUEC MaTCpuajibl, KOTOPBIC MOI'YT OBITh HCHOJIL30BAHbI JJIA CaMOCTOSITEIIbHOMN pa6OTBI npu
U3YYEHHUH JUCLUUIUINHBL.

11. OHEHOYHBIE CPEACTBA JJIs1 KOHTPOJISI OCBOEHUA ANCHUITJIMHBI
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11.1 TunoBbie KOHTPOJIbHbIE 32JaHUSI UJIH MHbIE +MaTepuajbl, HeO0X0AMMBbIE /sl OLEeHKH
3HAHUM, YMEHHH, HABBIKOB U (MJIM) ONBITA B X0/1€ TEKYIIEr0 KOHTPOJIsSl YCIIEeBAeMOCTH

JI1st TeKyIero KOHTPOJIS 3HAHUHM CTYAEHTOB MO JAUCIUIUIMHE IPOBOJUTCA KOMILIEKCHAS OLlEHKA
3HAHMIA, BKITFOYAOIas

— BBINOJIHEHUE U 3aIIUTa Ja00paTOPHBIX PadOT AJIsl CTY/IEeHTOB 04HOii (hOpMBbI 00yUeHU,

BapuanTtsl 3aganuii 15 1a00paTOpHBIX pabOT MPUBEICHBI B yUeOHO-METOAUYECKOM MOCOOHH IO
IPOBEICHUIO JIAOOPATOPHBIX PadoT.

11.2 TunoBble KOHTPOJIbHbIE 33/IaHUSI WJIM HHbIe MAaTepHaJbl, HEOOXOAUMBbIE JIA OLEHKH
3HAHUM, yMEHHH, HABBIKOB U (MJIM) ONBITA B X0/1€ POMEKYTOYHOM aTTEeCTANUN 10 IUCHUIJINHE

3aueT IS CTYACHTOB 04HOU popmbl 00yueHus B 9 cemecTpe

TunoBsle BOmpochkl sl MPOMEXYTOUHOM aTTecTalMu B (opMe 3aueTa JUisl CTYIEHTOB OYHOM
dbopmbl 00yUeHUS
Bomnpocsl, HanpaBieHHbIe Ha TPOBepKy KommereHmn [1K-2:

[aiiTe onpeneneHne MOHITHIO KOMITJIEKCHAsI CUCTeMa 3alUThl HHPOPMAIIUH.
Ha uto nanpasnena KC3M? kakoBbI €€ 1€ U 3a1a4n?
Kakue cy1iecTBytoT ypoBHH Mep 3aIlUThI?
[lepeuncnure npunuumnsl opranuzauuu KC3U.
[lepeuncnure sTansl pazpadorku KC3U.
[Tepeuncnure ypoBuu Ilonutukn 6€30MaCHOCTH M UX COCTaB.
[Iepeuncinre cOCTaB JIOTHYECKON LIETIOUKH, JIEXKAIIEH B OCHOBE MOJEINPOBAHUS IPOLECCOB
HapyleHus HH(POPMAIIMOHHON 0€30MacHOCTH.
[TpuBenure npuMepsl 0OBEKTUBHBIX YSI3BUMOCTEH.

9.  IlpuBenute npuMepsl CyObEKTUBHBIX YSI3BUMOCTEH.

10. IIpuBemuTe MpUMEpPHI CIYYAHBIX YI3BUMOCTEH.

11. TlepeunciauTe THUIBI HCTOYHUKOB YTPO3.

12. Kakwue CymecTBYIOT METOIbI peaTn3aluu yrpo3?

13. Kakwue cymecTByIOT MOTEHIMATbHbIE KaHAJIbI M METO/Ibl HECAHKIIMOHUPOBAHHOTO JAOCTYNA K
uH(popmanun?

14, Kakue ponu (IOMKHOCTH), KaK TPaBUJIO, AODKHBI OBITH CO3JaHbl JUIS KaJIPOBOTO
obecneuenus pynkunonuposanuss KC3N?

15. Yro nomkHa OTpaXkaTb MOJIENb HAPYIIUTENs?

16. Ilepeuncnure cymiecTByromue Buabl odecneueHust KC3U.

17. [aiite onpeneneHue MOHATHIO «a1poriecce». KakoBa 1enp npoueccHoro noaxona?

18. Kakwue mpenmyIiecTBa IMEET MPOIECCHBIN MTOAXO0T?

19. UYro mpencraBuseT coboi 1ukn Jlemunra u monens PDSA?

20. KakoBa cBs3b MeXTy HUKIOM JlemMunra u 6ubmmorekoi ITIL?

21. Kakwue rpynmsl nmpoueccoB Boiaensier ITIL?

22. Kaxue npuHIUTIBI 1exat B ocHoBe ITSM?

23. Ilepeuucnute ypoBHH 3penoctu coriacHo CMMIL

24.  Onummre cymHocth crangapta ISO/IEC 17799 wu npumenenus mozenmu PDSA «k
nporneccam CYNUB/CM3U.

25. Hazosure ocHOBHOM npuHIu Mozenu ynpasierus UT cormacao CobiT.

26. Kaxum mpaBuiiam CTOMT cliefioBaTh npH BHeapenuu ayummux npaktuk ITIL, CobiT, ISO/IEC
17799.

27. Ha yem ocHoBan moaxon Microsoft (MSM) k ympaBieHUIo ceTeBoi ¥ MH(POPMAITMOHHOMN
uHpacTpykTypoii? B uem 3axiouaercs xapakrepHoe ommyrne MSM ot ITIL?

NookrwnpE
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28. Uro onpenensietr crannapt 'OCT P MCO/MDK 154087

29. Ha kakue rocygapCTBEHHbIE CIY>KObl BO3JIOKEHBI TMOJHOMOYMSI KOHTPOJS M HaA30pa B
oOnactu obecrieueHus: 0€30MaCHOCTH NEPCOHANBHBIX JaHHBIX? KakoBbI (PyHKIIMHM JaHHBIX TOC. CIIYXO0 B
paMKax yKa3aHHbBIX TOJITHOMOYHUA?

30. Yro momxHo ObITh 0Oecnieueno B MCII/In B wacTu 3ammts! [1]]H?

31. Kakue HOpMAaTUBHO-METOJNYECKHE JOKYMEHThI, KOTOPBIE PErJaMeHTUPYIOT BOIIPOC 3aLIUTHI
[11u?

32. JlaiiTe ompeneneHrEe KaTErOPH MePCOHATBHBIX JaHHBIX.

33. HazoBute sTans! nposenenus kinaccupukamun UCIT/IH.

34. Kakue xapakrepuctuku UCII/{x ucnonp3yrorcs npu kinaccudukaruu UCITIH?

35. Pemenue kakux 3amau odecrnieynBaeT 6a3oBas MoJielNb yrpo3 6ezonacuoctu 11J1H?

36. Ha yem ocHOBaHO BBISIBIICHHE YaCTHBIX yrpo3 6e3omacHoctu UCTIH?

37. Kaxue nmapaMeTpbl HCHOIB3YIOTCS TPU ONPEAeIICHIH akTyaabHOCTH yrpo3bl UCITIn?

38. IlpuBenurte mpuMep TEXHUYECKHX pelieHuil odecrieueHus 6e3onacHoctu [1/1H.

39. HazoBute npuHiunel odbecnieueHns b 0aHKOBCKHX OpraHHU3aIIvid.

40. Ilepeuucnure stansl npoektupoBanus CM3U 6aHKOBCKOM opraHu3auu.

41. Ilpueaute npumepsl TpeOoBanuii crangapra PCI DSS.

42. Ha «xoro Bosmaraercs JjukBugamms YC cormacHo TpeOOBaHUSIM  POCCHICKOTO
3aKOHOJIATENBCTBA O JEHCTBUSAX B HEIITATHBIX CHUTYallUsX.

43. UYrto HE0OXOAMMO UMETH Ha City4ail Bo3HUKHOBeHUs YC?

44, KaxkoBbl BBITOABI OT COCTABJICHHS JCTALHOTO IUIaHA oOecredeHus OecrepeboiHoM
JESTENIbHOCTH NMPEATPUATHS?

45. TlepeunciuTe BapHAHTHl TEXHUYECKUX PEIICHHH BOCCTAHOBICHHS ICSTEIBHOCTH IIOCIE
OencTBus.

46. Kaxkue QyHKIIUHU TOJHKHBI OBITH 3aINIAaHMPOBAHKI (YYTEHBI B IU1aHe) Ha cirydail YC?

47. Ha3oBuTe cTaauy INIaHUPOBaHUA oOecrieueHus OecriepeOoHHON AesTeNbHOCTH

B nomaOM 00BEME OIICHOYHBIC CPEACTBA UMCIOTCA Ha Ka(penpe «I/IHq)OpMaI_[I/IOHHaH 0€30I1aCHOCTh
BBIYMCIIMTEIILHBIX CUCTEM U CETCH». OIICHO‘-IHI:IG cpeacrsa MOT'YT OBITh IMMOJIYYCHBEI 110 Tpe6OBaHI/II-O.
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